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Introduction 

The UE and the network are required to exchange their media security capabilities at registration. This discussion paper proposes to extend RFC3329, "Security Mechanism Agreement for the Session Initiation Protocol (SIP)" to use it for media plane security. 
Security negotiation procedure in RFC3329
In order to negotiate a security mechanism for SIP signalling, TS 24.229 refers to RFC3329. RFC3329 defines functionality for negotiating the security mechanisms used between a Session Initiation Protocol (SIP) user agent and its next-hop SIP entity. The mechanism works as below (RFC3329 clause 2.1):
1. Client ----------client list---------> Server

2. Client <---------server list---------- Server

3. Client ------(turn on security)------- Server

4. Client ----------server list---------> Server

5. Client <---------ok or error---------- Server
Step 1: Clients wishing to use this specification can send a list of their supported security mechanisms along the first request to the server. 

Step 2: Servers wishing to use this specification can challenge the client to perform the security agreement procedure. The security mechanisms and parameters supported by the server are sent along in this challenge.

Step 3: The client then proceeds to select the highest-preference security mechanism they have in common and to turn on the selected security.

Step 4: The client contacts the server again, now using the selected security mechanism. The server's list of supported security mechanisms is returned as a response to the challenge.

Step 5: The server verifies its own list of security mechanisms in order to ensure that the original list had not been modified.

This procedure is stateless for servers (unless the used security mechanisms require the server to keep some state).
All the subsequent SIP requests sent by the client to that server SHOULD make use of the security mechanism initiated in the previous step. 
References to RFC3329 in 3GPP specifications 

TS 24.229 describes how the IMS users the header fields defined in RFC3329, and set up of IMS AKA security is described in TS 33.203 clause 7.2, which refers to Annex H specifically for use of the header fields defined in RFC3329. 
Proposed extension to sec-agree 

Overview 
The procedures in RFC3329 result in the client and server either agreeing on a single security mechanism, or not agreeing and aborting the session. Media plane security differs since any one of up to three security mechanisms may be used on a per-media stream basis. Therefore, it is proposed to define a new header field parameter "mediasec" that can appear in a Security-Client, Security-Server, or Security-Verify header field. These header fields function in the same way as in RFC3329 except that any media plane security mechanism (identified by the "mediasec" header field parameter) supported by both client and server may be used for a media stream at any time during the session. The media security mechanism to be used is indicated in the SDP that describes the media stream. 
New header field values 
New header field values must be defined for media plane security. Values must indicate the media plane transport protocol (SRTP), the security mechanism (SDES or KMS), and whether security is end-to-access-edge or end-to-end. Proposed values are: 
· sdes-srtp
New internet draft 
A new internet draft is required to define this extension to RFC3329 for media plane security. A suggested draft is available in a separate Tdoc. 
