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1. Overall Description:

CT1 would like to thank SA3 for their response (C1-094875, S3-091853) to the CT1 LS on media plane security. CT1 would like to answer the SA3 questions (italic) in S3-091853 as follows. 
1)
Feedback to SA3 (before the SA Plenary #46) on the timeline realistic for CT1 to finish the stage 3 work. 

CT1 expects to finish the stage 3 work before CT Plenary #47, March 2010. 
2)
The CT1 decision regarding where the UE-KMS interface should be specified. 

CT1 understands from the SA3 liaison in S3-091853 ("In KMS solution, there is a new interface between the UE and the KMS and one between KMSs. The current assumption is that these interfaces are specified in the SA3 specification, and no CT1 impacts are foreseen.") that SA3 has specified that the UE-KMS interface using the Generic Bootstrap Architecture (GBA), specifically the description in TS 33.328 (v1.4.0) subclause 4.2.4 and the procedures Annex B. CT1 would like the UE-KMS interface specification to continue to be the responsibility of SA3 and requests SA3 to inlcude the use of protocol at the Ua and Ub in the procedures for obtaining and resolving tickets for KMS in Annex B by reference to 3GPP TS 24.109. 
3)
Information on how the editor's notes concerning use of indications in call set up procedures for e2e media plane security were resolved. 

CT1 found an Editor's Note in subclause 7.1 of TS 32.328 stating that whether e2e security capability can be used to help select a terminating device is FFS. CT1 believes that e2e security capability shall not be used to select a terminating device because non-3GPP devices capable of e2e security will not indicate this capability when they register, and therefore might be incorrectly excluded when selecting a terminating device, and also because supported security mechanisms (SDES, KMS) are terminal capability but whether such security can be used e2e is network policy not terminal capability. 
CT1 found a further Editor's Note in subclause 7.2.2 stating that it is for CT1 to determine whether e2e SDES indications need to be provided during session establishment. CT1 believes that an e2ae is needed to request the P-CSCF to perform encryption/decryption, but since e2e security is transparent to the P-CSCF a similar indication for e2e is not needed. CT1 has not yet decided whether an e2e indicator is required as user information. 

2. Actions:

To SA3 group.

ACTION: 

CT1 kindly requests SA3 to complete Annex B of TS 33.328 with references to the Ua and Ub protocols specified in TS 24.109. 
To CT4 group.

ACTION: 

CT1 kindly asks CT4 to note the CT1 preference SA3 to retain responsibility for specification of the interface between the UE and the KMS and between KMSs. 
3. Date of Next TSG-CT WG1 Meetings:

TSG-CT WG1 Meeting #63
22-26 February 2010
San Francisco, USA.

TSG-CT WG1 Meeting #64
10-14 May 2010
TBD, Japan.



