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1. Introduction
This discussion paper discuss an issue that arise with the support of multiple PDN connection to a single APN in Release 9. The purpose of this discussion paper is to discuss on the validity of the issue and to adopt the proposed solution to mitigate the issue in 3GPP TS 24.302.
2. Background
In Release 9, MUPSAP is a supported feature. Therefore, if a UE who has multiple PDN connections to a single APN (via GTP/PMIP) in 3GPP access, hands over to a non-3GPP access supporting PMIP S2b, more than one PDN connection can be established in the non-3GPP access. Figure 1 below illustrates the message seqeuence for the handover.
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Figure 1. MUPSAP signaling for handover.
1. While connected to the 3GPP access, UE has two PDN connections to a single APN (managed by PDN GW). One PDN connection (PDN1) is used for Internet session. Another PDN connection (PDN2) is used for VoIP session.

2. The UE performs a handover to non-3GPP access and discovers an ePDG. UE does the IKE_SA_INIT procedures with ePDG for both PDN connections to establish IPSec tunnels with ePDG.

3. Once the IKE_SA_INIT steps are done, the UE sends the IKE_AUTH request for both PDN connecitons to the ePDG almost simultaneously. In this step, the attach type and APN info is conveyed from the UE to the ePDG as defined in 3GPP TS 24.302 [1]. The ePDG checks with the AAA for the authenticaiton and authorizaition process of the UE. During this session, ePDG is inform to use PMIP as the mobility protocol from the AAA.

4. The ePDG and PDN GW perfroms the PMIP signalling exchange (PBU, PBA) to establish the PDN connections of the UE.

5. Upon receiving the successful PBA from PDN GW for the PDN connections of the UE, the ePDG will complete the IPSec tunnel setup for the PDN connections of the UE.

3. Secnario
It is possible for a Rel-9 UE to attach to a Rel-8 EPC. For example, a Rel-9 UE can be connected to a Rel-8 EPC via 3GPP access and have mutliple PDN connections to a single APN. Figure 2 shows the sceanrio.
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Figure 2. Secnario of a Rel-9 UE attach to a Rel-8 EPC.
The multiple PDN connections to a single APN is supported by the Rel-8 EPC using GTP. For the non-3GPP access, as the EPC is Rel-8, mutliple PDN connections to a single APN via PMIP S2b would not be supported by the PDN GW and ePDG. Thus, in the Rel-8 system for non-3GPP access supporting PMIP S2b, only one PDN connection to a single APN can be established. 
4. Problem
There is an issue when a Rel-9 UE tries to perfrom handover of multiple PDN connections to a single APN from a 3GPP access to a non-3GPP access supporting PMIP S2b in a Rel-8 EPC. Figure 3 below describes the problem.
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Figure 3. Problem faced by Rel-9 UE.
1. While connected to the 3GPP access, Rel-9 UE has two PDN connections to a single APN (managed by PDN GW). One PDN connection (PDN1) is used for Internet session. Another PDN connection (PDN2) is used for VoIP session. To the user of the Rel-9 UE, the preferred session is the VoIP.

2. The Rel-9 UE performs a handover to non-3GPP access and discovers an ePDG. The Rel-9 UE does the IKE_SA_INIT procedures with the Rel-8 ePDG for both PDN connections to establish IPSec tunnels with the Rel-8 ePDG.

3. Once the IKE_SA_INIT steps are done, the Rel-9 UE sends the IKE_AUTH request for both PDN connecitons to the Rel-8 ePDG almost simultaneously. In this step, the attach type and APN info is conveyed from the UE to the ePDG as defined in 3GPP TS 24.302 [1]. As the delivery order of IP packets are not gauranteed, let assume the case where the IKE_AUTH request for PDN1 arrives at the Rel-8 ePDG first. The Rel-8 ePDG will continue to process the IKE_AUTH request for PDN1 (i.e. authetication and authorization check with AAA).
4. Upon reception of IKE_AUTH request for PDN2 by the Rel-8 ePDG, as MUPSAP is not support by the Rel-8 ePDG, the Rel-8 ePDG would reject the IKE reqeust for PDN2.

<quote from 3GPP TS 23.402[2], v8.7.0, section 7.6.1>

One PDN connection per APN is supported. If the UE requests a PDN connection for an APN for which the UE already has an active PDN connection, the ePDG shall reject the PDN connectivity request.

</quote>

5. The Rel-8 ePDG and Rel-8 PDN GW perfroms the PMIP signalling exchange (PBU, PBA) to establish the PDN1 connection of the Rel-9 UE.

6. Upon receiving the successful PBA from Rel-8 PDN GW for the PDN1 connection, the Rel-8 ePDG will complete the IPSec tunnel setup for the PDN1 connection of the Rel-9 UE.
From figure 3, it is clear that the Rel-9 UE's preferred PDN connection, PDN2 (VoIP session), is not handed over. Even worst, the session for PDN2 would be lost as the Rel-8 PDN GW will terminate the remaining PDN connections for that APN.
<quote from 3GPP TS 23.402[2], v8.7.0, section 8.1>

If the UE hands over from 3GPP access with GTP-based S5/S8 to a non-3GPP access using PMIP-based S2a or S2b, and the UE has more than one PDN connection to a given APN in the source 3GPP access, only one PDN connection to the given APN will be established in the target non-3GPP access. In this case, the following applies:

a)
If dynamic PCC is deployed and the PCRF receives a Gateway Control Session Establishment Request from the target BBERF indicating an IP-CAN type different from 3GPP access, the PCRF shall select one of the IP-CAN sessions for this APN and continue with the BBERF relocation procedure for that PDN connection.

b)
When the PDN GW receives a PBU over PMIP-based S2a or S2b, the PDN GW shall select one of the PDN connections for this APN and continue with the handover procedure for that PDN connection. The PDN GW shall terminate the remaining PDN connections for that APN without removing the PDN GW information in HSS. If dynamic PCC is deployed, the PDN GW informs the PCRF about the deactivated PDN connections using the PCEF initiated IP-CAN session termination procedure as described in TS 23.203 [19].

c)
Whenever the PDN GW receives a PBU containing an IPv6 prefix or an IPv4 address associated to one of the PDN connections and the IPv6 prefix or the IPv4 address is valid, the PDN GW shall use the IPv6 prefix or the IPv4 address to select the PDN connection out of the active PDN connections. In cases where the information is not included in the PBU, the PDN GW and PCRF shall select the latest PDN connection out of the active PDN connections for the given APN (i.e. the PDN connection that was activated last out of the active PDN connections for the given APN).

</quote>

Therefore, even if the Rel-9 UE releases the IPSec tunnel for PDN1 and attempts to re-establish an IPSec tunnel for PDN2, the session has already been disrupted with the termination of PDN2 by PDN GW.

To summarize, the problem faced by a Rel-9 UE when trying to perfrom handover of multiple PDN connections to a single APN from a 3GPP access to a non-3GPP access supporting PMIP S2b in a Rel-8 EPC is that the preferred PDN connection of the Rel-9 UE is not continued after the handover to the non-3GPP access.
5. Solutions
In this section, we try to propose a few solutions that will allow the Rel-9 UE's preferred PDN connection to survive.
5.1. Solution 1
A possible solution is to let the Rel-9 UE know what type of EPC the Rel-9 UE will be connecting to. If the Rel-9 UE knows that it will be connecting to a Rel-8 EPC, the Rel-9 UE would only establish one IPSec tunnel to the Rel-8 ePDG. This IPSec tunnel would be the preferred PDN connection of the Rel-9 UE. If the Rel-9 UE knows that it will be connecting to a Rel-9 EPC, the Rel-9 UE can continue with the steps shown in section 2 of this discussion paper to establish its PDN connection.

For example, during the IKE_SA_INIT message exchange, a Rel-9 ePDG will embed some information IKE_SA_INT message to the Rel-9 UE to let the Rel-9 UE know that the ePDG is a Rel-9 entity. Lack of such information would imply to the Rel-9 UE that the ePDG is a Rel-8 entity. If the ePDG is a Rel-8 entity, the Rel-9 UE would start the IPSec tunnel establishment for PDN2 connection (VoIP session).
5.2. Solution 2
Another possible solution is to let the Rel-9 UE indicate to the ePDG during handover which PDN connection is its preferred connection. With the preference indicated by the Rel-9 UE, the ePDG would know which PDN connection request to process first even if the delivery of the requests from the Rel-9 UE over IP is not guaranteed.

For example, the Rel-9 UE sends two IKE_AUTH request message to the ePDG. One request is for PDN1 (Internet session) and the other request is for PDN2 (VoIP session). The IKE_AUTH request message for PDN2 would also have a flag to indicate to the ePDG that PDN2 connection is preferred by the Rel-9 UE. Hence, the ePDG will process therequest for PDN2 first.
5.3. Solution 3
Yet another possible solution is to let the Rel-9 UE perfrom the PDN connection handover in a sequential manner. This means that rather than sending out the multiple IPSec tunnel requests almost simultaneously, the Rel-9 UE would start by sending the IPSec tunnel request for its preferred PDN connection first and complete the tunnel establishment procedures before sending the remaining IPSec tunnel requests for its remaining PDN connections.

For example, when the Rel-9 UE performs a handover to the Rel-8 ePDG, the Rel-9 UE first sends the IPSec tunnel request for PDN2 conenction (VoIP session) to the Rel-8 ePDG. The network does it checking and decision and allows for PDN2 connection to be handed over. Once the IPSec tunnel establishment is completed for PDN2 connection, the Rel-9 UE continues with the IPSec tunnel request for PDN1 connection (Internet session). Since the ePDG is a Rel-8 entity, the Rel-8 ePDG will reject the IPSec tunnel request for PDN1 connection. For this case, at least the Rel-9 UE's preferred PDN connection (VoIP session) is handed over to the non-3GPP access without disruption.
6. Proposal
A brief analysis of the solutions finds that:

· For solution 1, it requires changes to both UE and network to support the notification of the type of system UE is connecting to.

· For solution 2, it requires changes to both UE and network to understand the preference indication from the UE. In addition, to ensure the solution works, it requires changes to the Rel-8 ePDG to understand the preference indication from the UE.

· For solution 3, it requires changes to the UE logic to ensure that during handover, the request to re-establish the PDN connections are sent sequentially.
Based on the analysis, we propose to adopt solution 3 to solve the problem described in this discussion paper as the changes are only to the UE without the impact to the current Rel-8 system. The small disadvantage for solution 3 is the additional handover delay (i.e time taken for IPSec tunnel establishment) incurred by performing the handover in a sequential manner. However, we feel that such delay is acceptable and justifiable rather than changing network entities or the Rel-8 system.
7. Conclusions

To conclude, we propose that CT1 can agree to the problem highlighted in this discussion papaer and adopt solution 3 in 3GPP TS 24.302 to solve the problem. C1-09xxxx is the corresponding CR that describes solution 3.
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