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Introduction:
TS 33.328 on IMS media plane security contains requirements for UE and network to indicate capabilities relating to IMS media plane security during registration. This discussion shows different approaches using SIP and seeks for comments as to how to realize this kind of capability indication during registration.
This document does not discuss how preference for a dedicated option for media plane security is indicted during session setup.

Discussion:
TS 33.328 contains the following requirements for UE’S related to registration:
IMS UE supporting mechanisms required for end-to-access edge protection shall include an indication "e2ae-security supported by UE" in the REGISTER request.
IMS UE supporting the mechanisms required for end-to-end protection, using SDES, or KMS, may include an indication "e2e-security-with SDES supported by UE", or an indication "e2e-security-with KMS supported by UE" in the REGISTER request.
Both indications indicate that the UE is willing to receive and handle initial request that are destined for it, setting up a session with media encryption description.
TS 33.328 contains the following requirements for the network related to registration:
When receiving indications "e2ae-security supported by UE", "e2e-security-with SDES supported by UE", or "e2e-security-with KMS supported by UE”, in the initial REGISTER message from the IMS UE the network shall store them.
When the P-CSCF is capable of supporting the mechanisms required for end-to-access edge protection, and the network policy is to prefer end-to-access edge protection, the network shall include an indication "e2ae-security supported by network" in a message to the IMS UE during registration. The IMS UE shall store this indication for use with originating session set-up procedures. 

This indicates that the P-CSCF is capable to receive and handle requests containing a SDP with media encryption description, providing E2AE functionality. 

SOLUTION 1 (new header):
Define a mechanism for indicating the capabilities where the indication is only intended to work between the UE and the P-CSCF (Similar to what has been defined for SIP SecAgree).
The Flow would look like:

1. Client --------REGISTER (list for supported media_sec)---> Server (P-CSCF)
2. Client <------200 (OK) (e2ae protection)----------------------- Server (P-CSCF)
An IMS UE wishing to use IMS Media Plane Security will add a Supported-Media-Sec header field to a REGISTER request. This header field contains a list of all media plane security mechanisms the client supports. It should be noted, that there is no need for Require or Proxy-Require header fields, as the UE learns from the network as to whether the network supports “e2ae” protection.
A P-CSCF that supports “e2ae” media plane protection will add a Media-Plane-Sec-Server header field to a 200 (OK) to the REGISTER. This indicates towards the UE, that the network supports this feature and that it can invoke “e2ae” media plane security in an originating INVITE.
The solution requires two new SIP header fields, Media-Plane-Sec-Client and Media-Plane-Sec-Server. The documentation of the new header fields would preferably be done in an Annex to 24.229. This is in order to meet to tight timelines for Rel-9 and is allowed by the new SIP change process.
SOLUTION 2 (URI parameter):

The indication of the supported capabilities relating to media plane security based on URI parameters (similar to what has been defined for SigComp). 
The UE indicates its capabilities via a URI new URI parameter “media-sec” in the Contact header of the REGISTER request. By that, P-CSCF and S-CSCF can learn these caps.
The P-CSCF indicates its support for “e2ae” via its own entry to the Path header which would have the “media-sec” URI parameter. The Path header is sent back to the UE in the 200 (OK). Although RFC 3327 does not define specific usage as to how a UAC receiving a Path header field in a 200 (OK) will handle the Path header information, it does allow the UAC to take action based on the info.
A drawback with a solution based on URI parameters is, that according to IETF change process for SIP, this requires an own RFC.

SOLUTION 3 (OPTIONS request):

After successful registration with the IMS, a UE queries the network capabilities related to media plane security, i.e. whether P-CSCF supports “e2ae” media plane encryption, by sending an OPTIONS request. This OPTIONS is destined to the P-CSCF (URI known in the UE) and contains an Accept header field set to “application/sdp “. The P-CSCF then includes its capabilities in the 200 (OK) to the OPTIONS request. The media-plane security capabilities are encoded in a SDP body as defined in RFC 4568. It should be noted, that for “e2ae” media plane security as defined in TS 33.328, the P-CSCF provides a UA role rather than a proxy role and therefore it is appropriate to include a body in the 200 (OK) to the OPTIONS request.
The indication of UE capabilities in that solution could be based on a media plane specific media-feature tag. The new to define tag would need to get values for the 3 different media plane security capabilities.
Proposal:
CT1 is asked for comments on the above solution proposals. The corresponding CR’s will be brought to the next CT1 meeting.

