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	Reason for change:
(

	In the current revision of TS 24.301 it is specified that SECURITY MODE REJECT shall be sent without integrity protection. It is also specified that SECURITY MODE REJECT shall be processed even if there is a MAC failure in integrity protection, implying that SECURITY MODE REJECT may be sent with integrity protection.

Furthermore it is stated in 24.301 subclause 5.4.3.5:

"Both the UE and the MME shall revert to the EPS security context in use before the initiation of the security mode control procedure, if any."

That is, both the UE and MME will start to use the previous security context, but which entity and what message is not specified with possible different interpretations as a consequence. If SECURITY MODE REJECT is security protected as other NAS messages this will clearly define that the SECURITY MODE REJECT message sent from the UE to the MME is the first to protect with the reactivated old security context, when applicable. The MME will also understand when receiving a SECURITY MODE REJECT protected with the old security context that this security context shall now be used.
In TS 33.401 there is a statement saying that SECURITY MODE REJECT shall be sent without security protection. This is however a recent change that was added to align with 24.301. As the origin of a non security protected SECURITY MODE REJECT is 24.301, any change is proposed to be initiated there and align 33.401 as a consequence.

This CR proposes to update the specification and treat SECURITY MODE REJECT as other NAS messages regarding security, i.e. to use security protection if there is a usable current security context. The update also reduces the risk for a security attack using unprotected SECURITY MODE REJECT messages.

Interoperability issues:

a) If the UE does not implement the change but the MME does, the SECURITY MODE REJECT will always be sent without security protection but still accepted by the MME as the MME needs to handle the case when the security context is not valid in the UE.

b) If the UE implements the change but the MME does not, the SECURITY MODE REJECT may be sent security protected.  As the security header type of the message indicated that it is security protected, but not using a new security context, the MME should accept the message even if sent with security protection.

	
	

	Summary of change:
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	The exception from normal NAS message handling that SECURITY MODE REJECT is sent without integrity protection, is deleted.

	
	

	Consequences if 
(

not approved:
	The security protection handling of SECURITY MODE REJECT will be a special case not in line with the general security protection of NAS messages. 

Different implementations when to reactivate an old security context at UE reject of a security mode control procedue may exist.

Security protection will be not be applied in this case, thus the security protection will be slightly weaker.
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* * * First Change * * * *

5.4.3.5
NAS security mode command not accepted by the UE

If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains an EMM cause that typically indicates one of the following cause values:
#23:
UE security capabilities mismatch;

#24:
security mode rejected, unspecified.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.

Both the UE and the MME shall revert to the EPS security context in use before the initiation of the security mode control procedure, if any. The UE shall start to use this previously active security context when sending the SECURITY MODE REJECT message. When receiving the SECURITY MODE REJECT message protected by this previously active security context, it shall be activated also in the MME.
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