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***CHANGE***
5.4.1.2.1
Unprotected REGISTER

Any REGISTER request sent unprotected by the UE with an Authorization header field and with the "integrity-protected" header field parameter in the Authorization header field set to "no", "tls-pending", "ip-assoc-pending" or without an "integrity-protected" header field parameter is considered to be an initial registration.

NOTE 1:
For NASS-IMS bundled authentication and GPRS-IMS-Bundled Authentication there is no distinction between a protected and an unprotected REGISTER. There is only an unprotected REGISTER to consider.

NOTE 2:
If IMS AKA or SIP digest with TLS are used as a security mechanism, a 200 (OK) final response to an initial registration will only be sent back after the S-CSCF receives a correct authentication challenge response in a REGISTER request that is sent integrity protected.

NOTE 3:
A REGISTER with the registration expiration interval value equal to zero will always be received protected. However, it is possible that in error conditions a REGISTER with the registration expiration interval value equal to zero can be received unprotected. In that instance the procedures below will be applied.







When S-CSCF receives a REGISTER request with the "integrity-protected" header field parameter in the Authorization header field set to "no" and a non-empty "response" Authorization header field parameter, the S-CSCF shall ignore the value of the "response" header field parameter.

Upon receipt of a REGISTER request that is part of an initial registration as outlined above, for a public user identity which is not already registered linked to the same private user identity, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header field and the private user identity as received in the "username" Authorization header field parameter of the REGISTER request;

2)
check if the P-Visited-Network header field is included in the REGISTER request, and if it is included identify the visited network by the value of this header field;

3)
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Authentication procedure with the HSS, as described in 3GPP TS 29.228 [14], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [19].


Prior to performing Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14] or use the value as received in the P-User-Database header field in the REGISTER request as defined in RFC 4457 [82];

NOTE 4:
The HSS address received in the response to SLF query or as a value of P-User-Database header field can be used to address the HSS of the public user identity in further queries.

NOTE 5:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URI to the HSS. This will be used by the HSS to direct all subsequent incoming initial requests for a dialog or standalone transactions destined for this user to this S-CSCF.

NOTE 6:
When passing its SIP URI to the HSS, the S-CSCF may include in its SIP URI the transport protocol and the port number where it wants to be contacted.

4)
store the "icid-value" header field parameter received in the P-Charging-Vector header field;

5)
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request appropriate to the security mechanism in use;

6)
send the so generated 401 (Unauthorized) response towards the UE, and if the URI in the first Path header field has an "ob" SIP URI parameter, include a Require header field with the option-tag "outbound" as described in draft-ietf-sip-outbound [92]; and,

7)
start timer reg-await-auth which guards the receipt of the next REGISTER request.

If the received REGISTER request indicates that the challenge sent previously by the S-CSCF to the UE was deemed to be invalid by the UE, the S-CSCF shall stop the timer reg-await-auth and proceed as described in the subclause 5.4.1.2.3.
***CHANGE***
5.4.1.2.2
Protected REGISTER with IMS AKA as a security mechanism

Upon receipt of a REGISTER request with the "integrity-protected" header field parameter in the Authorization header field set to "yes", the S-CSCF shall identify the user by the public user identity as received in the To header field and the private user identity as received in the Authorization header field of the REGISTER request, and:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" header field parameter in the Authorization header field set to "yes". 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the unprotected REGISTER in subclause 5.4.1.2.1, beginning with step 3). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; and

2)
check whether a registration expiration interval value is included in the REGISTER request and its value. If the registration expiration interval value indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the registration expiration interval value does not indicate zero, the S-CSCF shall check whether the public user identity received in the To header field is already registered. If it is not registered, the S-CSCF shall proceed beginning with step 5 below. Otherwise, the S-CSCF shall proceed beginning with step 6 below.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2)
stop timer reg-await-auth;

3)
check whether an Authorization header field is included, containing:

a)
the private user identity of the user in the "username" header field parameter;

b)
the algorithm which is "AKAv1-MD5" in the "algorithm" header field parameter; and

c)
the authentication challenge response needed for the authentication procedure in the "response" header field parameter.

The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response (calculated by the S-CSCF using XRES and other parameters as described in RFC 3310 [49]) match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if the challenge response received from the UE and the expected response calculated by the S-CSCF match;

4A)
if the REGISTER request contains the "reg-id" and "+sip.instance" Contact header field parameters and the "outbound" option tag in a Supported header field, but the first URI in the Path header field does not have an "ob" URI parameter, send a 439 (First Hop Lacks Outbound Support) response to the UE;
5)
after performing the S-CSCF Registration/deregistration notification procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred;

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered); and
c)
if restoration procedures are supported, the restoration information if received as specified in 3GPP TS 29.228 [14];
NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header field parameters contained in the Contact header field and all associated SIP URI parameters, with the exception of the "pub-gruu" and "temp-gruu" header field parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
or each binding that contains a "+sip.instance" Contact header field parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3; 
c)
check if the Contact header field contains a "reg-id" field parameter, and:

-
if the Contact header field of the REGISTER request contained a "reg-id" header field parameter, and the Contact header field contained also a "+sip.instance" Contact header field parameter, and the "outbound" option tag in a Supported header field, and the first URI in the Path header field contained an "ob" URI parameter header field, the S-CSCF shall either:
-
if public user identity being registered with its "+sip.instance" Contact header field parameter has not been previously registered with the same "reg-id" header field parameter value, then this registration shall be in addition to any existing registration; or
-
if public user identity being registered with its "+sip.instance" Contact header field parameter has been previously registered with the same "reg-id" header field parameter value, then this registration shall replace the previous registration, and the S-CSCF shall perform the network initiated deregistration procedure for the previously registered public user identity with its associated "+sip.instance" Contact header field parameter and "reg-id" header field parameter value (as described in subclause 5.4.1.5); or
NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.
.-
if the Contact header field did not contain a "reg-id" field parameter, and there are public user identities belonging to this UE that have been previously registered with an old contact address different from the one received in the REGISTER request, and the previous registrations were performed as specified ether in RFC 3261 [26] or draft-ietf-sip-gruu [93], and  the previous registrations have not expired, the S-CSCF shall perform the network initiated deregistration procedure for the previously registered public user identities and the associated old contact address as described in subclause 5.4.1.5; 
NOTE 3A:
Absence of the "reg-id" field parameter in the Contact header field indicates that the UE has registered a given public user identity with a new contact address either as specified in RFC 3261 [26] or draft-ietf-sip-gruu [93]. In either case the new registration replaces the previous registration. 
NOTE 3B:
The new registration performed according to RFC 3261 [26] or draft-ietf-sip-gruu [93] replaces the previous registrations only if the previous registrations were also performed according to RFC 3261 [26] or draft-ietf-sip-gruu [93]. If the previous registrations were performed according to draft-ietf-sip-outbound [92], they are left intact.
NOTE 3C:
The S-CSCF will inform the HSS that the previously registered public user identities, excluding the public user identity being registered, have been deregistered.

NOTE 3D:
Contact related to emergency registration is not affected since the S-CSCF is not able to deregister contact related to emergency registration.
7)
check whether a Path header field was included in the REGISTER request and construct a list of preloaded Route header fields from the list of entries in the received Path header field. The S-CSCF shall preserve the order of the preloaded Route header fields and bind them to the contact information that was received in the REGISTER request;

NOTE 4:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route header fields will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the registration expiration interval value in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the "icid-value" header field parameter received in the P-Charging-Vector header field;

10)
if an "orig-ioi" header field parameter is received in the P-Charging-Vector header field, store the value of the received "orig-ioi" header field parameter;

NOTE 5:
Any received "orig-ioi" header field parameter will be a type 1 IOI. The type 1 IOI identifies the network from which the request was sent.

11)
create a 200 (OK) response for the REGISTER request and if the URI in the first Path header field has an "ob" SIP URI parameter and the Contact header field of the REGISTER request contained a "+sip.instance" Contact header field parameter and a "reg-id" header field parameter, include a Require header field with the option-tag "outbound" as described in draft-ietf-sip-outbound [92].
***CHANGE***
5.4.1.2.2A
Protected REGISTER with SIP digest as a security mechanism

Upon receipt of a REGISTER request with the "integrity-protected" header field parameter in the Authorization header field set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", the S-CSCF shall identify the user by the public user identity as received in the To header field and the private user identity as received in the Authorization header field of the REGISTER request, and:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated. The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" header field parameter in the Authorization header field set to "tls-yes". 


If the user needs to be reauthenticated and the REGISTER did not include an Authorization header field with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause 5.4.1.2.1 and subclause 5.4.1.2.1B.


If the user needs to be reauthenticated and the REGISTER included an Authorization header field with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause 5.4.1.2.1 and subclause 5.4.1.2.1B and include the "stale" header field parameter with value "true" in the WWW-Authenticate header field.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2)
stop timer reg-await-auth;

3)
in the case the algorithm is "MD5", check the following additional fields:

-
a "realm" header field parameter matching the "realm" header field parameter in the authentication challenge;

-
an "algorithm" header field parameter which matches the "algorithm" header field parameter sent in the authentication challenge;

-
"nonce" header field parameter matching the "nonce" header field parameter in the authentication challenge; 

-
a digest-uri matching the SIP Request-URI;

-
a "cnonce" header field parameter; and

-
a nonce-count field.


The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response match. The expected response is calculated by the S-CSCF as described in RFC 2617 [21] using the H(A1) value provided by the HSS. If the received authentication challenge response and the expected authentication challenge response match, then the UE is considered authenticated. If the UE is considered authenticated, and if the "integrity-protected" header field parameter in the Authorization header field is set to the value "tls-pending" or "tls-yes", then the S-CSCF shall associate the registration with the local state of "tls-protected";

NOTE 1:
The S-CSCF can have a local security policy to treat messages other than initial REGISTER requests, messages relating to emergency services, and error messages, differently depending on whether the registration is associated with the state "tls-protected".

4A)
if the REGISTER request contains the "reg-id" and "+sip.instance" Contact header field parameters and the "outbound" option tag in a Supported header field, but the first URI in the Path header does not have an "ob" URI parameter, send a 439 (First Hop Lacks Outbound Support) response to the UE;
5)
after performing the S-CSCF Registration/deregistration notification procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred;

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered); and
c)
if restoration procedures are supported, the restoration information, if received, as specified in 3GPP TS 29.228 [14];
NOTE 2:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header field parameters contained in the Contact header field and all associated URI parameters, with the exception of the "pub-gruu" and "temp-gruu" header field parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
for each binding that contains a "+sip.instance" Contact header field parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3; 
c)
check if the Contact header field contains a "reg-id" field parameter, and:

-
if the Contact header field of the REGISTER request contained a "reg-id" header field parameter, and the Contact header field contained also a "+sip.instance" Contact header field parameter, and the "outbound" option tag in a Supported header field, and the first URI in the Path header field contained an "ob" URI parameter header field, the S-CSCF shall either:
-
if public user identity being registered with its "+sip.instance" Contact header field parameter has not been previously registered with the same "reg-id" header field parameter value, then this registration shall be in addition to any existing registration; or
-
if public user identity being registered with its "+sip.instance" Contact header field parameter has been previously registered with the same "reg-id" header field parameter value, then this registration shall replace the previous registration, and the S-CSCF shall perform the network initiated deregistration procedure for the previously registered public user identity with its associated "+sip.instance" Contact header field parameter and "reg-id" header field parameter value (as described in subclause 5.4.1.5); or
NOTE 3:
There might be more then one contact information available for one public user identity.

NOTE 4:
The barred public user identities are not bound to the contact information. 
.-
if the Contact header field did not contain a "reg-id" field parameter, and there are public user identities belonging to this UE that have been previously registered with an old contact address different from the one received in the REGISTER request, and the previous registrations were performed as specified ether in RFC 3261 [26] or draft-ietf-sip-gruu [93], and  the previous registrations have not expired, the S-CSCF shall perform the network initiated deregistration procedure for the previously registered public user identities and the associated old contact address as described in subclause 5.4.1.5; 
NOTE 4A:
Absence of the "reg-id" field parameter in the Contact header field indicates that the UE has registered a given public user identity with a new contact address either as specified in RFC 3261 [26] or draft-ietf-sip-gruu [93]. In either case the new registration replaces the previous registration. 
NOTE 4B:
The new registration performed according to RFC 3261 [26] or draft-ietf-sip-gruu [93] replaces the previous registrations only if the previous registrations were also performed according to RFC 3261 [26] or draft-ietf-sip-gruu [93]. If the previous registrations were performed according to draft-ietf-sip-outbound [92], they are left intact.
NOTE 4C:
The S-CSCF will inform the HSS that the previously registered public user identities, excluding the public user identity being registered, have been deregistered.

NOTE 4D:
Contact related to emergency registration is not affected since the S-CSCF is not able to deregister contact related to emergency registration.
7)
check whether a Path header field was included in the REGISTER request and construct a list of preloaded Route header fields from the list of entries in the received Path header field. The S-CSCF shall preserve the order of the preloaded Route header fields and bind them to the contact information that was received in the REGISTER request;

NOTE 5:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route header fields will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the registration expiration interval value in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the "icid-value" header field parameter received in the P-Charging-Vector header field;

10)
if an "orig-ioi" header field parameter is received in the P-Charging-Vector header field, store the value of the received "orig-ioi" header field parameter;

NOTE 6:
Any received "orig-ioi" header field parameter will be a type 1 IOI. The type 1 IOI identifies the network from which the request was sent.

11)
create a 200 (OK) response for the REGISTER request., the S-CSCF shall store the nonce-count value in the received REGISTER request and include an Authentication-Info header field containing the fields described in RFC 2617 [21] as follows:

-
a "nextnonce" header field parameter if the S-CSCF requires a new nonce for subsequent authentication responses from the UE;

-
a "qop" header field parameter matching the "qop" Authorization header field parameter sent by the UE;

-
a "rspauth" header field parameter with a response-digest calculated as described in RFC 2617 [21];

-
a "cnonce" header field parameter value matching the cnonce in the Authorization header field sent by the UE; and

-
a "nonce-count" header field parameter matching the "nonce-count" Authorization header field parameter sent by the UE.

***END of CHANGES***
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