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4.3.2.10
Derivation of keys at SRVCC from S1 mode or Iu mode

At PS to CS domain change from S1 mode due to SRVCC handover (see 3GPP TS 23.216 [126]), when the MS receives the command to perform handover, the MS shall derive a UMTS security context for the CS domain from the current EPS security context and replace an existing UMTS security context for the CS domain, if any, both in the ME and in the USIM.

The MS shall set the CKSN of the derived UMTS security context to the value of the eKSI of the EPS security context and derive security keys CKSRVCC and IKSRVCC as specified in 3GPP TS 33.401 [123].

The network shall replace an existing UMTS security context for the CS domain, if any, when the SRVCC handover from S1 mode has been completed successfully.
At PS to CS domain change from Iu mode due to SRVCC handover, when the MS receives the command to perform handover,
-
if the MS has a GSM security context for the PS domain, the MS shall use it to derive a GSM security context for the CS domain as specified in 3GPP TS 33.102 [5a] and replace an existing GSM security context for the CS domain, if any, both in the ME and in the SIM. At SRVCC handover to Iu mode the MS shall use the derived GSM cipher key Kc' to derive UMTS security keys as specified in subclause 4.3.2.8; or

-
if the MS has a UMTS security context for the PS domain, the MS shall use it to derive a UMTS security context for the CS domain as specified in 3GPP TS 33.102 [5a] and replace an existing UMTS security context for the CS domain, if any, both in the ME and in the USIM. At SRVCC handover to A/Gb mode the MS shall use the derived UMTS security keys CKSRVCC and IKSRVCC to derive a GSM cipher key as as specified in subclause 4.3.2.7.

The network shall replace an existing GSM or UMTS security context for the CS domain, if any, when the SRVCC handover from Iu mode has been completed successfully.


************************* NEXT MODIFIED SECTION ***************************

4.5.3
MM connection release

An established MM connection can be released by the local CM entity. The release of the CM connection will then be done locally in the MM sublayer, i.e. no MM message are sent over the radio interface for this purpose.

4.5.3.1
Release of associated RR connection

If all MM connections are released by their CM entities, and no RRLP procedure (see 3GPP TS 44.031 [23b]) and no LCS procedure over RRC (see 3GPP TS 25.331 [23c]) is ongoing, the mobile station shall set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection.

If all MM connections are released by their CM entities and an RRLP procedure or LCS procedure over RRC is ongoing, the MS shall start the timer T3241 and enter the state RR CONNECTION RELEASE NOT ALLOWED. 

If the MS is expecting the release of the RR connection in MM state WAIT FOR NETWORK COMMAND and an RRLP procedure or LCS procedure over RRC is started, the MS shall stop the timer T3240, start the timer T3241 and enter the state RR CONNECTION RELEASE NOT ALLOWED.

If the MS is in MM state RR CONNECTION RELEASE NOT ALLOWED and the ongoing RRLP procedure or LCS procedure over RRC is finished, the MS shall stop the timer T3241, reset and start the timer T3240 and shall enter the state WAIT FOR NETWORK COMMAND.

In the network, if the last MM connection is released by its user, the MM sublayer may decide to release the RR connection. The RR connection may be maintained by the network, e.g. in order to establish another MM connection.

If the RR connection is not released within a given time controlled by the timer T3240 or T3241, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS shall return to MM IDLE state; the service state depending upon the current update status as specified in subclause 4.2.3.
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