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* * * 1st Change * * * *
5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [19]). This parameter contains three possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

b)
Non-EPS authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #26 "Non-EPS authentication unacceptable" (see subclause 6.1.1 in 3GPP TS 33.401 [19]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.

c)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.

* * * 2nd Change * * * *
5.6.1.1
General

The purpose of the service request procedure is to transfer the EMM mode from EMM-IDLE to EMM-CONNECTED mode and establish the radio and S1 bearers when uplink user data or signalling is to be sent. Another purpose of this procedure is to invoke MO/MT CS fallback procedures.
This procedure is used when:

-
the network has downlink signalling pending;

-
the UE has uplink signalling pending;

-
the UE or the network has user data pending and the UE is in EMM-IDLE mode;

-
the UE in EMM-IDLE or EMM-CONNECTED mode has requested to perform mobile originating/terminating CS fallback; or
-
the UE has uplink cdma2000® signalling pending.

The service request procedure is initiated by the UE, however, for the downlink transfer of signalling or user data in EMM-IDLE mode, the trigger is given by the network by means of the paging procedure (see subclause 5.6.2).

The UE shall invoke the service request procedure when:

a)
the UE receives a paging request with CN domain indicator set to "PS" from the network in EMM-IDLE mode;

b)
the UE, in EMM-IDLE mode, has pending user data to be sent;

c)
the UE, in EMM-IDLE mode, has uplink signalling pending;

d)
the CS fallback UE, in EMM-IDLE or EMM-CONNECTED mode, has a mobile originating CS fallback request from the upper layer;

e)
the CS fallback UE in EMM-IDLE mode receives a paging request with CN domain indicator set to "CS", or the CS fallback UE in EMM-CONNECTED mode receives a CS SERVICE NOTIFICATION message;

f)
the 1xCS fallback UE, in EMM-IDLE or EMM-CONNECTED mode, has a mobile originating 1xCS fallback request from the upper layer;

g)
the 1xCS fallback UE, in EMM-CONNECTED mode accepts cdma2000® signalling messages containing a 1xCS paging request; or
h)
the UE, in EMM-IDLE mode, has uplink cdma2000® signalling pending.
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NOTE:
AS indications (indications from lower layers) are results of procedures triggered by MME in Service Request procedure. Triggered procedures could be e.g. RRC Connection Reconfiguration and inter system PS handover to GERAN or UTRAN procedure as a result of CSFB procedure (see 3GPP TS 23.272 [9]).
Figure 5.6.1.1.1: Service Request procedure
* * * 3rd Change * * * *

6.4.4.6
Local EPS bearer context deactivation without ESM signalling

The UE and the MME deactivate EPS bearer contexts locally without peer-to-peer ESM signalling in the following cases:

1)
during the service request procedure, if the E-UTRAN fails to establish the user plane radio bearers for one or more EPS bearer contexts e.g. due to radio access control;
2)
during the tracking area updating procedure with "active flag", if the E-UTRAN fails to establish the user plane radio bearers for one or more EPS bearer contexts due to lower layer failure;
NOTE 1:
The synchronisation of the EPS bearers indicated in EPS bearer context status information element in TRACKING AREA UPDATE REQUEST message is not applicable in item 2.
3)
during handover, if the target E-UTRAN cannot establish all the user plane radio bearers for the UE; or

4)
if the E-UTRAN releases one or more user plane bearers of the UE due to E-UTRAN specific reasons.

For those cases, based on the indication from the lower layers, the UE and the MME shall locally deactivate the EPS bearer contexts for which no user plane radio bearers are set up.
NOTE 2:
The lower layers in the UE provide the user plane radio bearer context status to the ESM sublayer when a change in the user plane radio bearers is detected by the lower layers including establishment and release of user plane radio bearers for the UE in connected mode. This does not apply to the release of the RRC connection due to an S1-release procedure or due to radio link failure.

When the user plane radio bearer for a default EPS bearer context is not established during the service request procedure or tracking area updating procedure with "active flag", the UE shall locally deactivate all EPS bearer contexts associated to the PDN connection with the default EPS bearer context. The MME shall locally deactivate all EPS bearer contexts associated to the PDN connection with the default EPS bearer context without peer-to-peer ESM signalling to the UE.
Upon completion of the service request procedure or tracking area updating procedure with "active flag", if the UE locally deactivates all EPS bearer contexts, the UE shall perform a local detach, enter state EMM-DEREGISTERED and initiate an attach procedure.
For EPS bearer context deactivation procedure initiated by the network, if no NAS signalling connection exists, the MME locally deactivates the EPS bearer context(s) without peer-to-peer ESM signalling.
* * * 4th Change * * * *

9.9.3.9
EMM cause

The purpose of the EMM cause information element is to indicate the reason why an EMM request from the UE is rejected by the network.

The EMM cause information element is coded as shown in figure 9.9.3.9.1 and table 9.9.3.9.1.

The EMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.3.9.1: EMM cause information element

Table 9.9.3.9.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HSS

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	EPS services and non-EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	EPS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	0
	1
	1
	
	ESM failure

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	0
	1
	
	Not authorized for this CSG

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-EPS authentication unacceptable

	
	
	
	
	
	
	
	
	
	

	0
	0
	1
	0
	0
	1
	1
	1
	
	CS domain temporarily not available

	0
	0
	1
	0
	1
	0
	0
	0
	
	No EPS bearer context activated

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "Protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "Protocol error, unspecified".

	


* * * End of Changes * * * *
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