Page 1



3GPP TSG CT WG1 Meeting #58
C1-091516
Sophia Antipolis, France, 20-24. April 2009

	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	24.109
	CR
	0038
	(

rev
	-
	(

Current version:
	8.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction of key material on Upa Interface 

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	C1

	
	

	Work item code(

	GBAPush
	
	Date: (

	01/04/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	 Wrong key transferred over Upa Interface.

	
	

	Summary of change:
(

	The key(s) used in Upa are corrected and correct NAF key material is used.

	
	

	Consequences if 
(

not approved:
	The GBAPush will not be able to recover from a synchronization error, since wrong keys are used.

	
	

	Clauses affected:
(

	4A.2, 4A.5, A1.2.2, A1.3

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


* * * * First Change * * * *
4A
Generic Bootstrapping Achitecture Push; Upa
4A.1
Introduction

Generic Authentication Architecture (GAA) is based on shared secrets provided by generic bootstrapping architecture (GBA). The stage 2 description of GAA framework is described in 3GPP TR 33.919 [2] and the GBA-Push procedures in 3GPP TS 33.223 [23].

The GBA-Push related to the Upa interface is between a NAF and UE. GBA-Push is a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. GBA-Push is closely related to and builds upon GBA as specified in 3GPP TS 33.220 [1]. GBA-Push is intended for both GBA_U and GBA_ME environments. The end result of the bootstrapping procedure is that the NAF and the UE have security associations, called NAF SAs, in the form of unique identifiers for uplink and downlink references and NAF-key material as defined in 3GPP TS 33.223 [23]. The unique identifiers take the following forms:

RAND@'naf': 

Identifies NAF SA in the UE (used by NAF).

Value of P-TID:

Identifies NAF SA in the NAF (used by UE).

The GBA-Push procedure shall be based on a disposable-Ks model as described in 3GPP TS 33.223 [23]. The protocol stack of the Upa interface in GBA-Push procedure is presented in figure 4A.1-1. The details are defined in the following subclauses.
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Figure 4A.1-1: Protocol stack of Upa interface

The bootstrapping procedure described in the present document can result in different key materials depending on whether ME-based or UICC-based GBA is used. However, the bootstrapping procedure over Upa interface itself is the same for both ME-based GBA (GBA_ME), and UICC-based GBA (GBA_U).

4A.2
Bootstrapping procedure

The Push-NAF may initiate the bootstrapping procedure when:

a)
the UE is registered for the intended service; and

b)
the UE does not or can not perform a bootstrapping procedure directly with the BSF.
According to local policy, the Push-NAF may refresh the NAF SA before the expiry time of the NAF SA.

A Push-NAF and UE shall establish the NAF SA between them by running the bootstrapping procedure. The NAF SA consists of a NAF SA identifier, NAF-key material and. additional information as defined in 3GPP TS 33.223 [23]. The NAF SA is only valid for a certain time period, as determined by the NAF-key lifetime, and shall be deleted in the Push-NAF when the session expires.

The bootstrapping procedure shall be based on disposable Ks model and GBA-Push-Info (GPI) as defined in 3GPP TS 33.223 [23]. The Push-NAF pushes the GPI to the UE. The processing of GPI is defined in 3GPP TS 33.223 [23].

No specific transport method is mandated for transport of the GPI from the Push-NAF to the UE. However, when using specific transport methods, the transport address shall be determined as described in table 4A.2.1.

Table 4A.2.1: Transport addresses for Push message from Push-NAF to UE

	Transport Method
	Transport Address

	SMS
	MSISDN

	MMS
	MSISDN

	SIP MESSAGE
	IMPU

	UDP
	IP-Address


After a successful bootstrapping procedure and processing of the GPI, the UE and the Push-NAF have established NAF SAs as described in 3GPP TS 33.223 [23].
An example flow of a successful bootstrapping procedure can be found in subclause A1.3.
4A.3
User authentication failure

User authentication is not applicable to GBA Push since all messages over the Upa interface are network initiated.

4A.4
Network authentication failure

In case the UE fails to authenticate the network, the UE shall abort the bootstrapping procedure.

4A.5
Synchronization failure

A disposable Ks model is used for GBA Push in order to avoid many synchronization problems. One situation when an out-of-synch problem will appear even with the adoption of the disposable Ks model is when the BSF may erase a valid Ks while the UE keeps it due to that the GBA Push message can not be validated at the UE. This will lead to an error situation if the UE tries to use a NAF specific key (Ks_(ext/int)_NAF) which is derived from such a Ks. 

When this situation occurs, the Push-NAF will receive an error message from the BSF indicating that the Ks_(ext/int)_NAF (indicated by B‑TID) is not available. The Push-NAF shall send this error message to the terminal. Upon receipt of the error message, indicating that the NAF specific key material is not available at the BSF, the UE shall perform a new bootstrap.

* * * * Next Change * * * *

Annex A1 (informative):
Signalling flows of GBA Push procedure

A1.1
Scope of signalling flows

This annex gives examples of signalling flows for the GBA Push procedure.

A1.2
Introduction

A1.2.1
General

The GBA Push procedure is executed in order to establish a bootstrapped security association, i.e. bootstrapping session between a Push-NAF and a UE.

A1.2.2
Key required to interpret signalling flows

The detailed message contents are not shown in the flows for this subclause as they are not necessarily transported using a text based mechanism. The details for the message contents can be found in 3GPP TS 33.223 [23].

The flows show the signalling exchanges between the following functional entities:

-
User Equipment (UE);

-
Push-Network Application Function (P-NAF);

-
Bootstrapping Server Function (BSF);

-
Home Subscriber Server (HSS).

A1.3
Signalling flows demonstrating a successful GBA Push procedure

The overall GBA Push procedure in the successful case is presented in figure A1.3-1. The bootstrapping interface Zh performs the retrieval of an authentication vector by BSF from the HSS, this corresponds to steps 4 and 5 in figure A1.3-1. The bootstrapping interface Zpn performs the retrieval of the GPI by the Push-NAF from the BSF, this corresponds to steps 2 and 7 in figure A1.3-1. The bootstrapping interface Upa is used to transfer the GPI from the Push-NAF to the UE, this corresponds to step 9 in figure A1.3-1. The Zpn interface is defined in 3GPP TS 29.109 [24].
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Figure A1.3-1: GBA Push signalling

1.
Generate GPI Request (Push-NAF)

A Push-NAF needs to establish a shared NAF SA with a UE which is registered for Push services. It knows the identity of the subscriber. The Push-NAF performs the processing described in 3GPP TS 33.223 [23] and generates the GPI Request.
2.
Send GPI Request (Push-NAF to BSF) 

The Push-NAF sends the GPI Request to the BSF.

3.
Initial processing of GPI Requestion (BSF)

Upon receiving the request from the NAF, the BSF performs the processing steps described in 3GPP TS 33.223 [23].

4-5.
Zh: Authentication procedure (BSF and HSS)


These steps correspond to Step 2 in figure A.3-1.

6.
NAF SA generation (BSF)


The BSF generates the NAF SA as defined in 3GPP TS 33.223 [23].

7.
Send GPI Response (BSF to Push-NAF)


The GPI Response generated in the previous step is sent from the BSF to the Push-NAF.

8.
NAF SA storage (Push-NAF)

The Push-NAF stores the information needed to maintain the NAF SA as described in 3GPP TS 33.223 [23].

9.
GPI Push (Push-NAF to UE)

The Push-NAF sends a GPI Push to the UE. This can be send over whatever transport method that the Push-NAF wishes to use (e.g. SMS, MMS, SIP Message, etc) The GPI Push message is described in 3GPP TS 33.223 [23].

10.

NAF SA Storage (UE)

The UE processes the GPI as described in 3GPP TS 33.223 [23] and stores the NAF SA. The UE does not need to contact the network to correctly generate the NAF SA.
* * * * End of Changes * * * *
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