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	Reason for change:
(

	According to clause 6.2.4, the UE shall handle any unkown non-3GPP access network (i.e. for which it has no preconfigured information) as untrusted, unless it receives a trust indication during access authentication. When attached to an untrusted non-3GPP access, the UE shall attempt to discover an ePDG and establish an IPsec tunnel to this ePDG. 

However, TS 33.402, clause 6.1 allows to skip the EAP-AKA' authentication (defined in ch 6.2 of the that TS) for a trusted access network, if the AN meets a set of security requirements (defined in clause 9.2.2.1 of that TS) and it has other means to authenticate the user.

When the UE attaches to an unknown non-3GPP access network, where no EAP-AKA or EAP-AKA' authentication is executed, there is no means defined to notify the UE that the non-3GPP access network it is attached to is in fact trusted. Therefore, after a successful authentication (using another method than defined by 3GPP), the UE shall discover an ePDG (as defined in clause 7.2.1), establish an IPsec tunnel to it (see clause 7.2.2), and after being authenticated via the ePDG (see clause 7.2.2), it shall start using the EPS services, as if the access network would be untrusted. This means that the ePDG and the IPSec tunneling shall be present between the UE and the PDN GW, even though it would not be required for security reasons.
We propose to allow that the network informs the UE about the network being trusted also during the EAP-AKA authentication IKEv2 tunnel setup; using the same method as during access authentication (including AT_TRUST_IND=TRUSTED in EAP-Req/AKA-Challenge). If the UE receives this trust indication, it shall abort the ePDG tunnel setup procedure and continue with the procedures that would be required if it had pre-configured information about the non-3GPP AN being trusted. As defined by T33.402, clause 6.1, only DSMIPv6 will be the applicable for this type of access network. 
Please refer to NSN's C4-090382 about the network detecting the non-3GPP access network being trusted. We repeat here the essence of the solution: As part of network deployment, IPSec SAs need to be created between the trusted non-3GPP GWs and the ePDGs. (Note that this will be used when the AN is untrusted by a UE, so it corresponds to SWn ref. point.) The ePDG shall recognize the IKE_AUTH requests as received via such specific SA and include AN-Trust AVP with value "Trusted" in the authentication request sent over SWm. If the AAA Server is configured to accept the trust indication from the ePDG, it shall decide that the access network is trusted and it shall inform the UE about this decision in the EAP-Request/AKA-Challenge.

	
	

	Summary of change:
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	Clause 7.2.2 is extended with the option that the UE receives trust indication during IKEv2 signaling and the required UE behaviour is specified.
Cause 6.2.1 and 6.2.3 are extended to reflect the changes in 7.2.2
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not approved:
	UEs that have no preconfigured information about the access network that is considered by the network operator as trusted, even though it does not support EAP-AKA' shall use the access network as untrusted, unnecessarily involving an ePDG and using IPSec.
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	Other comments:
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	This CR and the CR0032 against 29.273 are mutually dependent on each other, i.e. have useful functionality only if both are agreed.


* * * First Change * * * *

6.2.1
General

For a UE, the trust relationship of a non-3GPP IP access network is determined by the home PLMN operator. That trust relationship is indicated to the UE via the following methods:

-
Pre-configured policies in the UE by the home PLMN operator.

-
Dynamic indication during 3GPP-based access authentication or during tunnel setup to ePDG.

For a trusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.4. For an untrusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.5.
If the dynamic trust relationship indication is received during 3GPP-based access authentication, the UE shall rely on the dynamic trust relationship indication. Otherwise the UE shall follow the pre-configured policies for a specific non-3GPP access network. If no dynamic indicator is received, and no pre-configured policy matches a specific non-3GPP access network where the UE attempts to access, the UE shall follow the procedure defined in subclause 6.2.4.

* * * First Change * * * *

6.2.3
Dynamic Indication

If the UE performs 3GPP-based access authentication, the 3GPP AAA server  may send a trust relationship indicator of the non-3GPP access network to the UE during the EAP-AKA or EAP-AKA' based access authentication (i.e. EAP-AKA, EAP-AKA') as specified in 3GPP TS 33.402 [15]. The indicator is sent using a AT_TRUST_IND attribute, by extending the EAP-AKA (and EAP-AKA') protocol as specified in subclause 8.2 of IETF RFC 4187 [33]. This attribute is provided in EAP-Response/AKA-Challenge or EAP-Response/AKA'-Challenge message payload respectively. The detailed coding of this attribute is described in subclause 8.2.3.1.
In case there is no 3GPP-based access authentication executed, the network may also send the trust relationship indicator during the tunnel setup to ePDG, as specified in subclause 7.2.2. 
* * * Next Change * * * *

7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [28].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address. The IKE_AUTH request message shall contain in "IDr" payload the APN and in the "IDi" payload the NAI. The UE may also request the Home Agent identity for DSMIPv6 related signalling, by including a corresponding CFG_REQUEST Configuration Payload containing a HA-APN built as specified in 3GPP TS 23.003 [3]. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

Editor's note: it is FFS which type of attribute (private or assigned by IANA) is used in the configuration payload.

During the authentication procedure via IKEv2, the 3GPP AAA Server may send trust relationship  indicator with the value indicating that the non-3GPP access network is trusted. For this, the method specified in subclause 6.2.3 shall be used.
NOTE:
Sending the trust relationship indication during IKEv2 authentication is applicable only in the case when the UE is attached to a trusted non-3GPP access that does not support EAP-AKA' authentication. Refer to 3GPP TS 33.402 [15] about the conditions for a non-3GPP access network being trusted without supporting EAP-AKA'.
Having received the trust relationship indicator, the UE shall abort the tunnel setup procedure as described in RFC 4306 [28]. Subsequently, the UE shall execute the steps that are applicable for a UE having pre-configured information about the non-3GPP access network being trusted, without supporting EAP-AKA' authentication. The UE shall follow the procedures defined in 3GPP TS 24.303 [11].
During the IKEv2 authentication and tunnel establishment, UE shall provide an explicit indication about the supported mobility protocol as described in subclause 6.3.2.
During the IKEv2 authentication and tunnel establishment, UE shall provide an indication about Attach Type, which indicates Initial Attach or Handover Attach. To indicate attach due to handover the UE shall include the allocated home address(es) during the IKEv2 tunnel setup. For initial attach the UE shall not include the allocated home address(es) during the IKEv2 tunnel establishment.
The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].
During the IKEv2 authentication and tunnel establishment, if the UE supports DSMIPv6, the ePDG may provide the Home Agent identity to the UE. The Home Agent identity returned by the ePDG shall include the HA-APN the UE inserted in the correspondent CFG_REQUEST and either the available Home Agent address (IPv4 address or IPv6 address or both) or the Home Agent FQDN. In the latter case the UE shall perform a DNS query with the received Home Agent FQDN as described in 3GPP TS 24.303 [11].
Editor's note: It is FFS  how ePDG  can support the delivery of HA identities for multiple APNs. 
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