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	Reason for change:
(

	TS 24.302 lacks definitions how to deliver HA information over IKEv2 when attaching to the untrusted non-3gpp access. This feature has, though, stage2 requirement mentioned in TS 23.402 sub-clause 4.5.2.

	
	

	Summary of change:
(

	Addition of the required descriptions of HA IP address(es) delivery and the definition of relevant IKEv2 configuration payload types with corresponding new sub-clauses.
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	TS 24.302 is not aligned with stage2 requirements.
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	Other comments:
(
	The IKEv2 configuration payload attribute type code numbers shall be requested from IANA. The number assignment is based on the Expert Review (see http://www.iana.org/assignments/ikev2-parameters and “IKEv2 Configuration Payload Attribute Types” registry). It is highly probable that IANA and the dedicated Expert want to see this specification before assigning the required type code numbers.
The proposed IKEv2 Configuration Payloads for carrying related Home Agent IP address informations are also applicable for TS 24.327 defined I-WLAN Mobility, if IKEv2 based mehanism for discovering Home Agent IP address is needed. 


***** First Change *****
7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [28].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address. The IKE_AUTH request message shall contain in "IDr" payload the APN and in the "IDi" payload the NAI. The UE indicates a request for the default APN by omitting IDr payload, which is in accordance with IKEv2 RFC4306 [28]. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

During the IKEv2 authentication and tunnel establishment, UE shall provide an explicit indication about the supported mobility protocol as described in subclause 6.3.2.

During the IKEv2 authentication and tunnel establishment, UE shall provide an indication about Attach Type, which indicates Initial Attach or Handover Attach. To indicate attach due to handover the UE shall include the allocated home address(es) during the IKEv2 tunnel setup. For initial attach the UE shall not include the allocated home address(es) during the IKEv2 tunnel establishment.
The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15]. 


If the UE supports DSMIPv6, the UE may request the HA IP address(es) for DSMIPv6 related signalling, by including a corresponding CFG_REQUEST Configuration Payload containing a HOME_AGENT_ADDRESS attribute. The HOME_AGENT_ADDRESS attribute content is defined in subclause 8.2.x.1.
If the UE uses DSMIPv6 for mobility management, the UE may use DNS as defined in 3GPP TS 24.303 [11] to discover the HA IP address(es) for additional PDN connections after IKEv2 tunnel was established.
***** Second Change *****
7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is based on the one described in 3GPP TS 33.234 [7], with the following differences:
· ePDG is substituted for PDG,

· EAP-SIM authentication is not allowed,

· dynamical configuration of two types of IP addresses (IPv4 and IPv6),

· allocation of Home Agent address(es) for subsequent DSMIPv6 related signalling,

· instead of W-APN the full APN is transferred.

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. If the UE requested the Home Agent identity, the ePDG may allocate these in a CFG_REPLY Configuration Payload with the corresponding number of configuration attributes. An IPsec tunnel is now established between the UE and the ePDG. The ePDG also includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. If the UE provided APN to the ePDG during the tunnel establishment, the ePDG shall not change the provided APN.
If the UE indicates Handover Attach by including the allocated home address(es) and the ePDG obtains one or more PDN GW identities from the AAA server, the ePDG shall use these identified PDN GWs in the subsequent PGW selection process. If the UE indicates Initial Attach i.e. home address(es) not included, the ePDG may run its initial PDN GW selection process to determine the PDN GW without using the received PDN GW identities.
Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

The ePDG shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].
During the IKEv2 authentication and tunnel establishment, if the UE requested the HA IP address(es) and if DSMIPv6 was chosen, the ePDG may provide the HA IP address (IPv6 address and optionally IPv4 address) for the corresponding APN as specified by the "IDr" payload in the IKE_AUTH request message by including in the CFG_REPLY Configuration Payload a HOME_AGENT_ADDRESS attribute.
********* Third Change **********
8.2.x
IKEv2 Configuration Payloads attributes
8.2.x.1
HOME_AGENT_ADDRESS attribute
The HOME_AGENT_ADDRESS attribute is shown in Figure 8.2.x.1-1. The IP addresses in the attribute are in network byte order.
Editor's note: The HOME_AGENT_ADDRESS Attribute Type will be assigned by IANA.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	R
	Attribute Type
	1

	Attribute Type
	2

	Length
	3, 4

	IPv6 Home Agent Address
	 5 - 20

	IPv4 Home Agent Address 
	21 - 24



Figure 8.2.x.1-1: HOME_AGENT_ADDRESS attribute
In the CFG_REQUEST the IPv6 address field is set to 0::0 and the optional IPv4 address field is set to 0.0.0.0.
In the CFG_REPLY the IPv6 address field is set to the IPv6 address of the HA and optionally the IPv4 address field is set to the IPv4 address of the HA. If the HA does not have an IPv4 address, the ePDG shall omit the IPv4 Home Agent Address field.
If the ePDG is not able to provide a HA IP address for the corresponding APN, then the ePDG shall not include a HOME_AGENT_ADDRESS attribute in the CFG_REPLY.
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