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1. Introduction
This discussion paper discusses the problem statement proposed in C1-083909 in last CT1 meeting and proposes a possible solution to the problem.

2. Reason for Change

Problem Statement:
The problem statement as discussed:


A malicious UE may include Home Address assigned by HA from one PDN-connection as its fake Care of Address for another PDN-connection in BU and vice versa to create a loop between the HAs (i.e. the PDN-GWs). So, a packet destined for the UE keeps revolving between the PDN-GW and finally gets dropped.

This problem statement can be extended further by UE sending the Home Address of previous PDN-Connection as the Care of Address for the next PDN-connection, and doing it so for a number of PDN-connections and finally sending the Home Address of the last PDN-connection as the Care of Address for the 1st PDN-Connection. This results in formation of a loop between more than two PDN-GWs.

Approach:

There can be various solutions to detect the packet traversing in a loop and one of the PDN-GWs dropping it. But the loop will continue to exist and every packet shall traverse the loop for certain number of times before being dropped. The ideal solution to stop the problem would be to not let any malicious UE form the loop in the first place.

This can be done through a central server, whose job is to compare the care of address sent by the UE everytime it tries associating the care of address with a PDN-connection and check if the address already has been assigned by some HA as the Home Address for any other PDN-connection. If so, then the Binding Request is rejected. This could prevent the formation of loop.

During PDN-connection creation through DSMIPv6, AAA is involved for authentication. AAA is the ideal node to carry out the functionality.

Solution:
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Figure 1 Flow which solves the loop problem

The flow for PDN-connection creation (figure 1)

1. PDN-GW after receiving Binding Update message and allocating IPv4 home-address, sends the care-of-address, home-address and HNP to AAA. 

2. After getting the CoA in message, AAA verifies if the care-of-address was already allocated as a home address or HNP. If yes, AAA sends an error message. If not AAA stores the care-of-address, home-address and HNP mapping. This confirms the correct registration of a binding. AAA replies with a sucess message.
3. If AAA sends a verification success message, PDN-GW accepts the binding and sends BA back to UE. If AAA sends a verification failure message, HA rejects the binding.

The flow for PDN-connection modification (figure 1)
4. When UE does a BU/BA exchange, PDN-GW sends AAA the care-of-address and home address. AAA verifies if CoA already exists as a home-address or HNP for any PDN-connection, then AAA discards the CoA. Else AAA accepts the CoA and sends a success message to PDN-GW. PDN-GW accepts or rejects the binding if AAA accepts or rejects the care-of-address respectively.
3. Conclusions

The solution discussed never allows any malicious UE to form the loop.
4. Proposal

It is proposed to agree to the procedure as a solution for the problem and inform the same to other working groups.
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