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INTRODUCTION

This document discusses some solutions for asserting that a message indicating that a message indicating a request was recognized as a request for an emergency call, is not spoofed.

In the remainder some different flows are presented and evaluated. The flows have in common that the UE must ensure that the message is genuinly emergency related and not a spoofed message.
EXAMPLE FLOW: 1xx or 2xx RESPONSE TO REQUEST recognized as a request for an emergency call
Figure 2 shows a possible flow where a UE makes a normal session request. The P-CSCF then determines the request is for emergency services and may retarget the request. Not all messages are shown. Below, three solutions are represented: 181 based, P-Asserted-Identity based, and Via/Record-Route based.
------  ---------- ----------   --------
| UE |  | P-CSCF | | E-CSCF |   | PSAP |
------  ---------- ----------   --------
  | --> (1)  |          |          |

  | <-- (2a) | --> (2c) |          |
  | <-- (2b) | <-- (3a) | --> (3b) |

  |          | <-- (4b) | <-- (4a) |

  | <-- (5)  |          |          |
Figure 2
1.
INVITE request (UE to P-CSCF) see example in table 1-1

UE requests a normal session setup with an emergency identifier in the R-URI.

2a.
100 (Trying) response (P-CSCF to UE)


The P-CSCF responds to the INVITE request with a 100 (Trying) provisional response.
2b.
181 (Call is being forwarded) response (P-CSCF to UE)


P-CSCF retargets the requests as emergency session setup with an emergency service URN according RFC 5031 in the R-URI. If histinfo is supported, the P-CSCF returns a 181 (Call is being forwarded) response including a History-Info header field, set to < tel:110;phone-context=+81>;index=1, <urn:service:sos.police>; index=1.1. The P-CSCF includes a P-Asserted-Identity header field in the 181 set to a value equal to the value of the last entry on the Path header field value received during registration.
NOTE:
Returning a 181 (Call is being forwarded) response would require the P-CSCF to acts as a B2BUA.
NOTE:
histinfo in RFC 4244 would have to become one of the capabilities within main protocol.
2c.
INVITE request (P-CSCF to E-CSCF)


P-CSCF retargets the requests as emergency session setup with an emergency service URN according RFC 5031 in the R-URI. 
3a.
100 (Trying) response (E-CSCF to P-CSCF)


The P-CSCF responds to the INVITE request with a 100 (Trying) provisional response.
3b.
INVITE request (E-CSCF to PSAP)


E-CSCF routes the requests to a PSAP configured to handle emergencies of the indicated emergency type.

4a.
a response to the INVITE request (PSAP to E-CSCF)


PSAP responds to the request with e.g. a SIP 18x (Session Progress) or 200 OK.
NOTE:
Solutions that don’t introduce new requirements for the PSAP are preferred.

4b.
a response to the INVITE request (E-CSCF to P-CSCF)


E-CSCF routes the response to the P-CSCF after inserting a P-Asserted-Identity set to an emergency service URN.
5.
a response to the INVITE request (P-CSCF to UE) see example in table 2-1

P-CSCF routes the response to the UE after including an indicator enabling the UE to trust the indicator indicating that the normal session setup transmitted must be handled using emergency session procedures by the UE. One or more of the following indicators can be used to determine if the response can be trusted:
-
upon receipt of an INVITE with a known emergency identifier in the R-URI, the Via header is modified to include a token, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the token, and rewrite the Via header if needed.
-
the Record-Route header field is modified to include the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user whose UE originated the request, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user, and rewrite the Record-Route header field if needed.
Table 2-1: 183 response (P-CSCF to UE)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7;token
Record-Route: <sip:ecscf1.visited1.net:5088;lr>, <sip:term@pcscf1.visited1.net;lr>

P-Asserted-Identity: urn:service:sos.police
P-Asserted-Identity: tel:911;phone-context=”+1”
Privacy: none
From: <sip:user1_public1@home1.net>;tag=171828

To: <tel:110;phone-context=+81>;tag=314159

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Content-Length: (…)
Content-Type: application/sdp

Require: 100rel, precondition

Contact: <sip:[5555::eee:fff:aaa:bbb]:8805;comp=sigcomp>

Allow: INVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE

RSeq: 9021
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Evaluation
181 based
This solution mandates that the UE supports histinfo and mandates that the P-CSCF in B2BUA role retargets requests to RFC 5031 compliant emergency service URNs.
P-Asserted-Identity based
This solution mandates that the UE scans all responses for presence of a P-Asserted-Identity header with a value that matches known emergency numbers or RFC 5031 compliant emergency service URNs.

Via/Record-Route based.

This requires screening in the network of Record-Route or Via header fields for presence of tokens. In addition, this solution mandates that the UE scans all Record-Route or Via header fields in responses for presence of tokens.

CONCLUSION

The following general considerations apply:

-
a solution should not make requirements on the PSAP; and

-
a solution should be timely.

The following considerations apply when selecting a solution for question 2):

-
requirements for recognizing that an undetected emergency call was detected exist. 
-
In order to filter normal responses/requests from emergency responses/requests, a trusted indicator needs to be present in the response/request;
-
Previously, when P-CSCF screening of messages was proposed as a solution for spoofed 380s, a lot of opposition was observed
-
Research in Motion has provided CRs implementing the solutions and hopes CT1 can agree one of them.
