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* * * First Change * * * *

6.5
Access authentication and authorization in an untrusted non-3GPP access network


For access to the EPC via an untrusted non-3GPP access network, a connection shall be established between the UE and the untrusted non-3GPP access network using signalling procedures specific to the untrusted non-3GPP access network, which are out of scope of this present document.
However, if the untrusted network decides to use a 3GPP based access authentication, the UE and the network shall use an authentication method specified in 3GPP TS 33.402 [15].

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.2.1 and shall initiate the IPsec tunnel establishment procedure with ePDG including access authentication and authorization as specified in subclause 7.2.2.







* * * Next Change * * * *

7
Tunnel management procedures


7.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [30]) established via an IKEv2 protocol exchange IETF RFC 4306 [28] between the UE and the ePDG. The UE may indicate support for IETF RFC 4555 [31]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.402 [15].
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