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* * * 1st change * * * *

4.4.3
Handling of NAS COUNT and NAS sequence number

4.4.3.1
General

There are two separate counters NAS COUNT: one related to uplink NAS messages and one related to downlink NAS messages. The NAS COUNT counters use 24 bit internal representation and are independently maintained by UE and MME. The NAS COUNT is constructed as a NAS sequence number (least significant bits) concatenated with a NAS overflow counter (most significant bits).

When NAS COUNT is input to NAS ciphering or NAS integrity algorithms it is considered to be a 32-bit entity where the most significant bits are padded with zeros.

The network NAS COUNT shall be initialized to zero in the first SECURITY MODE COMMAND when a new security context is activated following a successful authentication and key agreement (AKA) procedure. The UE NAS COUNT shall be initialized to zero when the UE receives the first SECURITY MODE COMMAND message after a successful AKA procedure and uses it in the following SECURITY MODE COMPLETE message.

Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.

The NAS sequence number part of the NAS COUNT is exchanged between the UE and the MME as part of the NAS signalling. After each new or retransmitted outbound security protected NAS message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS overflow counter is also incremented by one (see subclause 4.4.3.5). The receiving side estimates the NAS COUNT used by the sending side. Specifically, if the NAS sequence number wraps around, the NAS overflow counter is incremented by one.


* * * 2nd change * * * *
9.6
Sequence number

This IE includes the NAS message sequence number (SN) which consists of the eight least significant bits of the NAS COUNT for a security protected NAS message. The usage of SN is specified in subclause 4.4.3.
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