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1. Introduction

This paper proposes to provide a mechanism to restrict access for a certain period of time to those specific users who repeats connect and disconnect to the network in relatively short period especially when radio is under congestion in order to protect the radio resources.
2. Discussion
2.1 Problem
There is a possibility that certain user or applications may repeat connect and disconnect to APNs.
For example,
- Trying to access to a certain destination repeatedly in relatively short duration.

- Peer to Peer communication repeatedly
- Streaming, Video game which consumes large bandwidths.
Figure.1 shows the outline of the problem.

Allowing those behaviors to the UE, especially when many UEs require connections to the network (e.g after Earthquake) will result shortage of radio resources.  There is a possibility that other users can not receive services due to one problematic user especially when radio interface is under congestion situations.
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Figure. 1 Outline of the problem
2.2 What makes operators happy 
What makes operators happy is to avoid normal UE not being able to access to the network due to certain user’s over access from traffic point of view.
To achieve that, it is necessary to provide a mechanism to restrict access for a certain period of time to those users who are  repeating connect and disconnect to the network in relatively short period (Problematic UE) especially when radio is under congestion in order to protect the radio resources.
Three requirements exist to fulfill this.
1) Restrict access from problematic UE who are repeating connect/disconnect to certain APN in relatively short period. The restriction shall be applied to additional APN only and does not affect connection to APN(or APNs) those are already established.
2) Minimize impact to other UEs as little as possible.

3) Allow such a problematic UE to still access to the network in case of emergency
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Figure. 2 Goal Image
2.3 Justification for requesting the functionality 

TS 22.101 specify the basic mandatory UE requirements.  One of the mandatory UE requirements is ‘automatic calling repeat attempt restrictions’.
The following is the quotation from TS 22.101 section 14.

· Support for the method of handling automatic calling repeat attempt restrictions as specified in 3GPP TS 22.001 [4];
In TS 22.001 Annex E, the detail of the functionality is provided.  Figure.3 shows the outline of the access restriction.

1. UE attempts to set up a call.

2. Call set up attempt is unsuccessful.

3. Depending on the cause value that is set on the message, UE stop repeat call attempt for a while.  Minimum duration between call attempt is determined depends on the category of error cause and ‘counter of unsuccessful attempt’   in UE side.
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Figure. 3 Outline of the automatic calling repeat attempt restrictions
If there is no restriction on UE repeating call attempt, UE repeats call attempt in relatively short time and increases network traffic and consume air resources heavily.  (In case the cause of call attempt failure has permanent nature, repeating call attempt is waste of resources)  By using this mechanism, network can prevent signaling overload

The mechanism is applicable for only CS services not for PS services. However, the same motivation for restricting user from repeating call attempt exists also in PS services.  It is preferable if the similar mechanism is introduced in PS services also.  It is more desirable that the similar mechanism should be applied. (i.e. per APN restriction ) When the APN restriction is not applied due to the current assumption (i.e. service request, TAU with active flag), bearer re-establishment should not be permitted until timer is expired. 

3. Solution
Following shows and evaluates four identified options to solve the issue.
3.1 Option1 Access class control
Common access class control is one available option for restricting users from accessing to the network.  However by applying this mechanism, UEs who are not problemetic are also restricted. 
Figure.4 shows simple example of how access class control can restrict problematic UE. As it is shown in the figure, Problematic UE is restricted however, normal UE is also restricted.

So, requirement 2) in section 2.2 is not fulfilled.
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Figure. 4 Applying Access class control
3.2 Option2 Detach the UE from NW side
Another option is to restrict problematic UE is to detach the UE from network at all.  
Figure.5 shows simple example when problematic UE is detached from the NW.  However it means the UE can not use NW at all.  Considering emergency situations, it is required for the UE to connect to the certain APN and make call (or send data) for emergency usage. 
So, requirement 3) in section 2.2 is not fulfilled.
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Figure. 5 Applying NW-initiated detach
3.3 Option3 RRC reject by the network
The third option is to restrict problematic UE in RRC level.  
Figure.6shows simple example when problematic UE access to the network is rejected from the NW in RRC level.  However it means the UE can not establish additional RRC connection to eNB for a while (up to 16 seconds).  And in addition to that this mechanism restricts all kind of new connection establishment including EMM procedures.  Considering emergency situations, it is required for the UE to connect to the certain APN and make call (or send data) for emergency usage, it is not good.
So, requirement 3) in section 2.2 is not fulfilled.
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Figure. 6 RRC Reject from the NW
3.4 Option4 Applying SDoUE
The fourth option is applying the Selective Disabling of UE (SDoUE) which is specified in TS 22.011 sub-clause 4.5.
The following capabilities can be disabled by the network though LTE based services are not included in the list.

-
Call Control functions

-
Supplementary Services

-
Emergency Calls (including the (U)SIM-less case and subject to regional regulatory requirements, i.e. emergency calls shall not be disabled in regions where support of them is required)

-
SMS, via CS and PS

-
LCS, via CS and PS

-
GPRS based services

-
MBMS

-
IMS
Figure.7shows simple example when NW applies SDoUE on problematic UE.  SDoUE provides session management based(SM in 3G and ESM in LTE) restriction. But it can not ban EMM behavior. (e.g. Service Request) .  So when certain UE repeat connect and disconnect to the network, SDoUE can not ban the UE.
So, requirement 1) in section 2.1 is not fulfilled.
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Figure. 7 Applying SDoUE to the problematic UE
3.5 Option5 UE-AMBR or APN-AMBR
The fifth option is to restrict problematic UE by UE-AMBR and/or APN-AMBR.  
Figure.8 shows simple example how it works.  
The bandwidth which one UE can request is restricted by UE-AMBR.  The bandwidth which one UE can request to certain APN is restricted by APN-AMBR.  But it can not prohibit UEs to connect/disconnect to certain APN in relatively short time.(The problem is about traffic not bandwidth)  As a result, air interface can be in congestion situation and other UEs may not be access to the NW.
So, requirement 1) in section 2.2 is not fulfilled.
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Figure. 8 Applying restriction based on UE-AMBR and/or APN-AMBR
3.6 Option 6 Restriction on APN basis
Last option to restrict problematic UE is restrict access from the UE depending on the destination of the traffic.  
Figure.9 shows simple example how it works.  Assume that UE is connected to APN A and APN B already. And when UE tries to repeat connect and disconnect to the additional APN C.  NW restrict connectivity to the certain APN (in this example for APN C) depending on ‘which APN the UE is requesting to access’ and ‘how frequently the UE has already access to the APN’.
Note that this mechanism does not disconnect connections those are already established between UE and the NW. (in this example connection to APN A and APN B shall not be forcedly disconnected by the network.)  
About how to detect problematic UE, MME is aware of UE requested connectivity request and thus count the UE attempts to connect/disconnect to certain APN in specified period.
This solution fulfills all requirements in section 2.2.
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Figure. 9 Applying Access restriction depend on the destination of the traffic
4. Proposal
This paper proposes the access restriction mechanism in PS domain.Figure.10 shows the outline of the proposal.
1. UE attempts to connect to an APN.

2. The attempt is unsuccessful.

3. UE stop repeat connection establishment attempt to an APN for a while.

Minimum duration between attempts is determined by timer value which is set in the reject message from the network.

And this paper also proposes that the same mechanism should be introduced in 3G also.

There is a difference how to decide minimum duration between attempts.

However this provides operators more flexibility to control the traffic because the network can determine the wait time depending on the network load.
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Figure. 10 Outline of the repeat attempt restriction in PS domain
Figure 8 shows the detailed sequence which shows PDN connectivity request.

Figure 9 and 10 shows the detailed sequence which shows Service Request (or TAU with active flag) from UE to SAE which is aimed for bearer re-establishment from preservation state.
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Figure 11 PDN Connectivity Reject with wait time
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3. UE stop repeat call attempt for Bob. Duration between call attempts is determined by error cause and ‘counter’
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When a UE send many Service Requests in relatively short time, SDoUE can not restrict the UE.
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3. UE stop repeat connection establishment attempt for APN A. Duration between connection establishment attempts is specified in reject message.
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