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1. Introduction

This contribution describes how the operator and the UE can set up an OMA-DM connection to carry the ANDSF information between the UE and the ANDSF server. The solution proposed in this document apply mainly to the non-roaming scenario. Other solution may have to be developed in Rel-9 in order to support roaming scenarios.
2. Discussion

It is stated in 24.302 chapter 6.8.2.1: “The information is transferred between the UE and ANDSF using OMA DM as defined in OMA-ERELD-DM-V1_2 [39] with the management object as specified in 3GPP TS 24.312 [13]”
OMA-ERELD-DM-V1_2 lists the documents that comprise OMA DM v1.2. You can find a zip package including all of them in http://www.openmobilealliance.org/Technical/release_program/docs/copyrightclick.aspx?pck=DM&file=V1_2-20070209-A/OMA-ERP-DM-V1_2-20070209-A.zip. 

Let’s consider the steps required to use the service according to OMA-ERELD-DM-V1_2. 

2.1 Use case and network configuration
The UE is in HPLMN and camping in a 3GPP access network cell. ANDSF policy and network discovery information needs to be delivered to the UE. Information can be subscriber specific, it need not be the same for all subscribers.
In this use case the UE and ANDSF server are both in HPLMN.
2.2 Bootstrapping

2.2.1 OMA DM bootstrapping

OMA-TS-DM-Bootstrap-V1_2 document defines how an OMA DM device is brought from a ‘clean’ state, to a state where it is capable to initiate a management session with a provisioned management server. In ANDSF scope, the OMA DM device is the UE and the provisioning management server is the ANDSF server.

According to OMA-TS-DM-Bootstrap-V1_2 UE needs to discover both ANDSF server address and credentials to access it. This all should happen securely, using a standardized mechanism and the content should be defined using XML, mapable to OMA DM Managed Objects and coded using WBXML. OMA-TS-DM-Bootstrap-V1_2 doesn’t mandate any specific mechanism for this, but describes three suitable solutions. These are factory bootstrap, smartcard bootstrap and server initiated bootstrap via some push mechanism like WAP Push (OMA Client Provisioning for initial bootstrap or OMA DM Bootstrap provisioning if the device already has some other home operator DM server configured). 
In current 3GPP devices, bootstrap information is delivered to the UE using SMS (connectionless WAP Push). 

Bootstrap information

Bootstrap information can be pre-provisioned (factory bootstrap), read from smartcard (SIM, UICC) or transferred to the UE over the air, typically from ANDSF server. The ANDSF server has to know the credentials and provisioning status for the UE anyhow and it is simplest to generate the information there in the first place. Whatever the mechanism is, the following type of information is exchanged: 

· PROVIDER-ID specifies the server identifier for the management server used in the management sessions. Each Management Object (MO) can have access restrictions, specifying which servers are allowed to manipulate or fetch the MO. This is also the server identifier used in OMA DM Access Control List, which each OMA DM MO possesses, either directly or inherited from parent MO. 

· NAME is the user displayable name for the management server
· TO-NAPID identifies the Network Access Point to be used to access the ANDSF server. Network Access Point configuration is provided together with bootstrap information, if it does not exist earlier in the device.

· ADDR is the ANDSF server address, which may differ based on the used transport binding. An example could be https://andsf.operator.org:8444/andsf.

· APPAUTH/AAUTHLEVEL identifies whether the entry specifies UE and/or? ANDSF server credentials

· APPAUTH/AAUTHTYPE identifies authentication mechanism like HTTP-BASIC, HTTP-DIGEST etc. There is no type for ‘NONE’.

· APPAUTH/AAUTHNAME is credential name (username)

· APPAUTH/AAUTHSECRET is credential secret (password)

· APPAUTH/AAUTHDATA is nonce value for credentials(masks username/password)

· INIT is present, if the server wishes the UE to contact the server immediately after bootstrap is completed
2.2.2 ANDSF bootstrapping

23.402 states ‘Assistance data and policies are provided only after establishing secure communication, as specified in 33.402’ and ‘The ANDSF is discovered through interaction with the Domain Name Service function or the DHCP Server function. The ANDSF address may also be provisioned to the UE’. 
Related reference in 33.402 actually specifies full security architecture, indicating the presence of following three network components: UE, BSF (Bootstrap Service Functionality) and NAF (Operator controlled Network Application Functionality). In the concept, ANDSF takes the role of NAF while BSF is a new network element. 
ANDSF security association is created as follows: UE contacts BSF using Ub interface. This is run over HTTPS connection, without client authentication in the https level. Once secure TLS tunnel has been established, UE and BSF will run UICC AKA authentication (BSF receives the authentication vector from HSS), mutually authenticating each other and at the same time discovering shared secrets CK and IK, as in 3GPP authentication. BSF sends B-TID FQDN for the UE, composed of random number and BSF realm. Next UE shall discover ANDSF address and contacts it using Ua interface. Ua and Ub communication is run over HTTPS, where only server certificates are validated. UE provides B-TID to the ANDSF, and this will contact the BSF using Zn interface. The BSF FQDN it derived from the provided B-TID. BSF-ANDSF communication is run using DIAMETER. If BSF information allows the ANDSF to use the service, BSF will derive a shared ciphering key out of the CK/IK and ANDSF FQDN and provides this to ANDSF, including with some real UE identity. This identity is not defined, but for home operator’s ANDSF it should be IPMI(IMSI) and for others any pseudonym. This should be indicated in 23.402. Same ciphering key is calculated in UE. By successful completion of this bootstrap session, both UE and ANDSF server now possesses shared secret. 
We are still missing some of the information elements required in OMA DM session. The OMA DM application level authentication is not required to be run as authentication is already established via the shared secret and APPAUTH information is not to be used. 23.402 should implicitly indicate it. This is also according to OMA DM specifications. PROVIDER-ID and NAME elements could be deduced from ANDSF FQDN. 23.402 should say how. Preferably both are identical to ANDSF FQDN. NAPID is more problematic. Currently OMA DM expects there to be specific Network Access Point, which should be used to access OMA DM server. In case of ANDSF it shall not be defined, device shall use its own default connection or whatever it used to access the BSF in the first place. 
If there is a need to define the OMA DM bootstrap parameters freely and to fully comply with OMA DM, one option is to create OMA DM Bootstrap data according to OMA-TS-DM-Bootstrap-V1_2 and send this with the initial ANDSF bootstrap session to the UE before closing the session. This could be option, but if not provided, UE and ANDSF derives the information as is describer just above.
The actual ANDSF provisioning session is run over S14 using the shared secret in HTTP PSK-TLS tunnel. This is inline with OMA DM requirements.

In case UE doesn’t support Ua/Ub interfaces, we should allow the use of existing OMA DM bootstrapping mechanisms. 

2.3 Push/pull model

There are no issues with the pull model, since it operates according to OMA DM's model. 24.302 editor’s note states the ANDSF server should be aware of UE’s IP address to initiate the push model, but such an interface has not been defined for ANDSF. To enable such functionality the ANDSF server should be able to request the corresponding IP information from somewhere, rather unclear would that be e.g. from HSS/AAA(?), MME(?) or PDN-GW? These type of questions needs to be resolved. Having the IP address available doesn’t still fix all problems. If UE is behind NAT, ANDSF is not able to send IP messages to UE. ANDSF can never initiate the HTTPS session toward UE, UE would just implement UDP push server according to OMA DM UDP Push mechanism. 

WMF has defined an alternative solution for push: the UE is required to contact the DM server regularly using a configurable interval. This is not an optimal solution for either the UE or DM server but should be enabled for the operator. UE should be able to limit the frequency, if it desires so. 
Another alternative is to have the UE to keep open the session with ANDSF forever. There would be a TCP alive procedure running regularly, keeping both TCP session and potential NAT session open. This is certainly problematic for battery lifetime and certainly should not be required. Either endpoint should be allowed to close the connection.

OMA DM has an option to use SMS (WAP Push) to implement push. UE receives silent SMS indication and is able to automatically contact the DM server defined in the SMS. This should be allowed too even though it works only in 3GPP networks.
3. Conclusions and proposal
Based on the above discussion we propose following modifications to 23.402: 

· Emphasize that S14 is used only after security association according to 33.402 has been established and shared secrets are known to UE and ANDSF

· The security establishment follows 33.402 architecture, fully described in 33.220 and 33.222. ANDSF shall take the role of NAF.

Based on the above discussion we propose following modifications to 33.402: 

· Indicate that IPMI (IMSI) shall be used as the user identity provided from BSF to same operators ANDSF. It is left open in the 33.220 specification

Based on the above discussion we propose following modifications to 24.302: 

· OMA DM Bootstrap identifiers PROVIDER-ID and NAME shall be same as ANDSF FQDN
· OMA DM Bootstrap parameter APPAUTH is not used and OMA DM application level security is not used either

· OMA DM Bootstrap parameter NAPID is not used. The network access point shall be UE default or same which was used with BSF connection, when security association for the ANDSF was created

· Optionally additional information element to convey XML coded OMA DM bootstrap parameters from ANDSF to UE could be added to ANDSF bootstrap process.

· If UE doesn’t support ANDSF bootstrap process, then optionally OMA DM bootstrap process can be followed

· Remove editors note about providing and maintaining UE’s IP address in ANDSF for PUSH.
· Instead to enable PUSH allow options for infinite ANDSF session, periodical UE initiated ANDSF session (periodic set by operator, can be extended by UE) and OMA DM WAP Push (SMS)

Based on the above discussion we propose following modification to 23.003:

· Define the format of ANDSF fully qualified domain name (FQDN)
Based on the above discussion it is proposed to agree the corresponding CR#07 to 24.302 in C1-090272.
