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Introduction

Privacy procedures are addressed when crossing a trust domain border. However, no procedures seem to exist for removing location information or Public GRUU. Typically, it is the UE’s responsibility to screen outgoing messages for information in conflict with the UE’s privacy policy. However, some contents of SIP requests are required to be set to values that reveal information of the UE and its user. For example, emergency service requests are required to include location information and Public GRUU.
Document CP-080637 (CR#2354) introduced an editor note in 3GPP TS 24.229 discussing satisfying the following in 3GPP TS 22.101’s subclause 10.1:

If permitted by local regulation, it shall be possible for the user to prevent the sending of his public user identifiers and the location information to the PSAP (i.e  emergency response centre).

and the following in 3GPP TS 23.167 subclause 4.1:

21.
It shall be possible in the network (e.g., in the E-CSCF) to prevent the sending of the information of the users, such as public user identifiers and the location information to the PSAP when explicitly requested by the user, i.e. request on session by session basis, and national regulator policy applicable to emergency services requires the user to be allowed to request privacy.
The editor’s note in 3GPP TS 24.229 is as follows (subclause 4.4.1):

Editor's note: The mechanism by which entities remove the location object from the message’s body and remove the Geolocation header field when national regulator policy applicable to emergency services allows user request for suppression of public user identifiers and location information is FFS.

The Geolocation header field either allows conveyance of location information by reference (LbyR) or by value (LbyV). The location object is included in the SIP request’s body if the location is conveyed by value (according to draft-ietf-sip-location-conveyance). The draft draft-ietf-sip-location-conveyance makes provision for special security considerations, applicable to the emergency case, which make that case unique, when compared to a normal location conveyance within SIP.
   We refer to the "emergency case".  This refers to a specific, 

   important use of SIP location conveyance where the location of the 

   caller is used to determine which Public Safety Answering Point 

   (PSAP) is expected to receive an emergency call request for help 

   (e.g., a call to 1-1-2 or 9-1-1).  This is an example of

   location-based routing.  The location conveyed is also used by the 

   PSAP to dispatch first responders to the caller's location.  There 

   are special security considerations, which make the emergency case 

   unique, compared to a normal location conveyance within SIP.

In addition, a Public GRUU is included in emergency service requests:

8)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity, then insert the public GRUU (pub-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; otherwise the UE shall include the address in the Contact header set to contain:

-
the IP address or FQDN of the UE;

-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the protected server port value as in the initial registration; or

-
if SIP digest without TLS is being used as a security mechanism, the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests. The unprotected port value shall be set to the port value used in the initial registration; and

It should be noted that both the Public GRUU, LbyV location object (i.e. in its target element), and the Geolocation header field (in its “inserted-by” parameter) contain a privacy sensitive identifier.
Some possible mechanisms usable to remove the location object and/or Geolocation header field
Overview

The E-CSCF uses the location information, if present, for obtaining a PSAP URI. Not including the location object or Geolocation header field would not be appropriate.

1.
According to RFC 4119, a usage-rules element is included in the PIDF-LO, conveying the privacy requirements requested by the user:

   'ruleset-reference': This field contains a URI that indicates where a


      fuller ruleset of policies, related to this object, can be found.


      This URI SHOULD use the HTTPS URI scheme; and if it does, the


      server that holds these rules MUST authenticate any attempt to


      access these rules.

2.
In 3GPP TS 24.607 the Originating Identification Restriction (OIR) service is specified. 
3.
In RFC 3323 a new SIP logical role called a "privacy service" is introduced: 


   The function of a privacy service is to supply privacy functions for 


   SIP messages that cannot be provided by user agents themselves. 

Evaluation

No policy has been specified that would effectuate removing the location object and/or associated header field. If there was one, the functional element would have to fetch the location object and subsequently fetch the policy introducing extra delay when making a time critical routing decision.
The OIR service is a subscription service in the user’s home network and can only be invoked from the S-CSCF. The OIR makes no provision for removing location bodies.

The draft recognizes emergency calls as a unique case. It seems to be within scope of RFC 3323 to remove location information when acting in addition to the normal procedures specified part of the “privacy service” role. Conditionally performing these procedures in the E-CSCF seems appropriate. 

Some possible mechanisms usable to remove Public GRUU
If the PSAP supports GRUU, then the Public GRUU can be used for a PSAP call back if the UE is somehow deregistered during an emergency call. A Temporary GRUU cannot be resolved by the S-CSCF after the UE is deregistered. Not including the Public GRUU or replacing it with a Temporary GRUU would not be appropriate, especially if the request for privacy is denied due to national regulator policy applicable to emergency services.
The SIP logical role "privacy service" introduced in RFC 3323 would obscure the Public GRUU.

Conclusion
In jurisdiction where needed, have the E-CSCF perform the role of "privacy service" introduced in RFC 3323. The privacy service can be realized by a B2BUA according to RFC 3323, complementing the privacy functions on the UE. A B2BUA can remove the location object and can set the Contact header field to a URI that does not dereference to the originator of the message.
