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**** Start of Change ****

9.3
Security header type and EPS bearer identity

9.3.1
Security header type

Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	
	
	
	
	

	
	
	
	
	Non-standard L3 message:

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	to
	If received they shall be interpreted as ‘1100’. (NOTE 3)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:
This codepoint may be used only for a SECURITY MODE COMMAND message.

NOTE 2:
This codepoint may be used only for a SECURITY MODE COMPLETE message.

NOTE 3:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


An EMM message received with the security header type encoded as 0000 shall be treated as not security protected, plain NAS message. A protocol entity sending a not security protected EMM message shall send the message as plain NAS message and encode the security header type as 0000. A protocol entity sending a security protected EMM message shall encode the protocol discriminator as EPS mobility management messages.
9.3.2
EPS bearer identity

Bits 5 to 8 of the first octet of every EPS Session Management (ESM) message contain the EPS bearer identity. The EPS bearer identity and its use to identify a message flow are defined in 3GPP TS 24.007 [12].
**** End of Change ****
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