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1. Overall Description:

SA3 thanks RAN2, CT1, CT4 and SA2 for their LS's on maximum PDCP SDU size.

SA3 can provide following information:

A) Limitations imposed by the algorithms: 

There are no practical limits on the size of messages to be encrypted using the SNOW3G-based encryption algorithm 128-EEA1, nor the AES-based encryption algorithm 128-EEA2.  There are also no practical limits on the size of messages to be integrity protected using the SNOW3G-based integrity algorithm 128-EIA1 or the AES-based integrity algorithm 128-EIA2.

The smallest security limit is on 128-EIA1, where security starts to reduce once the message length rises above 2^38 bits.

B) Limitations imposed by the protocols: 

The restriction of 20000 bits (i.e. 2500 octets) on the maximum input length for UTRAN algorithms is not based on cryptographic considerations but on protocol implementation considerations. This has been taken as a design requirement within TS 33.102 clause 6.6.4.5 that specifies that the length indicator LENGTH is 16 bits long for UMTS algorithms which is far beyond the 20000 bits protocol implementation consideration.

Based on the LSs received from RAN2, CT1, CT4 and SA2, the maximum length for the Control Plane Data Units would be 4657octet (i.e. 37256 bits), which still can be accommodated by a 16-bit size LENGTH indicator. For User Plane Data Units, SA3 would expect that IP fragmentation would fragment the packets to be in any case below the maximum message length (65536 bits or 8192 octets) that can be indicated by a 16-bit LENGTH indicator.

From the above SA3 concludes that the unnecessary restriction of 20000-bit within the SNOW 3G spec will be removed to accommodate the maximum message sizes of LTE.

C) Conclusion: 

As indicated by the answers in (A), all LENGTH parameters sizes of 16, 24 and 32-bit are possible for LTE. Keeping the length indicator LENGTH to 16 bits possibly eases the reuse of existing SNOW3G implementation, but on the other hand we need to ensure that we can accommodate also an increase in PDU-size for future LTE releases. RAN2 and CT1 are therefore asked whether a 16-bit LENGTH indicator, or on the other hand a 24 or 32-bit LENGTH indicator to the algorithm is sufficiently future proof also for future LTE releases. In particular a 24-bit size LENGTH indicator to the algorithm can accommodate already a maximum message length of 2097152 octets.

2. Actions:

To RAN2 and CT1


SA3 kindly asks CT1 and RAN2 to estimate the maximum packet length which might be needed in future LTE releases and to reply this to SA3.

3. Date of Next TSG- SA WG3 Meetings:
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