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Introduction

TS 22.259 specifies private access only behaviour for UEs that are members of a Personal Network however this functionality is not yet addressed in TS 24.259.
4.3
PN access control

-
Private networks may consist of UEs which are only privately accessed, that is each UE may be accessed only by other UEs of the PN. The PN-User may additionally modify the access levels of each UE of the PN to be public or private. 

-
In order to allow external UEs or Guest UEs to access these UEs, the PNM provides access control procedures. The PNM shall provide registration and authentication mechanisms for guest device access.

The Closed User Group (CUG) supplementary service as specified in TS 22.058, TS 23.058 and TS 24.654 already provides similar private access functionality for groups of UEs with the ability to define public access for certain UEs. Thus PNM can be considered to be enhanced CUG functionality.
Also the access control logic described in TS 23.259 is not yet fully realised in TS 24.259.
This contribution aligns PNM with the Closed User Group functionality and aligns with the access control logic in TS 23.259. 

Proposal

Agree the following changes to TS 24.259
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions given in RFC 4825 [6] apply.

Application usage

Application Unique ID (AUID)

Document Selector

Document URI

Naming Conventions

Node Selector

Node Selector Separator

Node URI

XCAP client

XCAP resource

XCAP root
XCAP root URI

XCAP server

XCAP User Identifier (XUI)
For the purposes of the present document, the following terms and definitions given in 3GPP TR 22.085 [18] apply:
Incoming Access (IA)
Outgoing Access (OA) 
3.2
Abbreviations 

For the purposes of the present document, the following abbreviations apply:

ACM
Address Complete Message

ANM
Answer Message

AS
Application Server

BICC
Bearer Independent Call Control

BSF
Bootstrapping Server Function

CAMEL
Customised Applications for Mobile network Enhanced Logic

CAP
CAMEL Application Part

CCCF
Call Continuity Control Function

CN
Core Network

CS
Circuit Switched

CUG
Closed User Group

FQDN
Fully Qualified Domain Name

GBA
Generic Bootstrapping Architecture

GMSC
Gateway MSC

GRUU
Globally Routable User Agent URI 

GSM
Global System for Mobile communications

HLR
Home Location Register

HSS
Home Subscriber Server

HTTP
Hypertext Transfer Protocol

IA
Incoming Access

IAM
Initial Address Message

IARI
IMS Application Reference Identifier
ICSI
IMS Communication Service Identifier

IDP
Initial Detection Point

IE
Information Element
IFC
Initial Filter Criteria

IM
IP Multimedia

IMS
IM CN subsystem
IP
Internet Protocol

ISDN
Integrated Services Digital Network

ISUP
ISDN User Part

MAP
Mobile Application Part
MGCF
Media Gateway Control Function

MS
Mobile Station

MSC
Mobile Switching Centre

MSISDN
MS international PSTN/ISDN number

NAF
Network Application Function

OA
Outgoing Access

P-CSCF
Proxy Call Session Control Function

PN
Personal Network

PNM
Personal Network Management
PSI
Public Service Identity

PSTN
Public Switched Telephone Network

S-CSCF
Serving Call Session Control Function

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SRI
Send Routing Information

TLS
Transport Layer Security
UE
User Equipment

URI
Uniform Resource Identifier
USSD
Unstructured Supplementary Service Data
VLR
Visitor Location Register
XCAP
XML Configuration Access Protocol
XML
Extensible Markup Language
4
Overview of personal network management 

4.1
General

PNM applications consists of the PN UE redirection service and the PN access control , both applying only to the terminating service, as described in 3GPP TS 22.259 [2] and 3GPP TS 23.259 [15]. The PN UE redirection is a PNM application that enables redirecting a session addressed to any of the UEs belonging to the PN to a certain UE of their PN, i.e., the default UE for terminating services. The PN access control is a PNM application that enables users to exercise PN access control to restrict accesses to certain UEs of their PN. The PN may consist of UEs which are only privately accessed, that is each UE may be accessed only by other UEs of the PN. The PN-User may additionally modify the access levels of each UE of the PN to be public or private. In this regard the PN behaves similar to a  CUG as specified in 3GPP TS 22.085 [18] and 3GPP TS 23.085 [19], with Outgoing Access and whether Incoming Access is allowed for the PN UE is dependent on the PN access control list for that PN UE.
In order to make the above happen, the following procedures are provided within this document:

-
procedures for PN-registration are specified in Clause 6;

-
procedures for PN-configuration are specified in Clause 7;

-
procedures for PN-query are specified in Clause 8;

-
procedures for session redirection are specified in Clause 9;

-
procedures for restricting access to certain UEs are specified in Clause 10. 
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Functional entities

5.1
Introduction

5.2
User Equipment (UE)
To be compliant with this document, a UE shall implement the role of a PN UE (see subclause 6.2, subclause 7.2, subclause 8.2, subclause 9.2 and subclause 10.2).
The UE shall implement the XCAP client role as described in Subclause 11.2.1.

The UE shall implement HTTP digest authentication (see 3GPP TS 24.109 [5]).

The UE shall implement Transport Layer Security (TLS) (see RFC 2246 [4]). 

The UE shall implement the GBA Function as described in 3GPP TS 33.220 [8].
The UE shall initiate a bootstrapping procedure with the bootstrapping server function (BSF) located in the home network, as described in 3GPP TS 24.109 [5]. 
5.3
Application Server (AS)
The AS implementing PNM application shall implement the role of a XCAP server (see subclause 11.2.2).

The AS implementing PNM application shall implement the Network Application Function (NAF) as described in 3GPP TS 33.220 [8].
NOTE:
For terminating services, the PNM Application in IM CN subsystem is the first Application Server of any Application Servers in the path of the call.
10
Roles for PN access control

10.3
PNM application 

10.3.1
PN access control procedure in the IM CN subsystem
When the PNM AS receives an initial request destined for a PN UE within the same PN as the originating PN UE the PNM AS shall allow the request to continue normally. 
When the PNM AS receives an initial request from a UE that is not a member of the same PN as the destination PN UE and the PN Access Control is not enabled the PNM AS shall return a 403 (Forbidden) response.

When the PNM AS receives an initial request from a UE that is not a member of the same PN as the destination PN UE and the destination PN UE exists in a <PNController> element in the PN access control list the PNM AS shall allow the request to continue normally. 

When the PNM AS receives an initial request due to the terminating initial filter criteria, from a UE that is not a member of the same PN as the destination PN UE and the destination PN UE exists in a <PNControllee> element in the PN access control list the PNM AS shall verify if the address in the P-Asserted-Identity exists in a <PNAccessControlList> element in the PN access control list. 
If there is a matching <PNAccessControlList> element the PNM AS shall allow the request to continue normally.
If there is no matching <PNAccessControlList> element the PNM AS shall send an initial request of the same SIP Method on a new dialog to the URI of the PN controller UE contained in the <PNController> element if it exists. If no <PNController> element exists then the PNM AS shall return a 403 (Forbidden) response. When sending the initial request to the PN controller UE the PNM AS shall include in the request the following:

NOTE:
The PNM AS is triggered first by forming the initial filter criteria in the S-CSCF.
a)
a Request-URI set to the SIP URI contained in the <PNController> element along with a target URI-Parameter as defined in RFC 4458 [17] set to the URI from the Request-URI of the original initial request;
b)
a From header set to the SIP URI of the PNM AS;

c)
a To header set to the URI contained in the <PNController> element;
d)
a P-Asserted-Identity header set to the contents of the P-Asserted-Identity header in the original initial request;

e)
a Contact header set to the IP address or FQDN of the PNM AS;

f)
a Supported header containing the option tags from the original initial request with the addition of the option tag "histinfo";
g)
a History-Info header that includes as the Targeted-to-URI the URI from the Request-URI of the original initial request, and as the next branch index URI, the contents of the Request-URI of this request including the target URI-parameter along with the index parameters as specified in RFC 4244 [16];

h)
an Accept-Contact header containing the g.3gpp.iari_ref feature tag containing the IARI value <urn:urn-xxx:3gpp-application.ims.iari.PNM-Controller>.
If the PNM AS receives in response a 302 (Moved Temporarily) response the PNM AS shall redirect the original incoming request to URI contained in the Contact header of the 302 (Moved Temporarily) response. The PNM AS shall add to the request the following:

a)
a Request-URI set to the SIP URI contained in the Contact header of the 302 (Moved Temporarily) response;

b)
a Supported header containing the option tags from the original initial request with the addition of the option tag "hist-info";
c)
a History-Info header that includes the URIs from the History-Info header in the 302 (Moved Temporarily) response along with the contents of the Request-URI of this request as the next branch index URI under the top level Targeted-to-URI, along with the appropriate index parameter as specified in RFC 4244 [16], if the 302 (Moved Temporarily) response contains a History-Info header;
 If the PNM AS receives in response a 4xx (other than a 403 (Forbidden) response or 410 (Gone) response or 480 (Temporarily Unavailable) response), 5xx or 6xx response and there exists more <PNController> elements in the PN access control list which have not had the request forwarded to yet then the PNM AS shall send an initial request of the same SIP Method on a new dialog to the URI of the PN controller UE contained in the <PNController> element as above except that the History-Info header shall include the URIs from the History-Info header in the 302 (Moved Temporarily) response and as the next branch index URI,  the contents of the Request-URI of this request including the target URI-parameter along with the index parameters as specified in RFC 4244 [16];
Otherwise, if there does not exist more <PNController> elements in the PN access control list which have not had the request forwarded to yet,  then forward the response back towards the originator of the initial request.

If the PNM AS receives in response a 200 (OK) response, a 403 (Forbidden) response, a 410 (Gone) response or 480 (Temporarily Unavailable) response the PNM AS shall forward the response back towards the originator of the initial request.
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