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1
Introduction

SA2 and SA3 have defined two ways how the UE discovers whether the Non-3GPP Access Network is a Trusted or Untrusted by the home operator: pre-configured in the UE or sent as part of EAP-AKA request, see excerptions from SA2 TS and SA3 TS below. 
From TS 23.402v8.3.0:
4.1.4
Trusted/untrusted non-3GPP access network detection

During initial attach or handover attach a UE needs to discover the trust relationship (whether it is a Trusted or Untrusted Non-3GPP Access Network) of the non-3GPP access network in order to know which non-3GPP IP access procedure to initiate. The trust relationship of a non-3GPP access network is made known to the UE with one of the following options:

1)
If the non-3GPP access supports 3GPP-based access authentication, the UE discovers the trust relationship during the 3GPP-based access authentication.

2)
The UE operates on the basis of pre-configured policy in the UE.

From TS 33.402v8.1.1
The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-3GPP IP access. Additionally, during 3GPP-based access authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the 3GPP AAA server as part of an EAP-AKA request. If no such indication is received by the UE, and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted.  In case of pre-configured information and indication received as part of an EAP-AKA request are in conflict, the received indication shall take precedence.

NOTE: the protection mechanisms of EAP-AKA prevent that an indication sent as part of an EAP-AKA request could be forged.

The dynamic indication via EAP-AKA is specified in CT4 TS 24.302v1.1.0 in clause 6.2.3 as shown below. TS 24.302 refers to the requirement in SA3 TS 33.402, but it does not give stage 3 details of how the trust indication should be implemented. 
6.2.3
Dynamic Indication

If the UE performs 3GPP-based access authentication, the UE may receive a trust relationship indicator of the non-3GPP access network during the EAP-AKA authentication as specified in 3GPP TS 33.402 [14]. 

The trust indication is not part of any existing EAP-AKA attributes. The trust indication could be implemented as a new EAP-AKA attribute in a similar way as the IP Mobility Mode Indication is defined in clauses 6.3 and 8.2.2.1 in TS 24.302. I.e. define the new EAP-AKA attribute(s) in a 3GPP TS and register the attribute in IANA. This is allowed by EAP-AKA rules.
2
Conclusion and Proposal

It is proposed to define a new EAP-AKA attribute for trust indication in TS 24.302 according to the proposal below and register the attribute later in IANA.  
SA3 is meeting in the same week as CT1 (November 10 – 14 in Kyoto, Japan) and SA3 will be responding to CT1 LS on IP mobility mode selection procedures (C1-084397) which is very similar issue as the trust relationship indication. The Trust indicator issue will be taken up in SA3 together with the CT1 LS. Therefore it is proposed that the present document is not handled before the reply LS from SA3 has been received.
Start of pseudo CR to TS 24.302 v1.1.0.
Begin of Changes
6.2
Trusted and Untrusted Accesses
Editor's note:
This subclause details what is needed and has to be done by the UE to determine and conclude on whether to attempt trusted or untrusted access.

6.2.1
General

For a UE, the trust relationship of a non-3GPP IP access network is determined by the home PLMN operator. That trust relationship is indicated to the UE via the following methods:

-
Pre-configured policies in the UE by the home PLMN operator. 

-
Dynamic indication during 3GPP-based access authentication.

For a trusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.4. For an untrusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.5.
If the dynamic trust relationship indication is received during 3GPP-based access authentication, the UE shall rely on the dynamic trust relationship indication. Otherwise the UE shall follow the pre-configured policies for a specific non-3GPP access network. If no dynamic indicator is received, and no pre-configured policy matches a specific non-3GPP access network where the UE attempts to access, the UE shall follow the procedure defined in subclause 6.2.4. 

6.2.2
Pre-configured policies in the UE

The following types of policies can be pre-configured on the UE by the home PLMN operator:

-
Pre-configured trust relationship policies for specific non-3GPP access technologies and/or PLMNs, and operate based on subclause 6.4. For example, the UE may be configured to consider 

-
an access network of access technology X1 from PLMN Y1 is trusted; and/or

-
any access network of access technology X2 is trusted; and/or

-
any access network from PLMN Y2 is trusted; and/or

-
any access network is trusted.

Editor's note:
The format of the configuration policies is FFS.

Editor's note:
Other types of policies are FFS.

6.2.3
Dynamic Indication

If the UE performs 3GPP-based access authentication, the 3GPP AAA server may send a trust relationship indicator of the non-3GPP access network to the UE during the EAP-AKA based access authentication (i.e. EAP-AKA, EAP-AKA') as specified in 3GPP TS 33.402 [14]. The indicator is sent using a AT_TRUST_IND attribute, by extending the EAP-AKA (and EAP-AKA') protocol as specified in section 8.2 of IETF RFC 4187 [31]. This attribute is provided in EAP-Response/AKA-Challenge or EAP-Response/AKA'-Challenge message payload respectively. The detailed coding of this attribute is described in subclause 8.2.x.1.
6.2.4
No trust relationship information

If no dynamic indicator is received, and no pre-configured policies matches a specificy non-3GPP access network where the UE attampts to access, the UE shall consider it as untrusted network and operate based on subclause 6.5.
Next Changes

8.2.x
Trust relationship indication attribute

8.2.x.1
AT_TRUST_IND attribute
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Figure 8.2.x.1-1: AT_TRUST_IND attribute

Table 8.2.x.1-1: AT_TRUST_IND attribute

	Attribute Type indicates the type of attribute as AT_TRUST_IND with a value of XXXX.

Editors Note: The value of the attribute AT_TRUST_IND shall be assigned by IANA. At the time of freezing of release 8, MCC should make this registration with the IANA. The value of the new attribute should be in the skippable range 128-255.

	Length of this attribute shall be set to 1 as per IETF RFC 4187 [31]

	Value

	7
	6
	4
	5
	3
	2
	1
	0
	
	Indicated Trust Relationship

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	Trusted

	0
	0
	0
	0
	0
	0
	1
	0
	
	UnTrusted

	-
	-
	-
	-
	-
	-
	-
	-
	
	Rest of the values are reserved


End of Changes
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