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1. Introduction

This contribution proposes to address the following issues and propose:
· the UE shall remove the NAS security context on NAS UL COUNT wrap around detection as it is the only to “force” the network to rerun authentication as activation of integrity protection is mandatory;

· 
· 
This contribution proposes finally, to agree with the text proposal to TS 24.301.

2. Reason for Change

2.1. NAS UL COUNT wrap around (item 1)
Current specification mentions that UE shall request the NAS signalling connection release on detection of NAS UL COUNT wrap around.

However this behaviour does not fully solve the issue of why (false network, ongoing user plane data so the network prefers not to change all the keys hierarchy or whatever) the MME did not initiate an AKA while the NAS COUNT was “close” to wrap around as specified in section 4.4.2.5 because release the NAS signalling connection does not imply that the MME will do an AKA on the next NAS procedure to reestablish the signalling connection using an initial NAS message.

Absence of AKA run while NAS UL COUNT has wrap around is a security threat as data between the UE and the network could be replayed.

To actually force the network to perform AKA, UE shall delete security context i.e. set KSI=no key available in next UL NAS message. As integrity protection is mandatory, then the MME shall establish new security context, hence avoiding data replay.
Proposal 1: On NAS UL COUNT wrap around detection, the UE shall remove the NAS security context.





























3. Conclusions

It is proposed to agree on the proposal as sumed up above.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.0.0.
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* * * Change  * * * *

4.4.2.5
NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is "close" to wrap around, (close to 224), the MME shall initiate a new AKA procedure with the UE, leading to a new established NAS security context and the NAS COUNT being reset to 0 in both the UE and the MME when the new NAS security context is activated as discussed above.

Similarly, the MME shall initiate an AKA procedure if it detects that the UE's uplink NAS COUNT is close to wrap around. If for some reason a new KASME has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a new NAS message shall instead release the NAS signalling connection. Prior to sending the next uplink NAS message, the UE shall delete the KSI.
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NAS Security Mode Complete ([IMEI,] UE sec capabilities, NAS-MAC)












