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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorization and Accounting 

AKA
Authentication and Key Agreement

APN
Access Point Name

DNS
Domain Name System

DSMIPv6
Dual-Stack Mobile IPv6
EAP
Extensible Authentication Protocol

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name

HA
Home Agent

HLR
Home Location Register

HNP
Home Network Prefix

HPLMN
Home PLMN

HSS
Home Subscriber Server

I-WLAN
Interworking – WLAN

IKE
Internet Key Exchange

IPsec
IP security

NAI
Network Access Identifier

NI
Network Identifier

OI
Operator Identifier

PDG
Packet Data Gateway

PLMN
Public Land Mobile Network
SIM
Subscriber Identity Module

SSID
Service Set ID

UE
User Equipment

UICC
Universal Integrated Circuit Card

USIM
Universal Subscriber Identity Module
W-APN
WLAN - APN

WLAN
Wireless Local Area Network

WSID
WLAN Specific Identifier
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8.2
Tunnel establishment procedures

8.2.1
WLAN UE procedures

8.2.1.1
General

Before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN. In case the user selects to access through the PLMN, the WLAN UE shall initiate the Tunnel Establishment procedure after selecting a remote tunnel endpoint using Domain Name System (DNS) procedure as mentioned in the subclause 8.2.1.2.

The WLAN UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for IPsec tunnel negotiation as specified in 3GPP TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the PDG).

The WLAN UE shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

The WLAN UE may support authentication to an External AAA Server as described in RFC 4739 [16]. In this case, the WLAN UE shall support one of following authentication mechanisms i.e. EAP, PAP or CHAP procedures as described in 3GPP TS 33.234 [5].
The WLAN UE may support DSMIPv6 as described in 3GPP TS 24.327 [zz].
* * * Next Change * * * *

8.2.1.3.1
WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA Server
In order to request the establishment of a tunnel to a certain W-APN, the WLAN UE shall comply with IKEv2 protocol definitions as defined in the IKEv2 protocol (IETF RFC 4306 [14]). In order to set up an IKE connection between the WLAN UE and the PDG, the WLAN UE shall initiate the signalling procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the PDG. On receipt of an IKE_SA_INIT response, the WLAN UE shall send a tunnel establishment request (IKE_AUTH request message defined in IETF RFC 4306 [14]) to the selected PDG (see clause 8.2.1.2) including the W‑APN and the NAI. The WLAN UE shall include in "IDr" payload the W-APN that was used in the DNS query and in the "IDi" payload the NAI. If the WLAN UE supports DSMIPv6, it may also request the Home Agent IP address(es) and the Home Network Prefix for DSMIPv6 related signalling, by including the corresponding Attributes in a Configuration Payload of type CFG_REQUEST as described in Annex X.
NOTE 1:
The username part of the NAI included in "IDi" payload may be an IMSI, pseudonym or re-authentication ID.

NOTE 2:
Fast re‑authentication mechanism is optional, and therefore is an implementation option in the WLAN UE and operator configuration issue (i.e. it also depends on whether the AAA server sent an re-authentication ID during previous EAP authentication) whether to use it during tunnel establishment.

Upon receipt of a response message with Notify payload of type "ERROR" i.e. indicating the failure of the tunnel establishment the WLAN UE may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
stop the tunnel establishment attempt and release the security association (SA) with the PDG.

* * * Next Change * * * *

8.2.2
PDG procedures

8.2.2.1
General

The PDG shall support the implementation of a VPN server application in order to assist tunnel establishment towards the WLAN UE. However the selection of a particular VPN application is implementation dependent.

The PDG shall support IPsec tunnelling using the IKEv2 protocol (see IETF RFC 4306 [14]), in order to establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

If the PDG supports a W-APN for which authentication to an External AAA Server is required, the PDG shall support the capability for multiple authentications as described in RFC 4739 [16].
The PDG shall support in place rekeying of security association as described in IETF RFC 4306 [14]. The support for multiple IPsec ESP security association (I-WLAN tunnels) per IKE connection is dependent on operator configuration at the PDG. The PDG shall support an operator configurable parameter for the maximum number of tunnels per IKE security association and a per user count for the number of tunnels such that it is possible for the operator to configure a limit for the number of IPsec ESP security association (I-WLAN tunnels) per IKE security association.
The ¨PDG may support DSMIP6 related Attributes as defined in Annex X and related procedures as described in 3GPP TS 24.327 [zz].

8.2.2.2
WLAN UE initiated tunnel establishment

8.2.2.2.1
WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA Server
Upon receipt of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, the PDG shall contact the 3GPP AAA Server as specified in 3GPP TS 29.234 [3] in order to retrieve service authorization and authentication information for the WLAN UE requesting the establishment of the tunnel.

Upon successful authorization and authentication, the PDG shall accept the tunnel establishment request by sending the IKE_AUTH response message and including the allocated remote IP address in the "Configuration" payload. If the PDG supports DSMIPv6 related IKEv2 Attributes as described in Annex X, it may provide in the CFG_REPLY the Home Agent IPv6 address or Home Agent IPv4 address or both, and the Home Network Prefix to the UE. The PDG shall increment its maintained count of the number of tunnels for that user.
Upon authentication failure, the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload of type "AUTHENTICATION FAILED". 
* * * Next Change * * * *

Annex X (normative):
IKEv2 Configuration Payload Attributes
X.1
HA_IP6_ADDRESS Attribute

The HA_IP6_ADDRESS attribute is defined to provide to the UE the information related to the Home Agent IPv6 address. The way such attribute is inserted within IKEv2 CFG_REQUEST and CFG_REPLY payloads is defined in IETF RFC 4306 [14]. The format of the HA attribute is the following:
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1-2
	Attribute Type

	3-4
	Length = 16 (decimal)

	5-20
	HA IPv6 Address


Figure X.1-1: HA_IP6_ADDRESS Attribute
Editor's note: The Attribute Type is FFS.

X.2
HA_IP4_ADDRESS Attribute

The HA_IP4_ADDRESS attribute is defined to provide to the UE the information related to the Home Agent IPv4 address. The way such attribute is inserted within IKEv2 CFG_REQUEST and CFG_REPLY payloads is defined in IETF RFC 4306 [14]. The format of the HA attribute is the following:

	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1-2
	Attribute Type

	3-4
	Length = 4 (decimal)

	5-8
	HA IPv4 Address


Figure X.1-2: HA_IP4_ADDRESS Attribute
Editor's note: The Attribute Type is FFS.

X.3
HNP Attribute

The HNP Attribute is defined as MIP6_HOME_PREFIX Attribute as described in IETF RFC 5026 [yy].
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