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1. Introduction

This paper clarifies which KSI will be used to integrity protect the ATTACH REQUEST message

2. Reason for Change

If a valid NAS security context exists, the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST should be integrity protected. If the UE has an EPC security context, the UE shall include the KSIASME IE in the ATTACH REQUEST message. In case the mapped security context exists in the UE, e.g. the UE detached from a A/Gb mode or Iu mode system and attached to the EPS system via S1 mode, the UE shall include the KSISGSN and the NonceUE in the ATTACH REQUEST message.

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS24.301v1.1.1.

* * * First Change * * * *

5.5.1.2
Attach procedure for EPS services

5.5.1.2.1
General

This procedure is used by a UE to attach for EPS services only. When the UE initiates the EPS attach procedure, the UE shall indicate "EPS attach" in the EPS attach type IE.

5.5.1.2.2
Attach procedure initiation

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see figure 5.5.1.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.

The UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN (see subclause 6.5.1).

The UE may also include the DRX parameter.

If a valid NAS security context exists, the UE shall integrity protect the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message. When the UE does not have a valid NAS security context, the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message is not integrity protected.
The UE shall include the KSIASME in the ATTACH REQUEST message if the UE has a cached EPS security context. Otherwise, the UE shall set the KSIASME to the value "no key is available".
If the UE has a cached NAS security context mapped from that of A/Gb mode or Iu mode, the UE shall include the KSISGSN IE and the NONCEUE IE in the ATTACH REQUEST message. Otherwise, the UE shall set the KSISGSN to the value "no key is available". 
* * * Next Change * * * *

8.2.4
Attach request

8.2.4.1
Message definition

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.4.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.8
	M
	V
	1

	
	EPS attach type
	EPS attach type

9.9.3.9
	M
	V
	1/2

	
	NAS key set identifierASME
	NAS key set identifier

9.9.3.19
	M
	V
	1/2

	
	NAS key set identifierSGSN
	NAS key set identifier

9.9.3.19
	M
	V
	1/2

	
	Old GUTI or IMSI
	EPS mobile identity

9.9.3.10
	M
	LV
	5-12

	
	MS network capability
	MS network capability

9.9.3.18
	M
	LV
	3-9

	
	ESM message container
	ESM message container

9.9.3.13
	M
	LV-E
	2-n

	52
	Last visited registered TAI
	Tracking area identity

9.9.3.28
	O
	TV
	6

	5C
	DRX parameter
	DRX parameter

9.9.3.6a
	O
	FFS
	FFS

	13
	Old location area identification
	Location area identification

9.9.2.2
	O
	TV
	6

	9-
	TMSI status
	TMSI status

9.9.3.27a
	O
	TV
	1

	55
	NonceUE
	Nonce

9.9.3.21a
	O
	TV
	5


Editor's note: The length of the TAI is FFS.

Editor's note: New Type of IE format LV-E is required to be defined for the mandatory ESM message container and needs to be specified in TS 24.007.

Editor's note: Regardless of the fact that ESM message container is mandatory IE the EMM layer shall check only existence and length of the IE before passing it to the ESM layer. This needs to be specified in TS 24.301 clause 7.

8.2.4.2
Last visited registered TAI

This IE shall be included if the UE holds a valid last visited registered TAI.

8.2.4.3
DRX parameter

Editor's note: The condition for including this IE is FFS.

8.2.4.4
Old location area identification
The UE shall include this IE during a combined attach procedure if it has a valid location area identification.

8.2.4.5
TMSI status

The UE shall include this IE during combined attach procedure if it has no valid TMSI available.

8.2.4.X


NonceUE
The UE shall include this IE if it includes the valid NAS key set identifierSGSN.
* * * Next Change * * * *
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