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1. Introduction

This contribution proposes to address the following issues and propose:

· to clarify how the UE can restart the GUTI allocation, authentication or security mode control procedures in case of GUTI reallocation complete, Authentication Response/Failure or Security Mode Complete/Reject transmission failure by lower layers by using a retransmission mechanism similarly to the one described in case of ESM uplink message transmission failure (item 1);

· to define the DRX parameter IE for E-UTRAN access as a way forward to SA2#68 October 2008 LS [1] and CR 0656 rev2 (S2-087158) to [2].

This contribution proposes finally, to agree with the text proposal to TS 24.301.

2. Reason for Change

2.1. EMM message transmission failure (item 1)

In case of GUTI reallocation complete, Authentication Response/Failure or Security Mode Complete/Reject transmission failure by lower layers and the ongoing procedure that triggered the GUTI reallocation or the authentication or security mode control procedures is a service request procedure, some UE implementation may wish to avoid to restart the service request procedure for efficiency purpose.
Indeed, that UE may implement a retransmission mechanism in order to continue the ongoing service request procedure and typically to avoid to send a Service Request message while in connected mode.

2.2. EMM message transmission failure (item 2)
Excerpt from [1]:

“10.5.5.6
DRX parameter

	8
	7
	6
	5
	4
	3
	2
	1
	

	DRX parameter IEI
	octet 1

	SPLIT PG CYCLE CODE
	octet 2

	CN Specific DRX cycle length coefficient
	SPLIT on CCCH
	non-DRX

timer
	octet 3


Figure 10.5.122/3GPP TS 24.008: DRX parameter information element

	CN Specific DRX cycle length coefficient, octet 3

Bit

	8
	7
	6
	5
	Iu/S1 mode specific

	0
	0
	0
	0
	CN Specific DRX cycle length coefficient not specified by the MS, ie. In UTRAN the system information value 'CN domain specific DRX cycle length' is used. (Ref 3GPP TS 25.331), and in E-UTRAN, the broadcast value of DRX is used

	0
	1
	1
	0
	UTRAN: CN Specific DRX cycle length coefficient 6; E-UTRAN: T= 32

	0
	1
	1
	1
	UTRAN: CN Specific DRX cycle length coefficient 7; E-UTRAN: T= 64

	1
	0
	0
	0
	UTRAN: CN Specific DRX cycle length coefficient 8; E-UTRAN: T= 128

	1
	0
	0
	1
	UTRAN: CN Specific DRX cycle length coefficient 9; E-UTRAN: T= 256

	

	All other values shall be interpreted as "CN Specific DRX cycle length coefficient not specified by the MS " by this version of the protocol.

	T is the number of radio frames as described in TS 36.304.



	NOTE:
In Iu mode this field (octet 3 bits 8 to 5) is used, but was spare in earlier versions of this protocol.


SA 2 note that this encoding places some constraints on the UE’s choice of DRX values, and that it results in the DRX cycle length for UTRAN being double that for E-UTRAN. However, if a terminal is requesting a UE specific DRX value for UTRAN and/or E-UTRAN, then it seems likely that the terminal will either be looking for “very fast operation” and hence want to select the shortest DRX cycle length on both E-UTRAN and UTRAN, or, for “maximum battery life” and hence want to select the longest DRX cycle length on both E-UTRAN and UTRAN.

SA 2 would like RAN 2 feedback on whether the above constraint is seen to be a problem.“
Excerpt from [2]:

“5.13
Discontinuous Reception and UE Specific DRX Parameter handling

During the Attach procedure in E-UTRAN, UTRAN and/or GERAN, the UE signals its UE Specific DRX Parameters to the Core Network (MME in the E-UTRAN case and SGSN in UTRAN/GERAN case). 

In E-UTRAN and UTRAN, the UE may signal that it wishes to use the DRX cycle length broadcast in the RAN's System Information. Alternatively, the UE can propose a DRX cycle length. The MME shall accept the value proposed by the UE. 

In each S1 interface Page Request message, the MME shall send the E-UTRAN relevant information from the UE Specific DRX Parameters (to help determine the DRX cycle length) and information derived from the IMSI (which defines when the UE will be awake from its sleep mode). Details are specified in TS 36.304 [34].

NOTE 1:
To ease backward compatibility with Pre-release 8 SGSNs, the UTRAN and E-UTRAN DRX cycle lengths are encoded in the same field within the TS 24.008 [47] DRX parameter information element.

”

3. Conclusions

It is proposed to agree on the proposal as sumed up above.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.1.1.
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* * *  1st change (item 1, GUTI reallocation) * * * *
5.4.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Transmission failure of GUTI REALLOCATION COMPLETE message indication with TAI change from lower layers


If the current TAI is not in the TAI list, the GUTI reallocation procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to continue with the ongoing procedure.

b)
Transmission failure of GUTI REALLOCATION COMPLETE message indication without TAI change from lower layers


It is up to the UE implementation how to continue with the ongoing procedure.
NOTE:
The UE can continue with the ongoing procedure by e.g. using a retransmission mechanism of the uplink message (the one that has previously failed to be transmitted) with new sequence number and message authentication code information.
* * *  2nd change (item 1, authentication) * * * *
5.4.2.7
Abnormal cases

a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3460:


The network shall, on the first expiry of the timer T3460, retransmit the AUTHENTICATION REQUEST and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the network shall abort the authentication procedure and any ongoing EMM specific procedure and release the NAS signalling connection.

c)
Authentication failure (reject cause "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with reject cause "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with reject cause "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with reject cause "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.2.5).


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.


If the network is validated successfully (an AUTHENTICATION REQUEST that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3418 is running, and the MAC value cannot be resolved or the message contains an EPS authentication challenge, the UE shall follow the procedure specified in this subclause (c), starting again from the beginning. If the SQN is invalid, the UE shall proceed as specified in (d).


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the reject cause "MAC failure" the timer T3418 expires;

-
the UE detects any combination of the authentication failures: "MAC failure" and "invalid SQN", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420 started after the previous authentication failure is running.


When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in (e).
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Figure 5.4.2.7.1: Authentication Failure Procedure (reject cause "MAC failure")

d)
Authentication failure (reject cause "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with reject cause "synch failure", to the network and start the timer T3420. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the reject cause "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3420, if running.

NOTE 2:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with reject cause "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST is received which contains a valid SQN and MAC) while T3420 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3420 is running, and the MAC value cannot be resolved or the message contains a EPS authentication challenge, the UE shall proceed as specified in (c); if the SQN is invalid, the UE shall follow the procedure specified in this subclause (d), starting again from the beginning.


The UE shall deem that the network has failed the authentication check and proceed as described in (e) if any of the following occurs:

-
the timer T3420 expires;

-
the UE detects any combination of the authentication failures: "MAC failure" or "invalid SQN", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only if the authentication challenges causing the second and third authentication failure are received by the UE while the timer T3418 or T3420 started after the previous authentication failure is running.
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Figure 5.4.2.7.2: Authentication Failure Procedure (reject cause "synch failure")

e)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and the NAS signalling connection, and treat the active cell as barred (see 3GPP TS 36.331 [14]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

f)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

g)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to continue with the ongoing procedure that triggered the authentication procedure.

h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


It is up to the UE implementation how to continue with the ongoing procedure that triggered the authentication procedure.
NOTE:
In cases g) or h), the UE can continue with the ongoing procedure by e.g. using a retransmission mechanism of the uplink message (the one that has previously failed to be transmitted) with new sequence number and message authentication code information thus avoiding to restart the whole procedure that triggered the EMM procedure.
* * *  3rd change (item 1, security mode control) * * * *

5.4.3.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers (if the security mode control procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

b)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication with TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the security mode control procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to continue with  the ongoing procedure that triggered the security mode control procedure.

c)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication without TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)


It is up to the UE implementation how to continue with the ongoing procedure that triggered the security mode control procedure.
NOTE:
The UE can continue with the ongoing procedure by e.g. using a retransmission mechanism of the uplink message (the one that has previously failed to be transmitted) with new sequence number and message authentication code information thus avoiding to restart the whole procedure that triggered the EMM procedure.
* * * 4th change (item 2) * * * *

8.2.4
Attach request

8.2.4.1
Message definition

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.4.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.8
	M
	V
	1

	
	EPS attach type
	EPS attach type

9.9.3.9
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier

9.9.3.19
	M
	V
	1/2

	
	Old GUTI or IMSI
	EPS mobile identity

9.9.3.10
	M
	LV
	5-12

	
	MS network capability
	MS network capability

9.9.3.18
	M
	LV
	3-9

	
	DRX parameter
	DRX parameter

9.9.3.6a
	M
	V
	2

	
	ESM message container
	ESM message container

9.9.3.13
	M
	LV-E
	2-n

	52
	Last visited registered TAI
	Tracking area identity

9.9.3.28
	O
	TV
	6

	
	
	

	
	
	

	13
	Old location area identification
	Location area identification

9.9.2.2
	O
	TV
	6

	9-
	TMSI status
	TMSI status

9.9.3.27a
	O
	TV
	1


Editor's note: The length of the TAI is FFS.

Editor's note: New Type of IE format LV-E is required to be defined for the mandatory ESM message container and needs to be specified in TS 24.007.

Editor's note: Regardless of the fact that ESM message container is mandatory IE the EMM layer shall check only existence and length of the IE before passing it to the ESM layer. This needs to be specified in TS 24.301 clause 7.

8.2.4.2
Last visited registered TAI

This IE shall be included if the UE holds a valid last visited registered TAI.



8.2.4.3
Old location area identification
The UE shall include this IE during a combined attach procedure if it has a valid location area identification.

8.2.4.4
TMSI status

The UE shall include this IE during combined attach procedure if it has no valid TMSI available.

* * * 5th change (item 2) * * * *

9.9.3.6a
DRX parameter


See subclause 10.5.5.6 in 3GPP TS 24.008 [6].
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