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1. Introduction

In section 6.8.2.2.1, there is an editor's note that states “it is FFS how ANDSF performs the access control (i.e., user authentication and authorization) to access network discovery information and limit the amount of information delivered to the UE”.  In the understanding of ANDSF in Release 8, inter-system handover would only be based upon a single operator.  This implies the operator would own a mixture of 3GPP access (e.g. E-UTRAN) and non-3GPP access (e.g. WiMax).  Also, based on the current architecture in Release 8 for ANDSF, there does not exist an interface between ANDSF and the AAA server.  

2. Reason for Change

Based on the background highlighted above, it might be possible for the AAA server to pass a token via the UE to the ANDSF in order to allow the ANDSF to perform access control.  This can overcome the lack of interface between the ANDSF and AAA server.  The figure below illustrates the sequence of event.
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During the UE's authentication procedure to the 3GPP access, the AAA server would provide a token to the UE if the UE subscriber policy indicates that the UE is able to obtain access network information from the ANDSF (shown in step 1).  This token could be encrypted such a way that it is opaque to the UE to prevent the UE from modifying information contained in the token.   It could also be cryptographically signed by the AAA server so that the ANDSF can verify its validity.  The token may also convey the limitation on information the UE may receive from the ANDSF. Furthermore, some options for the transport of the token could be either in the Protocol Configuration Option (PCO), EAP Success message or even the EAP-AKA Notification message.  When the UE needs to make a request for access network information from ANDSF, the UE would pass the token obtained from the AAA server to ANDSF (shown in step 2).  One example is for the UE to add the token using the OMA-DM session alert message sent to the ANDSF during the pull model.  With the reception of the token, the ANDSF would then verify if the UE is able to access the ANDSF services.  Likewise, if the token from AAA server conveys limitation on amount of information that UE may receive from ANDSF, the ANDSF would take note of this indication from the AAA server.
3. Conclusions

It is proposed to

· remove editor's note in section 6.8.2.2.1 regarding on how ANDSF performing access control 

· add a new section that specifies how UE would obtain and pass a token to ANDSF for access control

· add a new section that specifies how the ANDSF would verify if the token is genuine

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.1.0.

* * * First Change * * * *

6.8.2.2.1
UE discovering the ANDSF

The domain name or the IP address of the ANDSF can be provisioned in the UE by the home operator. If not provisioned in the UE,  the domain name or the IP address of the ANDSF can also be discovered by the UE by means of the DHCP query as specified in draft-ietf-mipshop-mos-dhcp-options [34]. The ANDSF IP address, the port and the transport protocol by which the UE can contact the ANDSF can be obtained by the UE as described in draft-ietf-mipshop-mos-dns-discovery [33].

Editor's note:
When a UE is roaming, how the UE's location can be obtained by the ANDSF in order to provide the corresponding information to that UE is FFS.

Editor's note:
The granularity of the UE's location that the UE provides to the ANDSF is FFS.

Editor's note:
It is FFS how the UE can avoid the ping-ponging due to performing the inter-system changes based on the information provided by the ANDSF. 


Editor's note:
Other solution for the UE to retrieve the IP address of the ANDSF is FFS.

When performing DNS resolution, the UE shall build a Fully Qualified Domain Name (FQDN) for the DNS request and select the IP address of the ANDSF included in the DNS response message.

When performing DHCP resolution, the UE shall perform DHCP query and select the IP address of the ANDSF offered by the DHCP Server, or perform another DNS query to get the IP address of the ANDSF when the DHCP Server only provides the domain name of the ANDSF.

* * * End of First Change * * * *

* * * Second Change * * * *

6.8.2.2.x
Role of UE for Access Control
During the authentication procedure with the EPC, the UE shall store a token provided by AAA server for access control purposes to ANDSF. This token from the AAA server may convey the limitation on the amount of information UE can receive from the ANDSF. When the UE sends a request to ANDSF, e.g. session alert message from OMA-DM, etc., the UE shall include this stored token in the request message to the ANDSF. 
Editor's Note:

This procedure of how the token could be transported from the AAA server to UE is for FFS.  One example is for the token being passed from AAA server to UE could use the Protocol Configuration Option (PCO), EAP Success message or EAP-AKA Notification message. 
* * * End of Second Change * * * *

* * * Third Change * * * *
6.8.2.3.x
Role of ANDSF for Access Control
The ANDSF shall verify if the token provided by the UE in the request message permits the UE to utilize the ANDSF services. One example for verification is to determine if the token has been digitally signed by AAA server. In addition, ANDSF may derive from the token the limitation on the amount of information that can be provided to the UE.  
* * End of Third Change * * * *
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