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Introduction

According to the current version of the SAE security architecture specification (TS 33.401, v 8.1.1), during an intersystem handover from GERAN/UTRAN to E-UTRAN the MME expects to receive the EPS security capabilities from the SGSN during the handover preparation phase. A comparison with the SAE architecture specification (TS 23.401) shows, however, that it cannot be taken for granted that this information is available in all cases. The present document briefly discusses the problem and proposes to inform SA3 of the problem via LS.
Description of the problem

As the text in Annex A and B shows, both SA2 and SA3 are currently assuming that during an intersystem handover from GERAN/UTRAN to E-UTRAN the MME expects to receive the EPS security capabilities from the SGSN in the Forward Relocation Request message during the handover preparation phase. 

More precisely, the EPS security capabilities are expected to be included in the MS Network Capability IE which in turn is included in the MM Context IE according to TS 29.060.
On the other hand, if we look at the description of the UE network capability IE in TS 23.401, SA2 seems to be well aware of the fact that there are SGSN implementations (and will be MME implementations (?)) which do not pass on the whole information they have received directly from the UE during an attach or routing/tracking area updating procedure, but only those octets they are able to interpret according to the version of the NAS protocol they have implemented. For this reason, SA2 has specified that
In order to ensure that the UE Core Network Capability information stored in the MME is up to date (e.g. to handle the situation when the USIM is moved into a different device while out of coverage, and the old device did not send the Detach message; and the cases of inter-RAT Tracking Area Update), the UE shall send the UE Core Network Capability information to the MME during the Attach and non-periodic Tracking Area Update procedure within the NAS message.

The MME shall store always the latest UE Core Network Capability received from the UE. Any UE Core Network Capability that an MME receives from an old MME/SGSN is replaced when the UE provides the UE Core Network Capability with the Tracking Area Update signalling.
A similar description can already be found in TS 23.060 where a similar issue came up with the introduction of new parameters to the MS network capability due to 3G GPRS. In this case it turned out that some 2G SGSNs did not forward all the necessary information; however, the situation was different in so far as the new parameters were not needed by the 3G SGSN during Gb mode to Iu mode intersystem handover, but only afterwards. (During Gb mode to Iu mode intersystem handover, the UE's security capabilities are passed in a transparent container from the source BSS to the target RNC.)
A closer look at TS 24.008 shows that although in 2000, CN1 increased the maximum length of the MS network capability IE to 10 octets (see CR 24.008–211rev1; N1-000722), it was not stated clearly that the SGSN is required to forward all up to 10 octets during inter-SGSN routing area update. (PS handover for A/Gb mode was standardized years later, in Rel-6.) The text in the reason for change of the CR could even be understood as a justification to discard the not understood information: 

The 2G-SGSN will receive the MS Network Capability IE from the 3G-SGSN and it may discard the octets after the 3rd since it cannot process them.
Indeed, experience from IOT tests and real-life networks shows that SGSN implementations which truncate the not understood octets still exist.

So we are in the situation that we cannot take as granted that the EPS security algorithms which CT1 has added to the MS network capability IE are actually delivered to the MME. But the MME needs this information in order to proceed with the handover resource reservation towards the target eNB.
Possible Solution
Since SA3 has defined two default algorithms for NAS ciphering and integrity protection which all Rel-8 UEs supporting E-UTRAN have to implement, a possible way forward would be that for Rel-8 the MME assumes support of these default algorithms and selects the NAS security algorithms and informs the target eNB accordingly. The explicit signalling of the supported security algorithms between core network nodes will not be necessary, until SA3 sees a need to introduce an additional security algorithm. This would give the operators some time to upgrade their networks so that the MS network capability information is passed between SGSN and MME and between MMEs without truncation, 
Proposal

It is proposed to inform SA3 via LS that the assumption that the MME will receive the UE's security capabilities during the preparation phase of an intersystem handover to E-UTRAN is not correct, especially, if the source SGSN is a pre-Rel-8 SGSN. SA3 should therefore check whether at least for Rel-8 it would be acceptable that the MME assumes that the UE supports only the default algorithms and selects the NAS algorithms accordingly. 

Annex A, TS 33.401, v 8.1.1

<begin quote>
9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedures

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN.
SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A.MME and UE shall derive the NAS keys and KeNB from K'ASME.
SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN security capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include KeNBin the relocation request to the target eNB. The target eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command. MME shall send a NONCEMME and the KSI (KSIASME or KSISGSN) to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC

MME shall send KSIASME and KSISGSN to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context. UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB. For this purpose the target MME shall provide both mapped and cached context based KeNB for the target eNB along with KSIASME and KSISGSN if cached security context exists in the MME. The same algorithms, indicated to the UE inside E-UTRAN to UTRAN the transparent container, are used regardless of whether cached or mapped KeNB is used.

If the UE has cached security context and the network indicated that it has cached security context the TAU Request message shall be integrity protected and created as described in section 9.1.2, except that the UE does not include NONCEUE into the TAU Request. Otherwise the UE shall use the mapped security context and protects the TAU Request with the same algorithms as selected for RRC.
If EPS does not have the cached EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the cached EPS security context indicated in the TAU Request, the newly generated keys or the cached EPS security context shall be taken into operation as soon as possible.
<end quote>
Annex B, TS 23.401, Draft Interim Version v 8.3.0+

<begin quote>
5.5.2.2
UTRAN Iu mode to E-UTRAN Inter RAT handover

5.5.2.2.1
General

The UTRAN Iu mode to E-UTRAN Inter RAT handover procedure takes place when the network decides to perform a handover. The decision to perform PS handover from UTRAN Iu mode to E-UTRAN is taken by the network based on radio condition measurements reported by the UE to the UTRAN RNC.

5.5.2.2.2
Preparation phase
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Figure 5.5.2.2.2-1: UTRAN Iu mode to E-UTRAN Inter RAT HO, preparation phase

1.
The source RNC decides to initiate an Inter-RAT handover to the E-UTRAN. At this point both uplink and downlink user data is transmitted via the following: Bearers between UE and source RNC, GTP tunnel(s) between source RNC, source SGSN (only in case Direct Tunnel is not used), Serving GW and PDN GW.

NOTE 1:
The process leading to the handover decision is outside of the scope of this specification.

2.
The source RNC sends a Relocation Required (Cause, Target eNodeB Identifier, Source RNC Identifier, Source RNC to Target RNC Transparent Container, Bearers Requesting Data Forwarding List) message to the source SGSN to request the CN to establish resources in the target eNodeB, Target MME and the Serving GW. The 'Bearers Requesting Data Forwarding List' IE contains that list of RABs for which the source RNC decided that data forwarding (direct or indirect) is necessary.

3.
The source SGSN determines from the 'Target eNodeB Identifier' IE that the type of handover is IRAT Handover to E-UTRAN. The Source SGSN initiates the Handover resource allocation procedure by sending Forward Relocation Request (IMSI, Target Identification, MM Context, PDP Context, SGSN Tunnel Endpoint Identifier for Control Plane, SGSN Address for Control plane, Source to Target Transparent Container, RAN Cause, Direct Forwarding Flag, ISR Supported) message to the target MME. This message includes all PDP contexts corresponding to all the bearers established in the source system and the uplink Tunnel endpoint parameters of the Serving GW. If the information ISR Supported is indicated, this indicates that the source MME is capable to activate ISR for the UE. When ISR is activated the message should be sent to the MME that maintains ISR for the UE when this MME is serving the target identified by the Target Identification. RAN Cause indicates the Cause as received from source RNC. Source to Target Transparent Container contains the Source RNC to Target RNC Transparent Container as received from source RNC.

The PDP Contexts shall be sent in a prioritized order, i.e. the most important PDP Context first. The prioritization method is implementation dependent, but should be based on the current activity.

NOTE 2:
Assigning the highest priority to the PDP context without TFT could be done to get service continuity for all ongoing services regardless of the number of supported EPS bearers in the UE and network.


The 'Direct Forwarding Flag' IE indicates if Direct Forwarding of data to the target side shall be used or not. This flag is set by the source SGSN.


The MM context contains security related information, e.g. UE capabilities and used NAS integrity and ciphering algorithm(s) as well as keys, as described in TS 29.060 [14].

The target MME selects the ciphering algorithm to use. This algorithm will be sent transparently from the target eNodeB to the UE in the Target to Source Transparent Container (EPC part).


The target MME maps the PDP contexts to the EPS bearers 1-to-1 and maps the pre-Rel-8 QoS parameter values of a PDP context to the EPS Bearer QoS parameter values of an EPS bearer as defined in Annex E. The MME establishes the EPS bearer(s) in the indicated order. The MME deactivates the EPS bearers which cannot be established.

Editor's note:
This needs to be aligned with security requirements for Release 8.


4.
The target MME determines if the Serving GW is relocated, e.g., due to PLMN change. If the Serving GW is relocated, the target MME selects the target Serving GW as described under clause 4.3.8.2 on "Serving GW selection function". The target MME sends a Create Bearer Request message (IMSI, MME Address and TEID, MME Tunnel Endpoint Identifier for Control Plane, MME Address for Control plane, PDN GW address(es) for user plane, PDN GW UL TEID(s) for user plane, PDN GW address for control plane, and PDN GW TEID(s) for control plane, the Protocol Type over S5/S8) to the target Serving GW. The Protocol Type over S5/S8 is provided to Serving GW which protocol should be used over S5/S8 interface.

4a.
The target Serving GW allocates its local resources and returns them in a Create Bearer Response (Serving GW address(es) for user plane, Serving GW UL TEID(s) for user plane, Serving GWAddress for control plane, Serving GW TEID for control plane) message to the target MME.

5.
The target MME requests the target eNodeB to establish the bearer(s) by sending the message Handover Request (UE Identifier, S1AP Cause, KeNB, allowed AS Integrity Protection and Ciphering algorithm(s), KSI, NAS Integrity Protection and Ciphering algorithm(s), EPS Bearers to be setup list, Source to Target Transparent Container). NAS Integrity Protection and Ciphering algorithm(s), KSI and key derivation parameters are targeted for the UE. S1AP Cause indicates the RAN Cause as received from source SGSN.

The target MME derives K'ASME from CK and IK in the MM context and associates it with KSI, as described in TS 33.401 [41] and selects NAS Integrity Protection and Ciphering algorithm(s). The MME and UE derive the NAS keys and KeNB from K'ASME. If the MME shares an EPS security association with the UE, the MME may activate this cached EPS security context by initiating a NAS SMC procedure after having completed the handover procedure.




For each EPS bearer requested to be established, 'EPS Bearers To Be Setup' IE shall contain information such as ID, bearer parameters, Transport Layer Address, and S1 Transport Association. The target MME shall not request resources for which the Activity Status Indicator within a PDP Context indicates that no active radio bearer exist on the source side for that PDP context. The Transport Layer Address is the Serving GW Address for user data, and the S1 Transport Association corresponds to the uplink Tunnel Endpoint Identifier Data.


The information about the selected ciphering and integrity protection algorithm(s), KSI and key derivation parameter will be sent transparently from the target eNodeB to the UE in the Target to Source Transparent Container, and in the message UTRAN HO Command from source RNC to the UE. This will then allow data transfer to continue in the new RAT/mode target cell without requiring a new AKA (Authentication and Key Agreement) procedure.


The target eNodeB selects AS integrity and ciphering algorithm(s). In addition to the information provided by the MME (KSI, NAS Integrity Protection and Ciphering algorithm(s) and key derivation parameter), the target eNodeB inserts AS integrity and ciphering algorithm(s) into the UTRAN RRC message, which is contained in the Target to Source Transparent Container.
5a.
The target eNodeB allocates the requested resources and returns the applicable parameters to the target MME in the message Handover Request Acknowledge (Target to Source Transparent Container, EPS Bearers setup list, EPS Bearers failed to setup list). Upon sending the Handover Request Acknowledge message the target eNodeB shall be prepared to receive downlink GTP PDUs from the Serving GW for the accepted EPS bearers.

6.
If 'Indirect Forwarding' and relocation of Serving GW applies the target MME sends an Create Bearer Request message (IMSI, MME TEID for control plane, MME Address for control plane,, Target eNodeB Address, TEID(s) for DL user plane) to the target Serving GW.



6a.
The target Serving GW returns a Create Bearer Response (Cause, Serving GW DL TEID(s)) message to the target MME.

7.
The target MME sends the message Forward Relocation Response (Cause, List of Set Up RABs, MME Tunnel Endpoint Identifier for Control Plane, Cause, MME Address for control plane, Target to Source Transparent Container, Address(es) and TEID(s) for Data Forwarding, Serving GW change indication) to the source SGSN. Serving GW change indication indicates a new Serving GW has been selected.


The IE 'Address(es) and TEID(s) for User Traffic Data Forwarding' defines the destination tunnelling endpoint for data forwarding in target system, and it is set as follows. If 'Direct Forwarding' is applicable, then the IEs 'Address(es) and TEID(s) for Data Forwarding' contains the DL GTP-U tunnel endpoint parameters to the eNodeB.


If 'Indirect Forwarding' is applicable the IEs 'Address(es) and TEID(s) for Data Forwarding' contains the DL GTP-U tunnel endpoint parameters to the Target eNodeB or to the Target Serving GW for Serving GW re-location.

8.
If "Direct Forwarding" is not applicable, the source SGSN shall send the message Create Bearer Request (Cause, Address(es) and TEID(s) for Data Forwarding (see step 7), NSAPI(s)) to the Serving GW used for indirect packet forwarding. The Cause shall indicate that the Bearer is subject to data forwarding.


Indirect forwarding may be performed via a Serving GW which is different from the Serving GW used as the anchor point for the UE.

8a.
The Serving GW returns the forwarding user plane parameters by sending the message Create Bearer Response (Cause, Serving GW Address(es) and TEID(s) for Data Forwarding). If the Serving GW doesn't support data forwarding, an appropriate cause value shall be returned and the Serving GW Address(es) and TEID(s) will not be included in the message.

<end quote>
Annex C, TS 23.401, Draft Interim Version v 8.3.0+

<begin quote>
5.11
UE Capability Handling

…

5.11.3
UE Core Network Capability

The UE Core Network Capability contains non radio-related capabilities, e.g. the NAS security algorithms etc. The UE Core Network Capability has the same format and content as the MS Network Capability specified in TS 24.008 [47]. The UE Core Network Capability is transferred between CN nodes at MME to MME, MME to SGSN, SGSN to SGSN, and SGSN to MME changes.
In order to ensure that the UE Core Network Capability information stored in the MME is up to date (e.g. to handle the situation when the USIM is moved into a different device while out of coverage, and the old device did not send the Detach message; and the cases of inter-RAT Tracking Area Update), the UE shall send the UE Core Network Capability information to the MME during the Attach and non-periodic Tracking Area Update procedure within the NAS message.
The MME shall store always the latest UE Core Network Capability received from the UE. Any UE Core Network Capability that an MME receives from an old MME/SGSN is replaced when the UE provides the UE Core Network Capability with the Tracking Area Update signalling.

If the UE's UE Core Network Capability information changes (in either ECM-CONNECTED or in ECM-IDLE state (including cases of being in GERAN/UTRAN coverage and having ISR activated)), the UE shall perform a Tracking Area Update ('type' different to 'periodic') when it next returns to E‑UTRAN coverage - see clause 5.3.3.0.

<end quote>
