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1
Scope

…

Editor's note: Currently the home agent address is the only parameter provided by the network for use with DSMIPv6 or MIPv4. The need for other parameters is FFS.

(E1.01)
Editor's note: For optimized handover from cdma2000® HRPD to E-UTRAN, EMM and ESM signalling messages will be tunnelled between UE and MME via the cdma2000® HRPD access network and the S101 interface. Currently no impact on the NAS protocols has been identified.
(E1.02)
2
References

…

[9]
3GPP TR 29.804: "3GPP Evolved Packet System: CT WG3 Aspects (Stage3)".

Editor's note: This reference will be replaced by a reference to a TS under CT3's responsibility.

(E2.01) (C1-083949)
3
Definitions and abbreviations

3.1
Definitions

…

TAI list: A list of TAIs that identify the tracking areas that the UE can enter without performing a tracking area update procedure. The TAIs in a TAI list assigned by an MME to a UE pertain to the same MME area. Additionally, the TAIs in a TAI list assigned by an MME to a CS fallback capable UE pertain to the same location area (see 3GPP TS 23.272 [3A]). In this case, the defining of the relationship between the tracking area(s) and the location area(s) is operator specific.

Editor's note: It is FFS whether updates of the above descriptions are needed.
(E3.01)
4.4
NAS security

4.4.1
General

…
When an ESM message is piggybacked in an EMM message, e.g. the ESM default EPS bearer context activation procedure and the EMM attach procedure, there is one sequence number IE and one message authentication code IE for the combined NAS message.

Editor's note: It is FFS how to apply security for transport of multiple NAS ESM messages at once.

(E4.01) Caroline (NEC)

4.4.2
Handling of NAS COUNT and NAS sequence number
4.4.2.1
General

…
Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.

(E4.02)
...
Editor's note: Other general details are FFS.

(E4.03)
4.4.2.3
Integrity protection and verification

…

Editor's note: Other details of integrity protection and verification are FFS.

(E4.04)
4.4.2.4
Ciphering and deciphering

…
Editor's note: Other details of ciphering and deciphering are FFS.

(E4.05)
4.4.3.2
Integrity checking of NAS signalling messages in the UE

…

Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

(E4.06)
4.4.3.3
Integrity checking of NAS signalling messages in the MME
…

Editor's note: Whether the messages TRACKING AREA UPDATE REQUEST, SERVICE REQUEST and DETACH REQUEST (if sent after security has been activated) need to be included in this list is FFS.
(E4.07)
Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

(E4.08)
5
Elementary procedures for EPS mobility management 

5.1
Overview

5.1.1
General

Editor's note: The existence of other protocol entities to which the EMM sublayer provides connection management services is FFS.

(E5.01)
Editor's note: The relationship between the EMM entity described in this TR and the GMM entity in 3GPP TS 24.008 [6] is FFS.

(E5.02)
5.1.3
EMM sublayer states

5.1.3.1
General

…

Editor's note: For UEs supporting both E-UTRAN and UTRAN/GERAN the relationship between the EMM state machine and the GMM state machine is FFS. 

(E5.03)
5.1.3.2
EMM sublayer states in the UE

…

5.1.3.2.2
Main states

…

5.1.3.2.2.7
EMM-SERVICE-REQUEST-INITIATED

…

Editor's note: Currently the linkage between EMM and GMM state machine is not indicated in this state diagram. Whether it will be included in a revised version of the figure is FFS.

(E5.04)
Editor's note: The impact of handover and idle mode mobility from E-UTRAN to cdma2000® HRPD on the EMM state diagram is FFS.

(E5.05)
5.1.3.2.3
Substates of state EMM-DEREGISTERED

…

5.1.3.2.3.7
EMM-DEREGISTERED.ATTACH-NEEDED

Valid subscriber data are available for the UE and for some reason an attach must be performed as soon as possible. This state can be entered if the access class is blocked due to access class control.

Editor's note: it is FFS whether other access control mechanism than the one described in 3GPP TS 36.304 will apply in EPS and will have impact on this state.

(E5.06) (C1-084551)

5.1.3.2.4
Substates of state EMM-REGISTERED

…

5.1.3.2.4.6
EMM-REGISTERED.UPDATE-NEEDED

The UE has to perform a tracking area updating procedure, but access to the current cell is barred. The procedure will be initiated as soon as access is granted, for example due to a cell-reselection or due to change of the access classes allowed in the current cell. No EMM procedure except tracking area updating shall be initiated by the UE in this substate.

Editor's note: it is FFS whether other access control mechanism than the one described in 3GPP TS 36.304 will apply in EPS and will have impact on this state.

(E5.07) (C1-084551)

5.2.2
UE behaviour in state EMM-DEREGISTERED

5.2.2.1
General

…

Editor's note: Other conditions are FFS.

(E5.08)
5.2.2.3.3
ATTEMPTING-TO-ATTACH

…

Editor's note: Other conditions are FFS.

(E5.09)
5.2.3
UE behaviour in state EMM-REGISTERED 

…

5.2.3.2.2
ATTEMPTING-TO-UPDATE

…

Editor's note: Other conditions are FFS.

(E5.10)
5.3.2
Lists of forbidden tracking areas
…

Editor's note: Whether 10 entries are sufficient is FFS.
(E5.11) Peter Dawes (Vodafone)
5.3.4
Handling of the periodic tracking area update timer and mobile reachable timer

…

Editor's note: How the value of the timer T34xx is set is FFS.
(E5.12)
Editor's note: Adding descriptions of the timer T34xx and the Extended Mobile Reachable timer in table 10.2.1 and table 10.2.2 is FFS. 
(E5.13)
5.4.2.3
Authentication response by the UE

…

Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

(E5.14)
5.4.2.6
Authentication not accepted by the UE

…

Editor's note: It is FFS under which conditions, if any, the UE will accept a UMTS authentication challenge via E‑UTRAN.

(E5.15) Caroline (NEC)
5.4.2.7
Abnormal cases

…

Editor's note: The description of the behaviour concerning local release and treating the cell as barred may need to be re-considered once RAN2 has provided the corresponding functionality.

(E5.16) (C1-084144)

5.4.3
Security mode control procedure
5.4.3.1
General

…
Editor's note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures for optimisation purposes.

(E5.17) (C1-084143)

5.4.3.5
NAS security mode command not accepted by the UE

…

Editor's note: The actions to be taken by the network are FFS.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.

(E5.18)
5.4.3.7
Abnormal cases on the network side
…

c)
Procedure collision

Editor's note: Details are FFS.

(E5.19) (C1-084002)

5.4.4
Identification procedure

5.4.4.2
Identification initiation by the network

…

Editor's note: The use of this procedure to request other types of mobile equipment identifiers is FFS.
(E5.20)
5.4.4.5
Abnormal cases in the UE

…
Editor's note: Other abnormal cases in the UE need to be defined.

(E5.21)
Editor's note: The abnormal cases on the network side need to be defined.

(E5.22) Robert (NSN)
5.4.5
EMM information procedure 

5.4.5.3
EMM information procedure in the UE

…

Editor's note: Cause value used in GMM is #97 "message type non-existent or not implemented", check if different here.

(E5.23) Tom Kavanaugh (Sierra Wireless) [tkavanaugh@sierrawireless.com]
5.5
EMM specific procedures

5.5.1
Attach procedure

5.5.1.2.5
Attach not accepted by the network

…

#19
(ESM failure);

Editor's note: The UE actions for cause value #19 are FFS.

(E5.24) (C1-084146)

5.5.2.2
UE initiated detach procedure
5.5.2.2.1
UE initiated detach procedure initiation

…

Editor's note: Details for the case the UE detaches from EPS services only when it has already registered to both EPS and non-EPS services are FFS.
(E5.25)
5.5.2.3.2
Network initiated detach procedure completion by the UE
Editor's note: The impacts from reception of an EMM cause code different from the ones listed above and the actions the UE shall take when receiving such cause code are FFS.

(E5.26) Magnus (Ericsson)
5.5.3
Tracking area updating procedure (S1 mode only)
5.5.3.1
General

…

Editor's note: Other purposes of using the tracking area updating procedure will be added if identified.

(E5.27)
Editor's note: The impact of idle mode signalling reduction on this procedure is FFS.

(E5.28)
5.5.3.2.2
Normal and periodic tracking area updating procedure initiation

Editor's note: if the SA3 revisits the issue of the key freshness during intersystem change, CT1 would have to align accordingly.

(E5.29) Caroline (NEC)
5.5.3.2.4
Normal and periodic tracking area updating procedure accepted by the network

…

Editor's note: It is FFS whether other information such as the "list of emergency numbers" are included in the TRACKING AREA UPDATE ACCEPT message.

(E5.30)
5.5.3.2.5
Normal and periodic tracking area updating procedure not accepted by the network

…

#12
(Tracking area not allowed);

…

Editor's note: If RAN2 is going to abandon the additional cell re-selection hysteresis at tracking area boundaries, the behaviour described above may need to be changed: the UE could remain in EMM-REGISTERED state, GUTI and all EPS bearer contexts could be kept.

(E5.31)
5.5.3.3.5
Combined tracking area updating procedure not accepted by the network

...

#7

(GPRS services not allowed);

Editor's note: The handling of timer T3212 for non-EPS service is FFS.

(E5.32)
#14
(GPRS services not allowed in this PLMN);

Editor's note: The handling of timer T3212 for non-EPS service is FFS.

(E5.33)
5.6.1
Service request procedure

5.6.1.1
General

…

Editor's note: While stage 2 only describes service request procedure to move the UE from EMM-IDLE to EMM-CONNECTED, some use cases have been identified in CT1 when the UE needs to start service request procedure while in EMM-CONNECTED: after a tracking area update procedure without "active" flag set and user data needs to be sent in the UE; when user data needs to be sent while in EMM-CONNECTED but for some reason the corresponding user plane bearer was released by the access stratum. Other cases are FFS. Further investigation is required in CT1 for how these use cases can be covered.

(E5.34) (C1-084357)

Editor's note: The interaction of this procedure with other MM procedures is FFS.

(E5.35)
5.6.1.4
Service request procedure not accepted by the network

#10
(Implicitly detached);

…

Editor's note: The need to re-establish any previously activated EPS bearer context is FFS.

(E5.36)
#12
(Tracking area not allowed);

…

Editor's note: If RAN2 is going to abandon the additional cell re-selection hysteresis at tracking area boundaries, the behaviour described above may need to be changed: the UE could remain in EMM-REGISTERED state, GUTI and all EPS bearer contexts could be kept.

(E5.37)
5.6.2
Paging procedure

5.6.2.1
General

…

Editor's note: the use of the paging procedure for other purposes is FFS.

(E5.38)
5.6.2.2.2
Paging for EPS services through E-UTRAN using IMSI

…

NOTE 3:
Paging without DRX parameters can require a considerable extension of the paging duration.

Editor's note: It is FFS if NOTE 3 is applicable for EPS.
(E5.39)
5.6.2.3
Paging for CS fallback

…
Editor's note: The information which needs to be contained in the CS SERVICE NOTIFICATION message is FFS.
(E5.40) Gottfried Punz (NEC)
6
Elementary procedures for EPS session management

6.1.3
ESM sublayer states

6.1.3.1
General

Editor's note: For a UE supporting both E-UTRAN and UTRAN/GERAN the relationship between the ESM state machine described in the following subclauses and the SM state machine described in 3GPP TS 24.008 [6] is FFS. 

(E6.01) Caroline (NEC)
6.2.2
IP address allocation via NAS signalling

…

If the UE requests for PDN type IPv4v6, but the subscription is limited to IPv4 only or IPv6 only for the requested APN, the MME shall set the PDN type in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent to the UE to a single address PDP type (IPv4 or IPv6).

Editor's note: the reason cause sent to the UE in this case is FFS. However the UE should not request another PDN connectivity to get a different PDN Type.

(E6.02) Tom Kavanaugh (Sierra Wireless) [tkavanaugh@sierrawireless.com]
If the UE requests PDN type IPv4v6, but the PDN GW operator preferences dictate the use of IPv4 addressing only or IPv6 addressing only for this APN a single IP version only, the MME shall set the PDN type in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent to the UE to a single address PDN type (IPv4 or IPv6).

Editor's note: the reason cause sent to the UE in this case is FFS. However the UE should not request another PDN connectivity to get a different PDN Type.

(E6.03) Tom Kavanaugh (Sierra Wireless) [tkavanaugh@sierrawireless.com]
If the UE requests PDN type IPv4v6, but the operator uses single addressing per bearer due to interworking with nodes of earlier releases, the MME shall set the PDN type in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent to the UE to a single IP version only. 

Editor's note: the reason cause sent to the UE in this case is FFS. However the UE may request another PDN connectivity to get a different PDN Type.
(E6.04) Tom Kavanaugh (Sierra Wireless) [tkavanaugh@sierrawireless.com]; (C1-084344) 
6.2.3
IPv6 stateless address allocation

…
After a default bearer has been established, the UE may send a Router Solicitation message to trigger the network to send a Router Advertisement (see IETF RFC 4861 [20]). The PDN GW (or the Serving GW if S5-PMIP reference point is used) shall periodically send Router Advertisement messages as soon as the default bearer has been established.

Editor's note: The timers used by the UE to send the Router Solicitation messages and by the network to send the Router Advertisement messages are FFS.

(E6.05) Gottfried Punz (NEC)
…
One prefix is included in the Router Advertisement. The Prefix Information Option which contains the prefixes shall have the A flag ("Autonomous Address-Configuration" flag) set and the L flag ("On-Link" flag) cleared.

Editor's note: The lifetime of the prefix included in the Router Advertisement is FFS.

(E6.06) Gottfried Punz (NEC)
6.2.4
IPv4 address allocation via DHCPv4

If the UE wants to configure the IPv4 address and additional IPv4 parameters that were not provided during the attach procedure (e.g. the DNS server address), the UE shall send a DHCPDISCOVER message and use DHCPv4 as specified in IETF RFC 2131 [16]. 

Editor's note: The type of identifier used by the UE in the DHCP protocol (e.g. client identifier) is FFS. 

(E6.07)
6.4.3
EPS bearer context modification procedure

…

6.4.3.5
Abnormal cases in the UE

Editor's note: The abnormal cases in the UE are FFS.

(E6.08) Caroline (NEC)
6.5.3
UE requested bearer resource allocation procedure

…

6.5.3.6
Abnormal cases on the network side

Editor's note: The abnormal cases on the network side are FFS.

(E6.09)
6.5.4
UE requested bearer resource release procedure

6.5.4.6
Abnormal cases on the network side

Editor's note: The abnormal cases on the network side are FFS.

(E6.10)
6.6
Miscellaneous procedures

6.6.1
Protocol configuration options

6.6.1.1
General
6.6.1.2
Protocol configuration options request procedure

6.6.1.2.1
General

Editor's note: the use of protocol configuration options request procedure for other purposes is FFS.

(E6.11) (C1-084484)

6.6.1.2.2
Protocol configuration options request initiated by the network

Editor's note: a description of timer T3489 needs to be added to table 10.3.2.

(E6.12) (C1-084333)
6.6.1.2.4
Protocol configuration options request completion by the network
Editor's note: the abnormal cases in the UE and on the network side need to be defined.
(E6.13) (C1-084333)
6.7
Reception of an ESM STATUS message by an ESM entity

7
Handling of unknown, unforeseen, and erroneous protocol data

8
Message functional definitions and contents

8.2
EPS mobility management messages

Editor's note: The detailed encoding of the information elements in all messages is FFS. It is assumed that existing information elements in other specifications, e.g. 3GPP TS 24.008 [6], will be reused when possible.

(E8.01)
Editor's note: In the following tables the presence indication for information elements reflects the logical requirement for mandatory or optional inclusion in a message. For reasons of coding efficiency CT1 can decide e.g. to specify an information element as mandatory IE, although in the table it is indicated as optional. The order of sequence of information elements is FFS.
(E8.02)
8.2.1
Attach accept

8.2.1.1
Message definition

Editor's note: New Type of IE format LV-E is required to be defined for the mandatory ESM message container and needs to be specified in TS 24.007.

(E8.03) Marko (Nokia)
Editor's note: Regardless of the fact that ESM message container is mandatory IE the EMM layer shall check only existence and length of the IE before passing it to the ESM layer. This needs to be specified in TS 24.301 clause 7.
(E8.04) Marko (Nokia)
Editor's note: If one or more ESM message is to be carried in the ATTACH ACCEPT message is FFS.

(E8.05) (C1-084492)

Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.

(E8.06) (C1-084492)
8.2.2
Attach complete

8.2.2.1
Message definition

Editor's note: New Type of IE format LV-E is required to be defined for the mandatory ESM message container and needs to be specified in TS 24.007.

(E8.07) Marko (Nokia)
Editor's note: Regardless of the fact that ESM message container is mandatory IE the EMM layer shall check only existence and length of the IE before passing it to the ESM layer. This needs to be specified in TS 24.301 clause 7.

(E8.08) Marko (Nokia)
Editor's note: It is FFS whether an ESM message to accept default EPS bearer context is sent in ESM message container IE or if the EMM message and the ESM message are concatenated.

(E8.09) (C1-084492)

8.2.2.2
ESM message container

Editor's note: If one or more ESM message is to be carried in the ATTACH COMPLETE message is FFS.

(E8.10) (C1-084492)
Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.

(E8.11) (C1-084492)

8.2.3
Attach reject

8.2.3.2
ESM message container

Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.

(E8.12) (C1-084492)

8.2.4
Attach request

8.2.4.1
Message definition

Editor's note: The length of the TAI is FFS.

(E8.13)
Editor's note: New Type of IE format LV-E is required to be defined for the mandatory ESM message container and needs to be specified in TS 24.007.

(E8.14) Marko (Nokia)
Editor's note: Regardless of the fact that ESM message container is mandatory IE the EMM layer shall check only existence and length of the IE before passing it to the ESM layer. This needs to be specified in TS 24.301 clause 7.

(E8.15) Marko (Nokia)
8.2.4.3
DRX parameter

Editor's note: The condition for including this IE is FFS.

(E8.16) Caroline (NEC)
8.2.4.4
ESM message container

Editor's note: If one or more ESM message is to be carried in ATTACH REQUEST message is FFS.

(E8.17) (C1-084492)
Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.

(E8.18) (C1-084492)
8.2.7
Authentication request

Editor's note: There is an open issue between SA3 and CT4 as to whether the UE should also allow an UMTS challenge.

(E8.19) (C1-083788)
8.2.8
Authentication response

8.2.10
Detach request

8.2.10.1
Detach request (UE originating detach)

Editor's note: The need of inclusion of the KSI in the DETACH REQUEST is FFS.

(E8.20)
8.2.11
EMM information

8.2.11.4
Local time zone

Editor's note: Is it possible that the Tracking area list includes TAs with different time zones? FFS. In case the TA-list shall have the same Time zone, then a new requirement is required to restrict TA list to be chosen with the same time zone – FFS. 

(E8.21) (C1-084340)

8.2.11.5
Universal time and local time zone

Editor's note: Is it possible that the Tracking area list includes TAs with different time zones? FFS. In case the TA-list shall have the same Time zone, then a new requirement is required to restrict TA list to be chosen with the same time zone – FFS. 

(E8.22) (C1-084340)
8.2.15
Identity request

Editor's note: It is for further study whether when the IMEI is included that Message authentication code becomes mandatory.

(E8.23)
8.2.17
Security mode command

8.2.17.1
Message definition

Editor's note: The NonceMME IE may be included in TRACKING AREA UPDATE ACCEPT as well for the case where the SMC procedure can be combined or concatenated with the tracking area update procedures for optimization purposes.

(E8.24) (C1-084143)
8.3
EPS session management messages

Editor's note: The layout of the message header, apart from the protocol discriminator, is FFS.

(E8.25)
Editor's note: The detailed encoding of the information elements in all message is FFS. It is assumed that existing information elements in other specifications, e.g. 3GPP TS 24.008 [6], will be reused when possible.

(E8.26)
Editor's note: In the following tables the presence indication for information elements reflects the logical requirement for mandatory or optional inclusion in a message. For reasons of coding efficiency CT1 can decide e.g. to specify an information element as mandatory IE, although in the table it is indicated as optional. The order of sequence of information elements is FFS.

(E8.27)
8.3.3
Activate dedicated EPS bearer context request

8.3.3.1
Message definition

Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

(E8.28)
8.3.6
Activate default EPS bearer context request

8.3.6.1
Message definition

Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

(E8.29)
8.3.9
Bearer resource release reject

8.3.9.1
Message definition
Editor's note: The need for this message is FFS.

(E8.30) Caroline (NEC)
8.3.16
Modify EPS bearer context request

8.3.16.1
Message definition

Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

(E8.31)
8.3.17
PCO request

Editor's note: The details of the coding of the EPS bearer identity and the procedure transaction identifier are FFS.

(E8.32) (C1-084333)
8.3.18
PCO response

Editor's note: The details of the coding of the EPS bearer identity and the procedure transaction identifier are FFS.

(E8.33) (C1-084333)
8.3.19
PDN connectivity reject

8.3.19.1
Message definition
Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

(E8.34) (C1-083953)
8.3.20
PDN connectivity request

8.3.20.1
Message definition

Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

(E8.35) (C1-083788)
8.3.21
PDN disconnect reject

8.3.21.1
Message definition

Editor's note: The need for this message is FFS.

(E8.36) Caroline (NEC)
9
General message format and information elements coding

9.1
Overview

…
Editor's note: Definitions of the EPS bearer identity and the procedure transaction identity need to be added to 3GPP TS 24.007 [5].

(E9.01) (C1-083788)
9.3.2
EPS bearer identity

Bits 5 to 8 of the first octet of every EPS Session Management (ESM) message contain the EPS bearer identity. The EPS bearer identity and its use to identify a message flow are defined in 3GPP TS 24.007 [5].

Editor's note: It is proposed to define that value '0000' is to be used, if no EPS bearer identity is assigned to a procedure, values '0001 to '0100' are reserved, and values '0101' to '1111' are allocated for EPS bearer identity values 5 to 15, respectively.

(E9.02) (C1-083953)
9.4
Procedure transaction identity

Bits 1 to 8 of the second octet (octet 1a) of every EPS Session Management (ESM) message contain the procedure transaction identity. The procedure transaction identity and its use are defined in 3GPP TS 24.007 [5].

Editor's note: Whether all 8 bits will be allocated for the procedure transaction identity is FFS. If all 8 bits are allocated, it is proposed to define that value '0000 0000' is to be used, if no procedure transaction identity is assigned to a procedure, values '0000 0001 to '1111 1110' can be used to identify procedure transactions, and value '1111 1111' is reserved.

(E9.03) (C1-083953)

9.5
Message authentication code

The Message authentication code (MAC) information element contains the integrity protection information for the message. The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [11], and the integrity protection shall include octet 6 to n of the SECURITY PROTECTED NAS MESSAGE, i.e. the Sequence Number IE and the NAS message IE. In addition to the data that is to be integrity protected, the constant BEARER ID, DIRECTION bit and COUNT are input to the MAC algorithm. The BEARER ID is defined in TS 33.401 [11], the DIRECTION bit is 1 for uplink and 0 for downlink and the 32-bit COUNT is constructed as a padding octet (0x00) followed by the 16-bit overflow counter followed by the 8-bit sequence number for the NAS message. The MAC IE shall be included in the security protected NAS message if a valid NAS security context exists and security functions are started.

Editor's note: The detailed description of the input of the integrity protection algorithm will be moved to a different part of this specification.

(E9.04)
9.6
Sequence number

This IE includes the NAS message sequence number (SN).

Editor's note: The usage of the sequence number is FFS.

(E9.05)
9.7
NAS message

This IE includes a complete EMM or ESM NAS message as specified in subclause 8.2 and 8.3, or a combination of such messages. The SECURITY PROTECTED NAS MESSAGE and the SERVICE REQUEST message shall not be included in this IE.

Editor's note: It is FFS how a combined NAS message is organized, i.e. how many NAS messages it can consists of and which type of NAS messages (EMM and/or ESM) it may consist of.

(E9.06) Caroline (NEC)
9.9.3.4
Authentication response parameter

Editor's note: the minimum length of the information element is FFS.

(E9.07) Magnus (Ericsson)
Editor's note: the maximum length of the information element is FFS.

(E9.08) Magnus (Ericsson)
9.9.3.6a
DRX parameter

Editor's note: The coding of this information element is FFS.
(E9.09)
9.9.3.17
KSI and sequence number

Editor's note: The reference in the definition of the field KSIasme needs to be added, when the NAS key set identifier IE has been specified. 

(E9.10)
9.9.3.21a
Nonce

Editor's note: The coding of this information element is FFS.

(E9.11) Tom Kavanaugh (Sierra Wireless) [tkavanaugh@sierrawireless.com]
9.9.3.28
Tracking area identity

Editor's note: The length of the tracking area code (TAC) and the TAI is FFS.

(E9.12) (C1-084344)

Editor's note: It needs to be checked whether there are still operators using only two digits in the MNC in the LAI over the GERAN/UTRAN radio interface, although they should use a three digit MNC. If not, then the above statement: "For PCS 1900 for NA, Federal regulation mandates that a 3-digit MNC shall be used. However … " could be removed.

(E9.13)
9.9.4
EPS Session Management (ESM) information elements

9.9.4.2
ESM cause

Editor's note: The coding of the other cause values is FFS.

(E9.14) Tom Kavanaugh (Sierra Wireless) [tkavanaugh@sierrawireless.com]
9.9.4.2a
ESM information transfer flag
Editor's note: The coding of this information element is FFS.

(E9.15)
9.9.4.3
Linked EPS bearer identity

Editor's note: The coding of this information element is FFS.

(E9.16) (C1-084335)
9.9.4.12
SDF quality of service

Editor's note: The coding of this information element is FFS.

(E9.17) (C1-084478)
10.3
Timers of EPS session management

Editor's note: Considerations for defining ESM sublayer procedure transaction states in the MME e.g. for the ESM information procedure (see T3489) are FFS.

(E10.01)
Annex C (normative):
Storage of EMM information

Editor's note: Whether security context parameters need to be stored on the USIM to handle the case the USIM application on the UICC is changed is FFS.
(EC.01)
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