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1. Introduction
One of the co-authors of IETF I-D draft-arkko-eap-aka-kdf, Jari Arkko has analyzed the descriptions of EAP-AKA' and the Access Network Identity in the corresponding 3GPP specifications TS 33.402, TS 23.003, TS 24.302 and TS 29.273 and found several issues in the 3GPP specifications that need to be aligned with IETF draft-arkko-eap-aka-kdf or changed for improved functionality, he also noted some corresponding changes needed for draft-arkko. Jari sent his comments to the SA WG3 mailing list and there are corresponding CRs proposed to 33.402, which will be discussed in SA WG3, meeting the  same week as CT1#56.

The following 5 issues and questions are related to 24.302:

1.1  The AAA Server shall always send ANID to the UE in a trusted network. 
The current text in 24.302 states this is an option only, it is proposed to change "may" to "shall".

1.2  The UE should check the ANID. 
The UE should be able to check whether the ANID received from the AAA server corresponds to the UE's own understanding about which access network the UE is attached to. This Psuedo-CR is proposing to add this UE functionality.

1.3  Adding common network names as ANID definitions

The UE check of ANID (see above) is only feasible if the UE can know what the ANID is. Since UE implementations may not be updated once they have been released, it would be good to get as much information as possible about ANIDs and how they should be verified to the initial Rel-8 SAE specifications. Previous discussions about ANID were based on the understanding that the ANIDs of non-3GPP-access networks should be proposed and requested by the standardisation organisation responsible for the access network in question. Jari Arkko, however, points out that it is in 3GPP's mandate to specify how to obtain authenticated trusted access to EPC and therefore 3GPP definitions eg of generic ANIDs for various non-3GPP-access networks would be beneficial.  Therefore it is proposed to add generic ANIDs for  WLAN, Wired Ethernet and DSL access, that is, their ANID Prefixes (see below). This would only apply to the ANID allocation, it should by no means be interpreted as a need to work on the interworking specifications between those networks in more general sense. This can come later, if needed at all. 

1.4  Name space of the ANIDs, particularly possible ANID string overlap between different technologies 
The IETF draft-arkko-eap-aka-kdf expects the name spaces of the ANIDs to be globally unique, so that one network's ANID could not overlap another network's ANID. For instance, it would be bad if a WLAN with SSID given as "HRPD" would be represented as the "HRPD" ANID. One alternative is to consider the ANID allocations specified by  3GPP as "ANID Prefixes". That is, once someone has taken up e.g. the "HRPD" ANID Prefix others are not allowed to use the same string. If some SDO wants to use higher granularity than simply the name of the access technology, they have to use a prefix that ensures the remaining parts do not collide with any one else. E.g., ANID = "WLAN" followed by the SSID, as opposed to ANID = SSID. The structuring of ANID into ANID Prefix and optional additional ANID strings is proposed in this Pseudo-CR.
1.5  Length definition for the Access Network Identity

The length definition for the Access Network Identity is proposed to be aligned with draft-arkko-eap-aka-kdf.

2. Reason for Change

Alignment between TS 24.302 and IETF draft-arkko-eap-aka-kdf-09.txt.
3. Conclusions

<Conclusion part (optional)>

4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.302, version 1.1.0

* * * First Change * * * *
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function
ANID
Access Network Identity

APN
Access Point Name

DHCP
Dynamic Host Configuration Protocol
DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

eAN/PCF
Evolved Access Network Packet Control Function

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name

HRPD
High Rate Packet Data

HSGW
HRPD Serving Gateway

IEEE
Institute of Electrical and Electronics Engineers
IKEv2
Internet Key Exchange version 2

IPMS
IP Mobility Mode Selection

NAI
Network Access Identifier

NAP
Network Access Provider

NBM
Network based mobility management

NSP
Network Service Provider

P-GW
PDN Gateway

PDU
Protocol Data Unit

S-GW
Serving Gateway

UE
User Equipment

UICC
Universal Integrated Circuit Card

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access
WLAN
Wireless Local Area Network

WMF
WiMAX Forum

* * * Next Change * * * *

4.4.4 
Access Network Identity
For access to EPC from a trusted non-3GPP access network via S2a the UE has to use the Access Network Identity (ANID) in the key derivation (see TS 33.402 [14]). The handling of the Access Network Identity is described in subclause 6.4.2.4 and the generic format and specific values for the Access Network Identity are defined in subclause 8.1.1.
* * * Next Change * * * *

6.4.2.4 
Handling of the Access Network Identity

6.4.2.4.1 
General

The 3GPP AAA server provides the UE with the Access Network Identity in EAP signalling. The UE can also obtain the Access Network Identity by access network specific means, which are out of scope of the present document. For some access networks the Access Network Identity can also be configured into the UE and the 3GPP AAA server. 
NOTE: 
According to TS 33.402 [14], the Access Network Identity is used by HSS and UE to generate transformed authentication vectors and therefore the Access Network Identity needs to be identical in the HSS and in the UE. The trusted access network first sends the Access Network Identity to the 3GPP AAA server via the STa reference point and the 3GPP AAA server sends the Access Network Identity to HSS via the SWx reference point, see 3GPP TS 29.273 [15], and to the UE as specified in this specification.

6.4.2.4.2 
Access Network Identity indication from 3GPP AAA server to UE

When the 3GPP AAA server sends an EAP Request' or AKA-Challenge' message to the UE, the 3GPP AAA server shall include the Access Network Identity to be used when generating transformed authentication vectors, using the AT_KDF_INPUT attribute as described in subclause 8.2.x. The value and coding of this attribute is described in subclause 8.1.1. 
6.4.2.4.3 
UE check of ANID for HRPD CDMA-2000 access networks
The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' specified in draft-arkko-eap-aka-kdf [32]. The UE, or the user, may use the ANID as a basis for an optional decision whether the access network is authorized to serve the UE. E.g. the UE may compare the ANID against a list of preferred or barred ANIDs. 

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to an eHRPD network, the locally determined ANID is "HRPD". If the comparison check is successful and if either the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed, otherwise the UE shall abort the access procedure. 

6.4.2.4.4 
UE check of ANID for WiMAX access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' specified in draft-arkko-eap-aka-kdf [32]. The UE, or the user, may use the ANID as a basis for an optional decision whether the access network is authorized to serve the UE. E.g. the UE may compare the ANID against a list of preferred or barred ANIDs. 

Editor's note:
Adding further text to this subclause depends on the decision by WiMAX forum about which form of ANID to use. If ANID is the ANID Prefix "WIMAX" the corresponding text from the previous subclause can be copied.
6.4.2.4.5
UE check of ANID for WLAN access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' specified in draft-arkko-eap-aka-kdf [32]. The UE, or the user, may use the ANID as a basis for an optional decision whether the access network is authorized to serve the UE. E.g. the UE may compare the ANID against a list of preferred or barred ANIDs. 

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to an WLAN network, the locally determined ANID is "WLAN". If the comparison check is successful and if either the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed, otherwise the UE shall abort the access procedure. 

6.4.2.4.6
UE check of ANID for ETHERNET access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' specified in draft-arkko-eap-aka-kdf [32]. The UE, or the user, may use the ANID as a basis for an optional decision whether the access network is authorized to serve the UE. E.g. the UE may compare the ANID against a list of preferred or barred ANIDs. 

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to an Ethernet network, the locally determined ANID is "ETHERNET". If the comparison check is successful and if either the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed, otherwise the UE shall abort the access procedure. 
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8.1 
3GPP specific coding information defined within present document

8.1.1 
Access Network Identity format and coding
8.1.1.1
Generic format of the Access Network Identity

The Access Network Identity shall take the generic format of an octet string without terminating null characters. The length of the ANID is defined by a 2-byte actual length field, see draft-arkko-eap-aka-kdf [32] and this implies the maximum length of ANID. Representation as a character string is allowed, but this character string shall be converted into an octet string of maximum length 253 according to UTF-8 encoding rules as specified in IETF RFC 3629 [32] before the Access Network Identity is input to the Key Derivation Function, as specified in  TS 33.402 [14], or used in the Access Network Identity indication from 3GPP AAA server to UE, cf. clause 8.2.2. The ANID is structured as an ANID Prefix and none, one or more ANID additional character strings separated by the colon character ":". In case additional ANID strings are not defined the complete ANID consists of the ANID Prefix character string only. 
8.1.1.2 
Definition of Access Network Identities for Specific Access Networks

Table 8.1.1.2 specifies the list of Access Network Identities defined by 3GPP in the context of non-3GPP access to EPC. 

Table 8.1.1.2: Access Network Identities

	Access Network Identity
	Type of Access Network

	ANID Prefix
	Additional ANID strings
	

	"HRPD" constant character string, see NOTE 1 and NOTE 2
 
	No additional ANID string, see NOTE 2 and 3
	cdma2000® HRPD access network

	E.g. "WiMAX",  see Editor's note


	See Editor's note
	WiMAX access network

	"WLAN" constant character string, see NOTE 1

	No additional ANID string, see NOTE 3 and 4
	WLAN access network

	"ETHERNET" constant character string, see NOTE 1

	No additional ANID string,  see NOTE 3 and 5
	Fixed access network

	All other character strings

	Not applicable
	Not defined, see NOTE 3 and Annex B

	NOTE 1:
The quotes are not part of the definition of the character string. 


NOTE 2:
The value of the ANID Prefix for cdma2000® HRPD access networks is defined in 3GPP2 X.S0057-0 [18]. No additional ANID string were specified so far, but 3GPP2 is responsible for specifying possible additional ANID strings applicable to the "HRPD" ANID Prefix. 


NOTE 3: 
Additional ANID Prefixes and ANID strings can be added to this table following the procedure described in the informative Annex B.

NOTE 4:   IEEE 802 is responsible for specifying possible additional ANID strings applicable to the "WLAN" ANID Prefix.
NOTE 5:   IEEE 802 is responsible for specifying possible additional ANID strings applicable to the "ETHERNET" ANID Prefix.



Editor's note:
WiMAX Forum is expected to inform 3GPP about the specific Access Network Identity or Identities for WiMAX access networks following the procedures described in Annex B.

* * * Next Change * * * * 
8.2.2
Access Network Identity indication attribute

8.2.2.1
Access Network Identity in the AT_KDF_INPUT attribute

The Access Network Identity is indicated in the Network Name Field of the AT_KDF_INPUT attribute as specified in draft-arkko-eap-aka-kdf [35]. The Network Name Field shall contain the Access Network Identity as specified in subclause 8.1.1 of this specification.  
NOTE:
IETF in draft-arkko-eap-aka-kdf [35] refers to this specification for the value of the Network Name field. 

* * * Next Change * * * * 
Annex B (informative):
Assignment of Access Network Identities in 3GPP
This annex describes the recommended assignment procedure of Access Network Identities within 3GPP.
B.1
Access Network Identities
According to 3GPP TS 23.003 [3] the encoding of the Access Network Identity is specified within 3GPP, but the Access Network Identity definition for each non-3GPP access network is under the responsibility of the corresponding standardisation organisation respectively.
If a standardisation organisation for a non-3GPP access network determines they need to define a new Access Network Identity Prefix or additional ANID strings, they can contact the 3GPP TSG-CT WG 1 via a Liaison Statement and indicate the specific values of the Access Network Identity Prefixes or the specific values of, or construction principles for, the additional ANID strings to be specified by 3GPP and give reference to the corresponding specification(s) of the requesting organisation. 3GPP TSG-CT WG 1 will then specify the values for the Access Network Identities by updating Table 8.1.1.2 in this specification and inform the requesting standardisation organisation.
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