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1. Introduction
Specification is missing figures.
2. Reason for Change
Procedures not documented coherently.
3. Conclusions

Missing figures added to describe the ESM procedures. Figure for ESM information procedure redrawn to same format.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301.
* * * First Change * * * *

Network initiated ESM procedures

6.4.1
Default EPS bearer context activation procedure

6.4.1.1
General

The purpose of the default bearer context activation procedure is to establish a default EPS bearer context between the UE and the EPC. The default EPS bearer context activation procedure is initiated by the network as a response to the PDN CONNECTIVITY REQUEST message from the UE. The default bearer context activation procedure can be part of the attach procedure, and if the attach procedure fails, the UE shall consider that the default bearer activation has implicitly failed. The default EPS bearer context does not have any TFT, i.e. it uses a match-all packet filter.
6.4.1.2
Default EPS bearer context activation initiated by the network

The MME shall initiate the default bearer context activation procedure by sending an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message and enter the state BEARER CONTEXT ACTIVE PENDING. When the default bearer is activated as part of the attach procedure, the MME shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message together with ATTACH ACCEPT and shall not start the timer T3485. When the default bearer is activated as the response to a stand-alone PDN CONNECTIVITY REQUEST message apart from the attach procedure, the MME shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message alone, and start the timer T3485 (see figure 6.4.1.2.1).

The MME shall assign and include an EPS bearer identity in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. The MME shall retrieve the PTI from the PDN CONNECTIVITY REQUEST message and include it in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
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Figure 6.4.1.2.1: Default EPS bearer context activation procedure
6.4.1.3
Default EPS bearer context activation accepted by the UE

Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall send an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message and enter the state BEARER CONTEXT ACTIVE. When the default bearer is activated as part of the attach procedure, the UE shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message together with ATTACH COMPLETE message. When the default bearer is activated as the response to the stand-alone PDN CONNECTIVITY REQUEST message, the UE shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message alone.

The UE checks the PTI in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to identify the UE requested PDN connectivity procedure to which the default bearer context activation is related (see subclause 6.5.1).
Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message, the MME shall enter the state BEARER CONTEXT ACTIVE and stop the timer T3485, if the timer is running.
6.4.1.4
Default EPS bearer context activation not accepted by the UE

The UE shall send an ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message and enter the state BEARER CONTEXT INACTIVE.
The ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message shall contain a cause code that typically indicates one of the following causes:
#26:
insufficient resources;

#31:
activation rejected, unspecified;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s); or

#95 – 111:
protocol errors.
The UE shall check the TFT in the request message for different types of TFT IE errors as follows:

-
semantic errors in the TFT operations;

-
syntactical errors in the TFT operations;

-
semantic errors in packet filters; and

-
syntactical errors in packet filters,

as indicated in 3GPP TS 24.008 [6], subclause 6.1.3.2.3, and shall reject the request message if TFT IE errors are detected.

Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message, the MME shall enter the state BEARER CONTEXT INACTIVE and stop the timer T3485, if the timer is running.
6.4.1.5
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
Default EPS bearer context activation request for an already activated default EPS bearer context:


If the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with an EPS bearer identity identical to the EPS bearer identity of an already activated default EPS bearer context, the UE shall locally deactivate the existing default EPS bearer context and all the associated dedicated EPS bearer contexts, if any, and proceed with the requested default EPS bearer context activation.

b)
Default EPS bearer context activation request for an already activated dedicated EPS bearer context:


If the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with an EPS bearer identity identical to the EPS bearer identity of an already activated dedicated EPS bearer context, the UE shall locally deactivate the existing dedicated EPS bearer context and proceed with the requested default EPS bearer context activation.

6.4.1.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3485:

On the first expiry of the timer T3485, the MME shall resend the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST and shall reset and restart timer T3485. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3485, the MME shall release possibly allocated resources for this activation and shall abort the procedure.
6.4.2
Dedicated EPS bearer context activation procedure

6.4.2.1
General

The purpose of the dedicated bearer context activation procedure is to establish an EPS bearer context with specific QoS and TFT between the UE and the EPC. The dedicated EPS bearer context activation procedure is initiated by the network, but may be requested by the UE by means of the UE requested bearer resource allocation procedure. The dedicated bearer context activation procedure can be part of the attach procedure, and if the attach procedure fails, the UE shall consider that the dedicated bearer activation has implicitly failed.
6.4.2.2
Dedicated EPS bearer context activation initiated by the network

The MME shall initiate the dedicated bearer context activation procedure by sending an ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, start the timer T3485, and enter the state BEARER CONTEXT ACTIVE PENDING (see figure 6.4.2.2.1).

The MME allocates the EPS bearer identity and includes it in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message. The MME shall include the EPS bearer identity of the associated default bearer as the linked EPS bearer identity in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message. The ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message shall also include a procedure transaction identity (PTI), if this procedure was initiated by a UE requested bearer resource allocation procedure (see subclause 6.5.3).
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Figure 6.4.2.2.1: Dedicated EPS bearer context activation procedure

6.4.2.3
Dedicated EPS bearer context activation accepted by the UE

Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE shall first check the received uplink TFT before taking it into use. Then the UE shall send an ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message and enter the state BEARER CONTEXT ACTIVE. The ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message shall include the EPS bearer identity.

The linked EPS bearer identity included in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message indicates to the UE to which default bearer, IP address and PDN the dedicated bearer is linked.

If the PTI is included in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE uses the PTI to identify the UE requested bearer resource allocation procedure to which the dedicated bearer context activation is related (see subclause 6.5.3).
The UE shall use the received uplink TFT to apply mapping of uplink service data flows (SDFs) to the radio bearer.

Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message, the MME shall stop the timerT3485 and enter the state BEARER CONTEXT ACTIVE.
6.4.2.4
Dedicated EPS bearer context activation not accepted by the UE

Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE may reject the request from the MME by sending an ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message. The message shall include the EPS bearer identity and a cause value indicating the reason for rejecting the dedicated EPS bearer context activation request.

The ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message shall contain a cause code that typically indicates one of the following causes:
#26:
insufficient resources;

#31:
activation rejected, unspecified;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#43:
unknown EPS bearer context;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#46:
EPS bearer context without TFT already activated; or

#95 – 111:
protocol errors.

The UE shall check the TFT in the request message for different types of TFT IE errors as follows:

-
semantic errors in the TFT operations;

-
syntactical errors in the TFT operations;

-
semantic errors in packet filters; and

-
syntactical errors in packet filters,

as indicated in 3GPP TS 24.008 [6], subclause 6.1.3.2.3, and shall reject the request message if TFT IE errors are detected.
Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message in state BEARER CONTEXT ACTIVE PENDING, the MME shall stop the timer T3485, enter the state BEARER CONTEXT INACTIVE and abort the dedicated EPS bearer context activation procedure.

6.4.2.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Dedicated EPS bearer context activation request for an already activated dedicated EPS bearer context


If the UE receives an ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message with an EPS bearer identity identical to the EPS bearer identity of an already activated dedicated EPS bearer context, the UE shall locally deactivate the existing dedicated EPS bearer context and proceed with the requested dedicated EPS bearer context activation.

b)
PTI mismatch


If the PTI indicated in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST does not match with any PTI used in the UE, the UE shall respond with an ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT with the EPS bearer identity associated with this PTI.
c)
No default EPS bearer context with linked EPS bearer identity activated

If the linked EPS bearer identity included in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message does not match the EPS bearer identity of any activated default EPS bearer context, the UE shall reply with an ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message with cause value #43, "unknown EPS bearer context".

6.4.2.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3485:


On the first expiry of the timer T3485, the MME shall resend the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST and shall reset and restart timer T3485. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3485, the MME shall abort the procedure, release any resources allocated for this activation and enter the state BEARER CONTEXT INACTIVE.

b)
Collision of UE requested PDN disconnect procedure and dedicated EPS bearer context activation procedure:


When the MME receives a PDN DISCONNECT REQUEST message during the dedicated EPS bearer context activation procedure, and the EPS bearer to be activated belongs to the PDN connection the UE wants to disconnect, the MME shall terminate the dedicated bearer context activation procedure locally, release any resources related to this procedure and proceed with the PDN disconnect procedure.
6.4.3
EPS bearer context modification procedure

6.4.3.1
General

The purpose of the EPS bearer context modification procedure is to modify an EPS bearer context with a specific QoS and TFT. The EPS bearer context modification procedure is initiated by the network in order to either modify the QoS, the TFT, or both. The EPS bearer context modification procedure is initiated by the network, but it may be initiated as part of the UE requested bearer resource allocation procedure or the UE requested bearer resource release procedure.

NOTE:
QoS between EPS and UE is negotiated on layer 2 (S1AP and RRC) and does not affect the ESM entity. This implies that there is only a single NAS procedure for both the EPS bearer context modification with or without QoS update.

6.4.3.2
EPS bearer context modification initiated by the network

The MME shall initiate the EPS bearer context modification procedure by sending a MODIFY EPS BEARER CONTEXT REQUEST message to the UE, starting the timer T3486, and entering the state BEARER CONTEXT MODIFY PENDING (see figure 6.4.3.2.1).
The MME shall include an EPS bearer identity that identifies the EPS bearer context to be modified in the MODIFY EPS BEARER CONTEXT REQUEST message.

The MODIFY EPS BEARER CONTEXT REQUEST message shall include also a procedure transaction identity (PTI), if this procedure was initiated by a UE requested bearer resource allocation procedure (see subclause 6.5.3), or a UE requested bearer resource release procedure (see subclause 6.5.4).
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Figure 6.4.3.2.1: EPS bearer context modification procedure
6.4.3.3
EPS bearer context modification accepted by the UE

Upon receipt of the MODIFY EPS BEARER CONTEXT REQUEST message, the UE shall first check the received uplink TFT before taking it into use and then send a MODIFY EPS BEARER CONTEXT ACCEPT message to the MME.

If the PTI is included in the MODIFY EPS BEARER CONTEXT REQUEST message, the UE uses the PTI to identify the UE requested bearer resource allocation procedure (see subclause 6.5.3), or the UE requested bearer resource release procedure (see subclause 6.5.4) to which the EPS bearer context modification is related. 
The UE shall use the received uplink TFT to apply mapping of uplink service data flows to the radio bearer.

Upon receipt of the MODIFY EPS BEARER CONTEXT ACCEPT message, the MME shall stop the timer T3486 and enter the state BEARER CONTEXT ACTIVE.
6.4.3.4
EPS bearer context modification not accepted by the UE

Upon receipt of the MODIFY EPS BEARER CONTEXT REQUEST message, the UE may reject the request from the MME by sending a MODIFY EPS BEARER CONTEXT REJECT message to the MME. The message shall include the EPS bearer identity and a cause value indicating the reason for rejecting the EPS bearer context modification request.

If the PTI indicated in the MODIFY EPS BEARER CONTEXT REQUEST does not match with any PTI used in the UE, the UE shall respond with a MODIFY EPS BEARER CONTEXT REJECT with the EPS bearer identity associated with this PTI.

The MODIFY EPS BEARER CONTEXT REJECT message shall contain a cause code that typically indicates one of the following causes:
#26:
insufficient resources;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#46:
EPS bearer context without TFT already activated; or

#95 – 111:
protocol errors.

The UE shall check the TFT in the request message for different types of TFT IE errors as follows:

-
semantic errors in the TFT operations;

-
syntactical errors in the TFT operations;

-
semantic errors in packet filters; and

-
syntactical errors in packet filters,

as indicated in 3GPP TS 24.008 [6], subclause 6.1.3.3.3, and shall reject the request message if TFT IE errors are detected.

Upon receipt of the MODIFY EPS BEARER CONTEXT REJECT message in state BEARER CONTEXT MODIFY PENDING, the MME shall stop the timer T3486, enter the state BEARER CONTEXT ACTIVE and abort the EPS bearer context modification procedure.

6.4.3.5
Abnormal cases in the UE

Editor's note: The abnormal cases in the UE are FFS.

6.4.3.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3486:


On the first expiry of the timer T3486, the MME shall resend the MODIFY EPS BEARER CONTEXT REQUEST and shall reset and restart timer T3486. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3486, the MME shall abort the procedure and enter the state BEARER CONTEXT ACTIVE.

The MME may continue to use the previous configuration of the EPS bearer context or initiate an EPS bearer context deactivation procedure. 

b)
Collision of UE requested PDN disconnect procedure and EPS bearer context modification:


When the MME receives a PDN DISCONNECT REQUEST message during an EPS bearer context modification procedure, and the EPS bearer to be modified belongs to the PDN connection the UE wants to disconnect, the MME shall terminate the EPS bearer context modification procedure locally, release any resources related to this procedure and proceed with the PDN disconnect procedure.
6.4.4
EPS bearer context deactivation procedure

6.4.4.1
General

The purpose of the EPS bearer context deactivation procedure is to deactivate an EPS bearer context or disconnect from a PDN by deactivating all EPS bearer contexts to the PDN. The EPS bearer context deactivation procedure is initiated by the network, and it may be triggered by the UE by means of the UE requested bearer resource release procedure or UE requested PDN disconnect procedure.

6.4.4.2
EPS bearer context deactivation initiated by the network

If a NAS signalling connection exists when the MME initiates the EPS bearer context deactivation, the MME shall initiate the EPS bearer context deactivation procedure by sending a DEACTIVATE EPS BEARER CONTEXT REQUEST message to the UE, start the timer T3495, and enter the state BEARER CONTEXT INACTIVE PENDING (see figure 6.4.4.2.1).
The procedure transaction identity (PTI) shall also be included if the deactivation is triggered by a UE initiated bearer resource release procedure.

When the MME wants to deactivate all EPS bearer contexts to a PDN and thus disconnect the UE from the PDN, the MME shall include the EPS bearer identity of the default bearer associated to the PDN in the DEACTIVATE EPS BEARER CONTEXT REQUEST message.

If no NAS signalling connection exists when the MME initiates the EPS bearer context deactivation, the ESM entity in the MME shall locally deactivate the EPS bearer context towards the UE without any peer-to-peer ESM signalling between the MME and the UE.

NOTE:
The EPS bearer context state(s) can be synchronized between the UE and the MME at the next EMM-IDLE to EMM-CONNECTED transition, e.g. during a service request or tracking area updating procedure.
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Figure 6.4.4.2.1: EPS bearer context deactivation procedure
6.4.4.3
EPS bearer context deactivation accepted by the UE

Upon receipt of the DEACTIVATE EPS BEARER CONTEXT REQUEST message, the UE shall delete the EPS bearer context identified by the EPS bearer identity. After deactivating the identified EPS bearer context, the UE shall respond to the MME with the DEACTIVATE EPS BEARER CONTEXT ACCEPT.

If the EPS bearer identity indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST does not point to an existing EPS bearer context, the UE shall respond with a DEACTIVATE EPS BEARER CONTEXT ACCEPT with the EPS bearer identity set to the received EPS bearer identity.

If the EPS bearer identity indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST is that of the default bearer to a PDN, the UE shall delete all EPS bearer contexts associated to the PDN. After deactivating all EPS bearer contexts, the UE shall respond to the MME with the DEACTIVATE EPS BEARER CONTEXT ACCEPT.
Upon receipt of the DEACTIVATE EPS BEARER CONTEXT ACCEPT message, the MME shall enter the state BEARER CONTEXT INACTIVE and stop the timer T3495.
6.4.4.4
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
PTI mismatch


If the DEACTIVATE EPS BEARER CONTEXT REQUEST message contains a PTI that does not match any PTI in use, the UE shall ignore the DEACTIVATE EPS BEARER CONTEXT REQUEST.

6.4.4.5
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3495:


On the first expiry of the timer T3495, the MME shall resend the DEACTIVATE EPS BEARER CONTEXT REQUEST and shall reset and restart timer T3495. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3495, the MME shall abort the procedure and deactivate the EPS bearer context locally without any peer-to-peer ESM signalling between the MME and the UE.
b)
Collision of UE requested PDN disconnect procedure and EPS bearer context deactivation:


When the MME receives a PDN DISCONNECT REQUEST message during the EPS bearer context deactivation procedure, and the EPS bearer indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST message is a dedicated EPS bearer belonging to the PDN connection the UE wants to disconnect, the MME shall proceed with both procedures. If the EPS bearer indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST message is the default EPS bearer, the MME shall proceed with the EPS bearer context deactivation procedure.

6.5
UE requested ESM procedures

6.5.1
UE requested PDN connectivity procedure

6.5.1.1
General

The purpose of the UE requested PDN connectivity procedure is for a UE to request the setup of a default EPS bearer to a PDN. If accepted by the network, this procedure initiates the establishment of a default EPS bearer context. The procedure is used either to establish the first default bearer by inclusion into the initial attach message or to establish subsequent default bearers to additional PDNs in order to allow the UE simultaneous access to multiple PDNs.

6.5.1.2
UE requested PDN connectivity procedure initiation
In order to request connectivity to the default PDN in the attach procedure, the UE shall not include any APN in the PDN CONNECTIVITY REQUEST message.

In order to request connectivity to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the MME, start timer T3482 and enter the state PROCEDURE TRANSACTION PENDING (see figure 6.5.1.2.1). This message shall include the requested APN, if available. In the PDN type information element the UE shall indicate the IP version capability of the IP stack associated with the UE as specified in subclause 6.4.1

The UE shall set the request type to "initial attach" when the UE is establishing connectivity to a PDN for the first time, i.e. when it is an initial attach to that PDN. The UE shall set the request type to "handover" when the connectivity to a PDN is established upon handover from a non-3GPP access network and the UE was connected to that PDN before the handover to the 3GPP access network.
If the UE supports DSMIPv6, the UE may include a request for obtaining the IPv6 address and optionally the IPv4 address of the home agent in the Protocol configuration options IE in the PDN CONNECTIVITY REQUEST message. The UE may also include a request for obtaining the IPv6 Home Network Prefix.

The UE may set the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message to indicate that it has ESM information, i.e. protocol configuration options, APN, or both, that needs to be sent after the NAS signalling security has been activated between the UE and the MME.
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Figure 6.5.1.2.1: UE requested PDN connectivity procedure

6.5.1.3
UE requested PDN connectivity procedure accepted by the network

Upon receipt of the PDN CONNECTIVITY REQUEST message, the MME checks whether connectivity with the requested PDN can be established. If no requested APN is included in the PDN CONNECTIVITY REQUEST message, the MME shall use the default APN as requested APN.
If connectivity with the requested PDN is accepted by the network, the MME shall initiate the default EPS bearer context activation procedure (see subclause 6.4.1).
If connectivity with the requested PDN is accepted, but with a restriction of IP version (i.e. both an IPv4 address and an IPv6 prefix is requested, but only one particular IP version, or only single IP version bearers are supported/allowed by the network), cause #50, "PDN type IPv4 only supported", or #51, "PDN type IPv6 only allowed", or cause #52, "single address bearers only allowed", respectively, as listed in subclause 6.5.1.4, shall be included in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.

Upon receipt of the message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
6.5.1.4
UE requested PDN connectivity procedure not accepted by the network

If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested PDN connectivity.

Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.

The PDN CONNECTIVITY REJECT message shall contain a cause code that typically indicates one of the following causes:
#8:

operator determined barring;

#26:
insufficient resources;

#27:
missing or unknown APN;

#29:
user authentication failed;

#30:
activation rejected by Serving GW or PDN GW;

#31:
activation rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;
#50:
PDN type IPv4 only allowed;

#51:
PDN type IPv6 only allowed;

#52:
single address bearers only allowed;

#95 – 111:
protocol errors;

#112:
APN restriction value incompatible with active EPS bearer context.

6.5.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
T3482 expired


On the first expiry of the timer T3482, the UE shall resend the PDN CONNECTIVITY REQUEST and shall reset and restart timer T3482. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3482, the UE shall abort the procedure, release the PTI allocated for this invocation and enter the state PROCEDURE TRANSACTION INACTIVE;

6.5.1.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
UE initiated PDN connectivity request for an already existing PDN connection:

If the network receives a PDN CONNECTIVITY REQUEST message with the same combination of APN and PDN type as an already existing PDN connection, the network shall deactivate the existing EPS bearer contexts for the PDN connection locally without notification to the UE and proceed with the requested PDN connectivity procedure.
b)
ESM information not received:

If the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message has been set and the ESM information is not received before the final expiry of timer T3489 as described in subclause 6.6.1.2.6, the MME shall reject the PDN connectivity request procedure including the cause #53, "ESM information not received", in the PDN CONNECTIVITY REJECT message.
6.5.2
UE requested PDN disconnect procedure

6.5.2.1
General

The purpose of the UE requested PDN disconnection procedure is for a UE to request disconnection from one PDN. The UE can initiate this procedure to disconnect from a PDN (including the default PDN) as long as it is connected to at least one other PDN. With this procedure, all EPS bearer contexts established towards this PDN, including the default EPS bearer context, are released.

6.5.2.2
UE requested PDN disconnection procedure initiation
In order to request PDN disconnection from a PDN, the UE shall send a PDN DISCONNECT REQUEST message to the MME, start the timer T3492 and enter the state PROCEDURE TRANSACTION PENDING (see figure 6.5.2.2.1). The PDN DISCONNECT REQUEST message shall include the EPS bearer identity of the default bearer associated with the PDN to disconnect from as the linked EPS bearer identity in the PDN DISCONNECT REQUEST message. The UE shall also set the EPS bearer identity in the PDN DISCONNECT REQUEST message to the value "no EPS bearer identity assigned" and include a procedure transaction identity (PTI).
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Figure 6.5.2.2.1: UE requested PDN disconnection procedure

6.5.2.3
UE requested PDN disconnection procedure accepted by the network

Upon receipt of the PDN DISCONNECT REQUEST message, if it is accepted by the network, the MME shall initiate the bearer context deactivation procedure by sending the DEACTIVATE EPS BEARER CONTEXT REQUEST message including the linked EPS bearer identity of the default bearer associated with the PDN to disconnect from and the PTI. The behaviour of the MME is described in subclause 6.4.4.
Upon receipt of the DEACTIVATE EPS BEARER CONTEXT REQUEST message, the UE shall stop the timer T3492 and enter the state PROCEDURE TRANSACTION INACTIVE. The behaviour of the UE is described in subclause 6.4.4.

On reception of DEACTIVATE EPS BEARER CONTEXT ACCEPT message from the UE, the MME releases all the resources reserved for the PDN in the network.
6.5.2.4
UE requested PDN disconnection procedure not accepted by the network

Upon receipt of the PDN DISCONNECT REQUEST message, if it is not accepted by the network, the MME shall send a PDN DISCONNECT REJECT message to the UE. The PDN DISCONNECT REJECT message shall contain the PTI and a cause code that typically indicates one of the following causes:
#35:
PTI already in use;

#43:
unknown EPS bearer context;

#49:
last PDN disconnection not allowed;

#95 – 111: protocol errors.

Upon receipt of the PDN DISCONNECT REJECT message, the UE shall stop the timer T3492, enter the state PROCEDURE TRANSACTION INACTIVE and abort the PDN disconnection procedure. Additionally, the UE shall deactivate all EPS bearer contexts for this PDN connection locally without peer-to-peer signalling between the UE and the MME, and enter the state PROCEDURE TRANSACTION INACTIVE.
6.5.2.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Expiry of timer T3492:


On the first expiry of the timer T3492, the UE shall resend the PDN DISCONNECT REQUEST and shall reset and restart timer T3492. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3492, the UE shall abort the procedure, deactivate all EPS bearer contexts for this PDN connection locally without peer-to-peer signalling between the UE and the MME, and enter the state PROCEDURE TRANSACTION INACTIVE.
b)
Collision of UE requested PDN disconnect procedure and dedicated EPS bearer context activation procedure:


When the UE receives an ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message during the PDN disconnect procedure, and the EPS bearer to be activated belongs to the PDN connection the UE wants to disconnect, the UE shall ignore the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message and proceed with the PDN disconnect procedure.
c)
Collision of UE requested PDN disconnect procedure and EPS bearer context modification:


When the UE receives a MODIFY EPS BEARER CONTEXT REQUEST message during the PDN disconnect procedure, and the EPS bearer to be modified belongs to the PDN connection the UE wants to disconnect, the UE shall ignore the MODIFY BEARER CONTEXT REQUEST message and proceed with the PDN disconnect procedure.

d)
Collision of UE requested PDN disconnect procedure and EPS bearer context deactivation procedure:

When the UE receives a DEACTIVATE EPS BEARER CONTEXT REQUEST message during the PDN disconnect procedure, and the EPS bearer indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST message is a dedicated EPS bearer belonging to the PDN connection the UE wants to disconnect, the UE shall proceed with both procedures.

6.5.2.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
No PDN connection with the linked EPS bearer identity activated:


If the linked EPS bearer identity included in the PDN DISCONNECT REQUEST message does not belong to the default EPS bearer context of an established PDN connection, the MME shall reply with a PDN DISCONNECT REJECT message with cause value #43, "unknown EPS bearer context".
6.5.3
UE requested bearer resource allocation procedure

6.5.3.1
General

The purpose of the UE requested bearer resource allocation procedure is for a UE to request the allocation of bearer resources for new service data flows. The UE can request or modify a specific QoS demand (QCI) and optionally it can either send a GBR requirement, for a new service data flow, or modify the existing GBR. If accepted by the network, this procedure invokes either the dedicated EPS bearer context activation procedure (see subclause 6.4.2) or the EPS bearer context modification procedure (see subclause 6.4.3).

6.5.3.2
UE requested bearer resource allocation procedure initiation

In order to request the allocation of bearer resources for new service data flows, the UE shall send a BEARER RESOURCE ALLOCATION REQUEST message to the MME, start timer T3480 and enter the state PROCEDURE TRANSACTION PENDING (see figure 6.5.3.2.1).
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Figure 6.5.3.2.1: UE requested bearer resource allocation procedure

6.5.3.3
UE requested bearer resource allocation procedure accepted by the network

Upon receipt of the BEARER RESOURCE ALLOCATION REQUEST message, the MME checks whether the EPS bearer requested by the UE can be established by verifying the bearer identity given in the Linked EPS bearer identity IE to be any of the active default EPS bearer context(s).

If the bearer resource allocation requested is accepted by the network, the MME shall initiate either the dedicated EPS bearer context activation procedure or one of the EPS bearer context modification procedures. Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST or MODIFY EPS BEARER CONTEXT REQUEST, the UE shall stop timer T3480 and enter the state PROCEDURE TRANSACTION INACTIVE.

If the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST is received, the UE shall enter the state BEARER CONTEXT ACTIVE and verify that the bearer identity given in the EPS bearer identity IE is not already used by any dedicated EPS bearer contexts associated with the included linked EPS bearer identity.

If the MODIFY EPS BEARER CONTEXT REQUEST is received, the UE verifies that the bearer identity given in the EPS bearer identity IE is any of the active EPS bearer context.

6.5.3.4
UE requested bearer resource allocation procedure not accepted by the network

If the bearer resource allocation requested cannot be accepted by the network, the MME shall send a BEARER RESOURCE ALLOCATION REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested bearer resource allocation.

The cause value typically indicates one of the following:

#26:
insufficient resources;

#30:
activation rejected by Serving GW or PDN GW;

#31:
activation rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#37:
SDF QoS not accepted;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#43:
unknown EPS bearer context;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#46:
EPS bearer context without TFT already activated; or

#95 – 111:
protocol errors.

If the requested new TFT is not available, then the BEARER RESOURCE ALLOCATION REJECT shall be sent.

The TFT in the request message is checked by the network for different types of TFT IE errors as follows:

a)
semantic errors in the TFT operations;

b)
syntactical errors in the TFT operations;

c)
semantic errors in packet filters; and

d)
syntactical errors in packet filters,

as indicated in 3GPP TS 24.008 [6], subclause 6.1.3.3.3.

Upon receipt of a BEARER RESOURCE ALLOCATION REJECT message, the UE shall stop the timer T3480 and enter the state PROCEDURE TRANSACTION INACTIVE.

The further actions to be performed by the UE are implementation dependent as part of upper layers responsibility.

6.5.3.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Expiry of timer T3480:


On the first expiry of the timer T3480, the UE shall resend the BEARER RESOURCE ALLOCATION REQUEST and shall reset and restart timer T3480. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3480, the UE shall abort the procedure, release the PTI allocated for this activation and enter the state PROCEDURE TRANSACTION INACTIVE.
6.5.3.6
Abnormal cases on the network side

Editor's note: The abnormal cases on the network side are FFS.

6.5.4
UE requested bearer resource release procedure

6.5.4.1
General

The purpose of the UE requested bearer resource release procedure is for a UE to request the release of bearer resources related to specific service data flows. If accepted by the network, this procedure invokes either the dedicated bearer context deactivation procedure or one of the EPS bearer context modification procedures.

6.5.4.2
UE requested bearer resource release procedure initiation
In order to request the release of bearer resources for specific service data flows, the UE shall send a BEARER RESOURCE RELEASE REQUEST message to the MME, start timer T3490 and enter the state PROCEDURE TRANSACTION PENDING (see figure 6.5.4.2.1).

The cause value typically indicates one of the following:

#36:
regular deactivation.
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Figure 6.5.4.2.1: UE requested bearer resource release procedure

6.5.4.3
UE requested bearer resource release procedure accepted by the network

Upon receipt of the BEARER RESOURCE RELEASE REQUEST message, the MME checks whether the requested bearer resource can be released by verifying the bearer identity given in the Linked EPS bearer identity IE to be any of the active default EPS bearer context(s).

If the bearer resource release requested is accepted by the network, the MME shall initiate either the dedicated bearer context deactivation procedure or one of the dedicated bearer context modification procedures. Upon receipt of the DEACTIVATE EPS BEARER CONTEXT or MODIFY EPS BEARER CONTEXT REQUEST, the UE shall stop timer T3490 and enter the state PROCEDURE TRANSACTION INACTIVE.

If the DEACTIVATE EPS BEARER CONTEXT is received, the UE shall enter the state BEARER CONTEXT INACTIVE.

The UE verifies that the bearer identity given in the EPS bearer identity IE is any of the active EPS bearer contexts associated with the included linked EPS bearer identity.

6.5.4.4
UE requested bearer resource release procedure not accepted by the network

If the bearer resource release requested cannot be accepted by the network, the MME shall send a BEARER RESOURCE RELEASE REJECT message to the UE. The BEARER RESOURCE RELEASE REJECT message shall contain the PTI and a cause code that typically indicates one of the following causes:
#35:
PTI already in use;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#43:
unknown EPS bearer context;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#95 – 111: protocol errors.

Upon receipt of a BEARER RESOURCE RELEASE REJECT message, the UE shall stop timer T3490 and enter the PROCEDURE TRANSACTION INACTIVE state.

6.5.4.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
T3490 expired

On the first expiry of the timer T3490, the UE shall resend the BEARER RESOURCE RELEASE REQUEST and shall reset and restart timer T3490. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3490, the UE shall abort the procedure and enter the state PROCEDURE TRANSACTION INACTIVE. In addition if the UE had initiated resource release for all the SDF(s) for the bearer, it shall deactivate the dedicated bearer context locally without peer-to-peer signalling between the UE and the MME.
b)
Unknown EPS bearer context


Upon receipt of the BEARER RESOURCE RELEASE REJECT message including cause #43, "unknown EPS bearer context", the UE shall deactivate the existing dedicated EPS bearer context locally without peer-to-peer signalling between the UE and the MME.
c)
Collision of UE and network initiated dedicated EPS bearer context deactivation procedures
.


When the UE receives a DEACTIVATE EPS BEARER CONTEXT REQUEST message during the Bearer resource release procedure, and the EPS bearer indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST message is a dedicated EPS bearer the UE wants to release, the UE shall proceed with both procedures.

6.5.4.6
Abnormal cases on the network side

Editor's note: The abnormal cases on the network side are FFS.

6.6
Miscellaneous procedures

6.6.1
Exchange of protocol configuration options

6.6.1.1
General
The UE and the PDN-GW can exchange protocol configuration options via the dedicated ESM information request procedure or via other ESM procedures.

6.6.1.2
ESM information request procedure

6.6.1.2.1
General

The ESM information request procedure is used by the network to retrieve ESM information, i.e. protocol configuration options, APN, or both from the UE during the attach procedure if the UE indicated in the PDN CONNECTIVITY REQUEST message that it has ESM information that needs to be sent security protected. The purpose of this procedure is to provide privacy for the ESM information if ciphering is enabled in the network.
6.6.1.2.2
ESM information request initiated by the network

The network intiates the protocol configuration options request procedure by sending a ESM INFORMATION REQUEST message to the UE and starting timer T3489 (see figure 6.6.1.2.2.1). This message shall be sent only after the security context has been setup, and if the ESM information transfer flag has been set in the PDN CONNECTIVITY REQUEST message. The MME shall set the EPS bearer identity of the ESM INFORMATION REQUEST message to the value "no EPS bearer identity assigned" and include the PTI from the associated PDN CONNECTIVITY REQUEST message.
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Figure 6.6.1.2.2.1: ESM information request procedure

6.6.1.2.3
ESM information request completion by the UE

Upon receipt of the ESM INFORMATION REQUEST message, the UE shall send an ESM INFORMATION RESPONSE message to the network .The UE shall include all the protocol configuration options that need to be transferred security protected, and APN if required, to the network in the ESM INFORMATION RESPONSE message. The UE shall set the EPS bearer identity of the ESM INFORMATION RESPONSE message to the value "no EPS bearer identity assigned" and include the PTI from the ESM INFORMATION REQUEST message.
6.6.1.2.4
ESM information request completion by the network
Upon receipt of the ESM INFORMATION RESPONSE message, the network shall stop timer T3489.
6.6.1.2.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
PTI mismatch:


If the ESM INFORMATION REQUEST message contains a PTI that does not match a PTI in use for a pending UE requested PDN connectivity procedure for which the ESM information transfer flag was set in the PDN CONNECTIVITY REQUEST message, the UE shall ignore the ESM INFORMATION REQUEST messsage.

6.6.1.2.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3489:

On the first expiry of the timer T3489, the MME shall resend the ESM INFORMATION REQUEST message and shall reset and restart timer T3489. This retransmission is repeated two times, i.e. on the third expiry of timer T3489, the MME shall abort the procedure, release any resources for this procedure and reject the associated PDN connectivity procedure including the cause #53, "ESM information not received", in the PDN CONNECTIVITY REJECT message.

6.6.1.3
Exchange of protocol configuration options in other messages

The UE may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity request, PDN disconnect request, bearer resource allocation request, and bearer resource release request if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the PDN-GW.

The PDN-GW may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity reject, PDN disconnect reject, bearer resource allocation reject, and bearer resource release reject if the PDN-GW wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
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