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1. Introduction
This contribution proposes to introduce the error handling for SGs, based on the error handling for Gs and the definition for the SGsAP-UE-STATUS message in TS 29.118.
* * * First Change * * * *

7
Error handling
7.1
General

This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity (i.e. the MME or the VLR). These procedures are called "error handling procedures", but in addition to providing recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocol.

In this subclause the following terminology is used:

-
an information element is defined to be syntactically incorrect in a message if it contains at least one value defined as "reserved", or if its value part violates coding rules. However, it is not a syntactical error that an information element specifies in its Length Indicator a greater length than defined in the relevant subclause; and

-
a message is defined to have semantically incorrect contents if it contains information which, possibly dependant on the state of the receiver, is in contradiction to the resources of the receiver and/or to the procedural part of current specification.

When a receiving entity detects the need to send a SGsAP-UE-STATUS message (see errors detailed below), the entity shall copy the IMSI information element value (if included) of the incorrect message to the IMSI information element on the SGsAP-UE-STATUS message. The message in error is also included in the SGsAP-UE-STATUS message. Both the receiving and the sending entity shall abandon the procedure related to the incorrect message and return to the state from where the procedure related to the incorrect message was started.

Both the receiving and the sending entity shall inform the O&M entity upon sending or receiving a SGsAP-UE-STATUS message.

The next subclauses shall be applied in order of precedence.

7.2
Message too short

When the receiving entity receives a message that is too short to contain a complete message type information element, the receiving entity shall ignore that message.

7.3
Unknown or unforeseen message type

The entity receiving a message with a message type not defined or not implemented shall ignore the message. The receiving entity shall return a SGsAP-UE-STATUS message with the SGs cause information element set to "message unknown" and the Erroneous message information element containing the received message.

The entity receiving a message that is not compatible with the protocol state shall return a SGsAP-UE-STATUS message with the SGs cause information element set to "message not compatible with the protocol state" and the erroneous message.
The entity receiving a message that is not defined to be received by that entity (i.e. the message is sent in the wrong direction) shall treat the message as unknown message and shall ignore the message. The entity shall return a SGsAP-UE-STATUS message with the SGs cause information element set to "message unknown" and the Erroneous message information element containing the received message.

7.4
Missing mandatory information element

When the receiving entity diagnoses a "missing mandatory information element" error, the receiving entity shall ignore the message and return a SGsAP-UE-STATUS message with the SGs cause information element set to "missing mandatory information element" and shall return the Erroneous message information element containing the received message.

7.5
Information elements unknown or unforeseen in the message

The receiving entity shall ignore all information elements unknown or unforeseen in a message.

7.6
Out of sequence information elements

The receiving entity shall ignore all information elements that are out of sequence.

7.7
Repeated information elements

If an information element with format T, TV, or TLV is repeated in a message in which repetition of the information element is not specified, the receiving entity shall only handle the contents of the information element appearing first and shall ignore all subsequent repetitions of the information element. When repetition of information elements is specified, the receiving entity shall only handle the contents of specified repeated information elements. If the limit on repetition of information elements is exceeded, the receiving entity shall handle the contents of information elements appearing first up to the limit of repetitions and shall ignore all subsequent repetitions of the information element.

7.8
Syntactically incorrect mandatory information element.

On receipt of a message which contains a syntactically incorrect mandatory information element, the receiver shall ignore the message and return a SGsAP-UE-STATUS message with the SGs cause information element set to "invalid mandatory information" and shall return the Erroneous message information element containing the received message.

7.9
Syntactically incorrect optional information elements

The receiving entity shall treat all optional information elements that are syntactically incorrect in a message as not present in the message.

7.10
Conditional information element errors

When the entity receiving a message diagnoses a "missing conditional information element" error or an "unexpected conditional information element" error or when it receives a message containing at least one syntactically incorrect conditional information element which is required to be present in the message, the receiving entity shall ignore the message and return a SGsAP-UE-STATUS message with the SGs cause information element set to "conditional information element error" and shall return the Erroneous message information element containing the received message.

When the entity receives a message containing a syntactically incorrect conditional information element which is not required to be present in the message, nor required to be absent in the message, then the receiving entity shall ignore that information element.

7.11
Information elements with semantically incorrect contents

When an information element with semantically incorrect contents is received, the foreseen reactions of the procedural part of current specification are performed.

If however no such reactions are specified, the receiving entity shall ignore that information element and treat the rest of the message. If, because this information element was ignored, the rest of the message can no longer be handled then the receiving entity shall return a SGsAP-UE-STATUS message with the SGs cause information element set to "semantically incorrect message" and shall return the Erroneous message information element containing the received message.

* * * Next Change * * * *

8.x
SGsAP-UE-STATUS message

8.x.1
Message definition

This message is sent by both the VLR and the MME to indicate an error. The contents of SGsAP-UE-STATUS message are shown in table 8.x.1.1.
Table 8.x.1.1: SGsAP-UE-STATUS message content

	Information element
	Type/Reference
	Presence
	Format
	Length

	Message type
	Message type
9.2
	M
	V
	1

	IMSI
	IMSI
9.4.x
	O
	TLV
	6-10

	SGs cause
	SGs cause
9.4.y
	M
	TLV
	3

	Erroneous message
	Erroneous message
9.4.z
	M
	TLV
	3-n


8.x.2
IMSI

If the UE is identified by the IMSI, then the VLR or the MME shall include this information element.

* * * Next Change * * * *

9.2
Message type

Message type uniquely identifies the message being sent. It is a single octet element, mandatory in all messages.

Table 9.2.1: Message type information element

	
8 7 6 5 4 3 2 1
	Message type
	Reference

	0 0 0 0 0 0 0 0
	Unassigned: treated as an unknown Message type
	7

	0 0 0 0 0 0 0 1
	SGsAP-PAGING-REQUEST
	8.14

	0 0 0 0 0 0 1 0
	SGsAP-PAGING-REJECT
	8.13

	0 0 0 0 0 0 1 1

to

0 0 0 0 0 1 0 1
	Unassigned: treated as an unknown Message type
	7

	0 0 0 0 0 1 1 0
	SGsAP-SERVICE-REQUEST
	8.17

	0 0 0 0 0 1 1 1
	SGsAP-DOWNLINK-UNITDATA
	8.4

	0 0 0 0 1 0 0 0
	SGsAP-UPLINK-UNITDATA
	8.21

	0 0 0 0 1 0 0 1
	SGsAP-LOCATION-UPDATE-REQUEST
	8.11

	0 0 0 0 1 0 1 0
	SGsAP-LOCATION-UPDATE-ACCEPT
	8.9

	0 0 0 0 1 0 1 1
	SGsAP-LOCATION-UPDATE-REJECT
	8.10

	0 0 0 0 1 1 0 0
	SGsAP-TMSI-REALLOCATION-COMPLETE
	8.18

	0 0 0 0 1 1 0 1
	SGsAP-ALERT-REQUEST
	8.3

	0 0 0 0 1 1 1 0
	SGsAP-ALERT-ACK
	8.1

	0 0 0 0 1 1 1 1
	SGsAP-ALERT-REJECT
	8.2

	0 0 0 1 0 0 0 0
	SGsAP-UE-ACTIVITY-INDICATION
	8.19

	0 0 0 1 0 0 0 1
	SGsAP-EPS-DETACH-INDICATION
	8.6

	0 0 0 1 0 0 1 0
	SGsAP-EPS-DETACH-ACK
	8.5

	0 0 0 1 0 0 1 1
	SGsAP-IMSI-DETACH-INDICATION
	8.8

	0 0 0 1 0 1 0 0
	SGsAP-IMSI-DETACH-ACK
	8.7

	0 0 0 1 0 1 0 1
	SGsAP-RESET-INDICATION
	8.16

	0 0 0 1 0 1 1 0
	SGsAP-RESET-ACK
	8.15

	0 0 0 1 0 1 1 1

to

0 0 0 1 1 0 0 1
	Unassigned: treated as an unknown Message type
	7

	0 0 0 1 1 0 1 0
	SGsAP-MM-INFORMATION-REQUEST
	8.12

	0 0 0 1 1 0 1 1
	Unassigned: treated as an unknown Message type
	7

	0 0 0 1 1 1 0 1
	SGsAP-UE-STATUS
	8.x

	0 0 0 1 1 1 1 0
	Unassigned: treated as an unknown Message type
	7

	0 0 0 1 1 1 1 1
	SGsAP-UE-UNREACHABLE
	8.20


* * * Next Change * * * *

9.3
Information element identifiers

The next list shows the coding of the Information Element Identifiers used in the present document.

Table 9.3.1: Information Element Identifier coding

	
8 7 6 5 4 3 2 1
	Information element
	Reference

	0 0 0 0 0 0 0 1
	IMSI
	9.4.4

	0 0 0 0 0 0 1 0
	VLR name
	9.4.19

	0 0 0 0 0 0 1 1
	TMSI
	9.4.17

	0 0 0 0 0 1 0 0
	Location area identifier
	9.4.9

	0 0 0 0 0 1 1 1
	TMSI status
	9.4.18

	0 0 0 0 1 0 0 0
	SGs cause
	9.4.15

	0 0 0 0 1 0 0 1
	MME name
	9.4.11

	0 0 0 0 1 0 1 0
	EPS location update type
	9.4.1

	0 0 0 0 1 0 1 1
	Global CN-Id
	9.4.2

	0 0 0 0 1 1 1 0
	Mobile identity
	9.4.12

	0 0 0 0 1 1 1 1
	Reject cause
	9.4.14

	0 0 0 1 0 0 0 0
	IMSI detach from EPS service type
	9.4.5

	0 0 0 1 0 0 0 1
	IMSI detach from non-EPS service type
	9.4.6

	0 0 0 1 0 1 0 1
	IMEISV
	9.4.3

	0 0 0 1 0 1 1 0
	NAS message container
	9.4.13

	0 0 0 1 1 0 1 1
	Erroneous message
	9.4.x


* * * Next Change * * * *

9.4.x
Erroneous message
See subclause 18.4.5 in 3GPP TS 29.018 [11].




3GPP


