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1. Overall Description

It is good security practise to drop received packets if the MAC is wrong or missing after the start of security. Other actions specified by the receiver could be misused by an attacker to generate a DoS-attack. Exceptions to this rule shall be carefully considered. SA3 has become aware of a case where an exception could be needed: 

For some NAS messages it might be more appropriate not to discard them by the MME if there is a MAC-failure but e.g. perform an identity request and run an AKA if needed. A potential cause for a MAC mismatch  could be due to the fact that the UEs GUTI may be in use now by another user in the MME (e.g. UE-1 was detached or the MME has not received a Periodic Tracking Area Update for UE-1 for some time, and the MME has reallocated that GUTI to UE-2).
Consequently SA3 have agreed following quoted text from a draft CR to TS33.401 during SA3#52bis:

"The supervision of failed NAS integrity checks shall be performed both in the ME and the MME. In case of failed integrity check (i.e. faulty or missing MAC) is detected after the start of NAS integrity protection the concerned message shall be discarded except for some NAS messages specified in TS 24.301 [9]. For those exceptions the MME shall take the actions specified in TS 24.301[9] when receiving a NAS message with faulty or missing MAC. Discarding NAS messages can happen on the MME side or on the ME side."

SA3 would like CT1 to comment on the above.

2. Actions 

To CT1:

ACTION:

SA3 kindly asks CT1 to analyse and provide feedback on the need for exceptions to the SA3 requirement on dropping NAS messages with wrong MACs.
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