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1. Introduction
RFC3775 MIPv6  is ambiguous on whether it is possible for a Binding Error message to be sent by a HA. Error cases exist in which the HA should send this messsage. This P-CR introduces support for the Binding Error message into the TS.
2. Reason for Change
RFC3775 is ambiguous on whether it is possible for a Binding Error message to be sent by a HA. The RFC3775 implies it is only a “correspondent” node that can send the Binding Error message.

This is a known defect in RFC3775 that is to be addressed by the IETF MEXT working group in RFC3775bis i.e. Mobility Support in IPv6 draft-ietf-mext-rfc3775bis .
The old text is to be replaced by the new text in RFC3775bis.

OLD TEXT (RFC3775)
     Binding Error

     The Binding Error is used by the correspondent node to signal an error related to mobility, such as an inappropriate attempt to use the Home Address destination option without an existing binding.

NEW TEXT (RFC3775bis):

     Binding Error

     The Binding Error is used by the correspondent node or the home agent to signal an error related to mobility, such as an inappropriate attempt to use the Home Address destination option without an existing binding, or when an unrecognized Mobility Header is received.

Given that this is a known defect and agreement has been reached in the MEXT WG it is proposed to introduced  Binding Error support  in the TS in advance of RFC3775bis completion.
3. Conclusions

Given that this is a known defect and agreement has been reached it is proposed to introduced  Binding Error support in the TS
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v1.2.0.
* * * First Change * * * *

5.1.3
HA procedures

5.1.3.1
Security association establishment and IPv6 Home Network Prefix assignment
The HA shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform UE authentication with an AAA server. In a case an additional authentication and authorization of the IPSec security association is needed with an external AAA server, then the additional authentication steps during the IKEv2 exchange shall be supported as specified in IETF RFC 4739 [23] and defined in 3GPP TS 33.234 [24].The HA shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4]. The HA shall support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [23] in order to support authentication with an external AAA server.
The HA shall complete the IKE_SA_INIT exchange as specified in IETF RFC 4306 [14]. The HA shall include in the IDr the same value included by the UE in the IDr payload of the request.
Upon successful authorization and authentication, the HA shall accept the security association establishment request by sending the IKE_AUTH response message with the CFG_REPLY payload including the IPv6 Home Network Prefix allocated to the UE in the MIP6_HOME_PREFIX attribute. This prefix information shall include the prefix length as specified in IETF RFC 5026 [10]. If the UE included the INTERNAL_IP6_DNS or the INTERNAL_IP4_DNS in the CFG_REQUEST, the HA shall include the same attribute in the CFG_REPLY including zero or more DNS server addresses as specified in IETF RFC 4306 [14].
5.1.3.2
Initial binding registration and IPv4 Home Address assignment

When the HA receives a Binding Update message from the UE, it shall validate it as described in IETF RFC 3775 [6] and in draft-ietf-mext-nemo-v4traversal [2].  If the Alternate Care-of Address option is present, the HA shall perform the check specified in draft-arkko-mext-rfc3775-altcoa-check [22].If the HA accepts the Binding Update message, it shall create a new entry in its binding cache for UE, marking it as a home registration. The lifetime of this binding cache entry is set based on operator's policies. The HA shall not perform a Duplicate Address Detection on the IPv6 Home Address of the UE because of the uniqueness of the IPv6 prefix assigned by the HA to the UE. Then the HA shall send a Binding Acknowledgement as specified in IETF RFC 3775 [6]. The HA may include the Binding Refresh Advice mobility option following rules defined in IETF RFC 3775 [6] to indicate the remaining time until the UE should send a new home binding update.
If the Binding Update contains an IPv4 Home Address option with the 0.0.0.0 IPv4 address, the HA shall assign an IPv4 Home Address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message, as specified in draft-ietf-mext-nemo-v4traversal [2]. If no IPv4 addresses are available at the HA, the HA shall send a Binding Acknowledgement with status code 132 in the IPv4 address acknowledgement option. 
If in the received Binding Update the IPv4 Care-of Address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F flag set and the Binding Acknowledgement shall be encapsulated based on the vanilla UDP encapsulation specified in draft-ietf-mext-nemo-v4traversal [2].

If a NAT was not detected, the HA shall send the Binding Acknowledgement without any UDP encapsulation; the message shall be encapsulated in an IPv4 header if the Care-of Address is IPv4 or in an IPv6 header if the Care-of Address is IPv6 as specified in draft-ietf-mext-nemo-v4traversal [2].
If the binding update is accepted for both IPv4 and IPv6 home addresses, the HA creates two bindings  , one for each home address as specified in draft-ietf-mext-nemo-v4traversal [2]. The HA shall link the IPv4 home address binding to the IPv6 home address binding. 

NOTE: How the linkage between the two bindings (e.g. separate or single binding cache entry) is performed is implementation specific.
When the binding cache entry is created for the UE, the HA shall tunnel all packets destined to the IPv6 Home Address and all packets destined to the IPv4 Home Address (if present) to the UE's Care-of Address. If a NAT was detected, packets shall be encapsulated in UDP and IPv4 based on vanilla UDP encapsulation specified in draft-ietf-mext-nemo-v4traversal [2]. If the Care-of Address is an IPv6 address, IPv4 and IPv6 packets shall be encapsulated in an IPv6 header as specified in IETF RFC 3775 [6]; otherwise, if the Care-of Address is an IPv4 address, IPv4 and IPv6 packets shall be encapsulated in an IPv4 header. 
5.1.3.x
Binding Error message

When the HA receives a Binding Update and detects an inappropriate attempt to use the Home Address destination option without an existing binding, or when an unrecognized Mobility Header is received the HA shall send a Binding Error message with appropriate status (value 1 “Unknown binding for Home Address destination option” or value 2 “Unrecognized MH Type value”) as specified in IETF RFC 3775[6]. The HA shall include the Home address that was contained in the Home Address destination option.

If NAT was not detected, the HA shall send the Binding Error without any UDP encapsulation; the message shall be encapsulated in an IPv4 header if the Care-of Address is IPv4 or in an IPv6 header if the Care-of Address is IPv6 in the same manner as the Binding Acknowledgement encapsulation specified in draft-ietf-mext-nemo-v4traversal [2].
* * * Next Change * * * *

A.1.x
Binding Error
The fields of a BE message for the DSMIPv6 Initial Binding Registration procedure are depicted in Table A.1.x-1. 

Table A.1.x-1: Fields of a BE message for the DSMIPv6 Initial Binding Registration procedure
	Fields
	Fields Description
	Reference

	Status
	Set to indicate the result.
	IETF RFC 3775 [6]

	Home Address
	The home address that was contained in the Home Address destination option
	IETF RFC 3775 [6]


* * * End of Changes * * * *

