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1. Introduction
At the last meeting the issue of creation of HA routing loop was discussed (see C1-082990). The possible attack that the UE can perform using S2c consists in creating two bindings with two different HAs and respectively binding the HoA assigned by one HA to the HoA assigned by the other HA. How this is performed is through tunnelled Binding Updates as explained by the Panasonic paper on this topic. 
The result of the attack is the creation of a loop between the two HAs: any downlink packet arriving to either HA will enter the loop and will potentially create a DoS attack to the resources of the operator. 

This document discusses if CT1 should define means to mitigate this attack in 24.303. 

2. Discussion

2.1 Does this issue require a solution in 24.303?
The assumption in DSMIPv6 is that there is a long term trust relationship between the UE and the HA. This is the base principle of the trust model of DSMIPv6 and implies for example that return routability is not needed for home bindings. The security association between the UE and the HA is always bound to the IMSI after an EAP-AKA run and therefore all DSMIPv6 messages are unequivocally bound to the long term identity of the subscriber. 

This implies that any Binding Update sent by the UE, even the tunnelled Binding Updates needed to perform this attack, is tied to the long term identity of the UE (IMSI). Therefore, in the context of the attack considered in this document, this implies that the attacker can always be unequivocally identified and once the attack is detected the operator can perform the required actions (e.g. detach and block the user). 
This attack causes 2 things:

1) It prevents the packets sent to the UE via the DSMIPv6 tunnel to reach their destination. 

· an attacker can cause this to a UE only if the attacker locates within the UE itself. 

· There are several other means how an attacker that has access to the UE itself can cause similar effects to the UE irrespectively whether the UE implements DSMIPv6. 
2) It causes an unexpected traffic load to operator home agent

· This type of "flooding the Gateway" attack can always be launched irrespective of DSMIPv6. For example an attacker (located anywhere in the PDN) can just start flooding a UE IP address with IP data.This data will arrive at the PDN GW and flood the operator’s network. Therefore, irrespective of DSMIPv6, the PDN GW implementation needs to cope with these types of attacks in an implementation specific manner. 
Based on these considerations, we think that the attack described in C1-082990 is just a very specific occurence of a more general DoS attack which can be launched irrespective of DSMIPv6. These types of DoS attacks are well known in the Internet and can be launched also against today’s GGSNs; for this reason we think there is no motivation to specify a solution which is specific to DSMIPv6. 
2.2 A possible DSMIPv6 specific solution
As explained in the previous subclause, we think there is not need to define a DSMIPv6-specific solution to this problem. However, we also think that, if a DSMIPv6-specific solution is deemed necessary, than it shall have no impact to the protocol specification and minimal impacts to the implementation. The following proposal fulfils these requirements and is based on a simple observation of the packet formats where the loop is created. 
Figure 1 shows how a packet is received when a loop is created between HA1 and HA2 and HA1 receives a packet which entered the tunnel. 
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Figure 1 – Packet formats in the loop
As it can be seen, the packet which arrives at the HA1 and is processed by the DSMIPv6 layer of the HA1 is characterized by the fact that the inner header has the HA1 address as the source address. This is possible only because the packet was previously processed by the HA1 and therefore only because there is a loop between HA1 and another HA. Based on this the HA1 can detect the loop and remove the binding affected. 

As a summary the HA1 may perform the following check:

· As part of normal DSMIPv6 operations, HA1 intercepts packets to any HoA assigned by itself and tunnels them to an appropriate CoA.

· Before tunneling a packet, the HA1 can check to see if the packet is tunneled (i.e., next header is again IP).

· If the packet is tunneled the HA1 can snoop inside the first inner header and check the source address of the inner header.

· If that address matches its own address, then there is a loop and the HA1 removes the binding.  
This solution can be simply extended in case there are more than two HAs included in the loop. The HA will simply check if there is its own IP address in the inner headers for as many IP headers are in the packet. 

This solution does not address the case DSMIPv6 is ciphered. This is not an issue for S2c/24.303 because DSMIPv6 ciphering is not supported. However, DSMIPv6 ciphering may be activated by the HA in IWLAN mobility as specified in 23.327. In this case we consider it is a reasonable assumption to leave to operator’s deployment the choice if DSMIPv6 ciphering is activated based on the chances that this attack can be launched; as we discussed earlier, the PGW implementation will be anyway capable to deal with this type of attacks irrespective of DSMIPv6.
3. Proposal

It is proposed to discuss if a solution for this attack is really needed to be documented in 24.303. We think that the specification of a DSMIPv6-specific solution is not necessary because PDN GW implementations will need anyway to be able to handle these attacks independently of DSMIPv6.
If a solution is considered necessary, it is proposed to agree on the solution described in subclause 2.2 as a working assumption with the understanding that the respective CR will be submitted at the next CT1 meeting. 
