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1. Introduction

The support for EAP-AKA' needs to be specified in 24.302 and this P-CR is proposing the corresponding changes and additions in the specification.
The sentence “In trusted non-3GPP access authentication, if the UE supports other EAP methods besides the EAP AKA method, the UE shall attempt to authenticate using the EAP AKA authentication as the first EAP method.” should be  deleted because  in EAP method negotiation, it is the EAP server, which selects an EAP method, and the EAP peer (i.e. the UE) can only accept to proceed with this method or send a NAK.

It is noted that according to draft-arkko-eap-aka-kdf-05, each message AKA'-Challenge and so on represents the corresponding message from EAP-AKA, but with EAP-AKA' Type code.
2. Reason for Change

The support for EAP-AKA' needs to be added in 24.302.
3. Conclusions

-

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302 V1.0.0

* * * First Change * * * *

6.4.2.2
EAP AKA based Authentication

The UE shall support EAP-AKA based authentication as specified in IETF RFC 4187 [28] and EAP-AKA’ based authentication as specified in draft-arkko-eap-aka-kdf [32]. 3GPP TS 33.402 [11] specifies the conditions under which one or the other of these 2 methods is used.
During network access authentication, the UE may provide an explicit indication for IPMS by adding an attribute in the EAP-AKA payload as defined in section 6.3.2.1.


During network access authentication, the 3GPP AAA server may provide the Access Network Identity to the UE, see sub clause 6.4.2.4.

6.4.2.3
Full Authentication and Fast Re-authentication

The UE shall support both full authentication and fast re-authentication for EAP-AKA as specified in IETF RFC 4187 [28] and for EAP-AKA’ as specified in draft-arkko-eap-aka-kdf-00 [32].
Full authentication is performed to generate new keys. The initial authentication shall be a full authentication as specified in TS 33.402[11]. For a full authentication either the Permanent Identity or the Pseudonym Identity is used.

A fast re-authentication is an authentication procedure which uses the Fast Re-authentication Identity and results in a refresh of existing keys. 

The Permanent Identity is based on the IMSI of the UE. The Pseudonym Identity or the Fast Re-authentication Identity or both are provided to the UE by the AAA server during the previous authentication procedure. The UE shall use the temporary identity (the Pseudonym Identity or the Fast Re-authentication Identity) only once.

If during an authentication request, the UE receives an EAP-Request/AKA-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP-Response/AKA_Identity. If the UE receives an EAP-Request/AKA’-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP- Response /AKA’-Identity message.

If during an authentication request, the UE receives an EAP-Request/AKA-Identity message which contains AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity  as the AT_IDENTITY within EAP-Response/AKA_Identity message if available. If the UE receives an EAP-Request/AKA’-Identity message containing AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity  as the AT_IDENTITY within the EAP- Response /AKA’-Identity message if available. Otherwise the UE shall return the Permanent Identity.

If during an authentication request, the UE receives an EAP-Request/AKA-Identity message or EAP-Request/AKA’-Identity message respectively, which contains AT_ANY_ID_REQ, the UE shall return the Fast Re-authentication Identity if available as the AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.

* * * Next Change * * * *

6.4.3.2
EAP AKA based Authentication

The 3GPP AAA server shall support EAP-AKA based authentication as specified in IETF RFC 4187 [28] and EAP-AKA’ based authentication as specified in draft-arkko-eap-aka-kdf [32]. 3GPP TS 33.402 [11] specifies the conditions under which one or the other of these 2 methods is used. If the UE provides an explicit indication for the supported mobility protocols and the network supports multiple IP mobility mechanisms, then the network shall select the protocol to be used and communicate the decision to the UE by using the attribute defined in subclause 6.3.2.1.1.2 in the EAP-Response/AKA-Notification message.

6.4.3.3
Full authentication and Fast Re-authentication

The 3GPP AAA shall support full re-authentication and fast re-authentication as specified in IETF 4187 [28].

The decision to use the fast re-authentication process is taken by the home network (i.e. the 3GPP AAA server) and is based on operator policies. If fast re-authentication is to be used, the home network shall indicate this to the UE by providing the Fast Re-authentication Identity to the UE during the authentication process.

When initiating an authentication, the home network shall indicate the type of authentication required by including either AT_PERMANENT_ID_REQ or AT_FULLAUTH_ID_REQ for Full authentication and AT_ANY_ID_REQ for Fast re-authentication in the EAP-Request/AKA_Identity message or the EAP-Request/AKA’-Identity message respectively.

The home network (i.e. the 3GPP AAA server) may upon receiving the EAP-Response/AKA_Identity message, or EAP-Request/AKA’-Identity message respectively, containing the Fast Re-authentication Identity in AT_IDENTITY, decide to proceed with the fast re-authentication or choose instead to initiate a full authentication. This decision is based on operator policies.
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