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1. Introduction

P-CR proposes text for subclause 6.2 on UE deciding on whether a non-3GPP IP access network is trusted or untrusted.

2. Reason for Change

As specified in TS 23.402, the trust relationship of a non-3GPP network is a decision made by the home network operator. The trust relationship can be indicated to the UE at EAP-AKA authentication, or it can be pre-configured in the UE by the operator.
“Whether a Non-3GPP IP access network is Trusted or Untrusted is not a characteristic of the access network.

In non-roaming scenario it is the HPLMN's operator decision if a Non-3GPP IP access network is used as Trusted or Untrusted Non-3GPP Access Network.

In roaming scenario, the HSS/3GPP AAA Server in HPLMN makes the final decision of whether a Non-3GPP IP access network is used as Trusted or Untrusted non-3GPP Access Network. The HSS/3GPP AAA Server may take the VPLMN’s policy and capability returned from the 3GPP AAA Proxy or roaming agreement into account.

For supporting multiple PDNs, the same trust relationship shall apply to all the PDNs the UE connects to from a certain Non-3GPP Access Network, i.e. it shall not be possible to access one PDN using the non-3GPP access network as Trusted, while access to another PDN using the same non-3GPP access network as Untrusted.”
“During initial attach or handover attach a UE needs to discover the trust relationship (whether it is a Trusted or Untrusted Non-3GPP Access Network) of the non-3GPP access network in order to know which non-3GPP IP access procedure to initiate. The trust relationship of a non-3GPP access network is made known to the UE with one of the following options:

1)
If the non-3GPP access supports 3GPP-based access authentication, the UE discovers the trust relationship during the 3GPP-based access authentication.

2)
The UE operates on the basis of pre-configured policy in the UE.”
In TS 33.402, it is also clearly defined:

“The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-3GPP IP access. Additionally, during 3GPP-based access authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the 3GPP AAA server as part of an EAP-AKA request. If no such indication is received by the UE, and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted.  In case of pre-configured information and indication received as part of an EAP-AKA request are in conflict, the received indication shall take precedence.”

The above detection procedure is not defined in the current TS 24.302.

3. Conclusions

The contribution proposes adding trust relationship detection procedure.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302, v0.5.0.

* * * First Change * * * *

6.2
Trusted and Untrusted Accesses

Editor's note:
This subclause details what is needed and has to be done by the UE to determine and conclude on whether to attempt trusted or untrusted access.
6.2.1
General

For a UE, the trust relationship of a non-3GPP IP access network is determined by the home PLMN operator. That trust relationship is indicated to the UE via the following methods:

-
Pre-configured policies in the UE by the home PLMN operator. 

-
Dynamic indication during 3GPP-based access authentication.

For a trusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.4. For an untrusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.5.
If the dynamic trust relationship indication is received during 3GPP-based access authentication, the UE shall rely on the dynamic trust relationship indication. Otherwise the UE shall follow the pre-configured policies for a specific non-3GPP access network. If no dynamic indicator is received, and no pre-configured policies matches a specificy non-3GPP access network where the UE attampts to access, the UE shall follow the procedure defined in subcluse 6.2.4. 

6.2.2
Pre-configured policies in the UE

The following types of policies can be pre-configured on the UE by the home PLMN operator:

-
Pre-configured trust relationship policies for specific non-3GPP access technologies and/or PLMNs, and operate based on subclause 6.4. For example, the UE may be configured to consider 

-
an access network of access technology X1 from PLMN Y1 is trusted; and/or

-
any access network of access technology X2 is trusted; and/or

-
any access network from PLMN Y2 is trusted; and/or

-
any access network is trusted.

Editor's note:
The format of the configuration policies is FFS.

Editor's note:
Other types of policies are FFS.

6.2.3
Dynamic Indication

If the UE performs 3GPP-based access authentication, the UE may receive a trust relationship indicator of the non-3GPP access network during the EAP-AKA authentication as specified in 3GPP TS 33.402 [11]. 

6.2.4
No trust relationship information

If no dynamic indicator is received, and no pre-configured policies matches a specificy non-3GPP access network where the UE attampts to access, the UE shall consider it as untrusted network and operate based on subclause 6.5.
* * * End of Change * * * *
