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1- Introduction

TS 24.301 v040 does not include the rejection causes and abnormal cases of security mode control procedure.

This contribution proposes

to append a text proposal to TS 24.301 for CT1 discussion and agreement.

2- Discussion

A) Requirements from TS 24.301





A-2) Check of the received UE security capabilities

Section 5.4.3.3 mentions: “Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode setup command can be accepted or not. This is done […] by checking that the received UE security capabilities have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.”

We can deduce from this statement that in case of failed UE security capabilities check, the UE shall return a SECURITY MODE REJECT including appropriate cause say “#xx UE security capabilities mismatch”.

Proposal 2: Add ‘#xx UE security capabilities mismatch’ reject cause for SECURITY MODE REJECT.















C) Miscellaneous
C-1) Security activation rejected, unspecified

For any other reasons (FFS) than the ones mentioned above, the UE shall return a SECURITY MODE REJECT including “#xx security activation rejected, unspecified”.

Proposal 5: Add ‘#xx security mode rejected, unspecified’ reject cause for SECURITY MODE REJECT.

D) Causes values

In section 9.9.3.7 EMM cause IE, the cause values ‘#20 MAC failure’, ‘#21 synch failure’ deals with security.

We propose to use #2X range for cause values dealing with SECURITY MODE REJECT and starting from #23 as ‘#22 congestion’ is currently used and ‘#23 GSM authentication unacceptable’ is not applicable for E-UTRAN access to EPS as identified above:

Proposal 6: Use ‘#23 UE security capabilities mismatch’, ‘#24 security mode rejected, unspecified’ reject causes for SECURITY MODE REJECT.

3- Proposal

We propose to CT1 discusses and agrees with the proposals above and text proposal to TS 24.301 as appended to this document.
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First change
5.4.3.5
NAS security mode setup command not accepted by the UE

If the security mode setup command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The UE shall include an appropriate reject cause value.


The SECURITY MODE REJECT message shall contain a cause code that typically indicates one of the following causes:
     #23:
UE security capabilities mismatch;    
#24:
security mode rejected, unspecified.
Editor's note: The actions to be taken by the network are FFS.
Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.
Second change
9.9.3.7
EMM cause

The purpose of the EMM cause information element is to indicate the reason why an EMM request from the UE is rejected by the network.

The EMM cause information element is coded as shown in figure 9.9.3.7.1 and table 9.9.3.7.1.

The EMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.3.7.1: EMM cause information element

Table 9.9.3.7.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HLR

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal MS

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	GPRS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	GPRS services and non-GPRS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	MS identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	GPRS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "Protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "Protocol error, unspecified".
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