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1. Introduction

The current 3GPP TS 23.401 has pending issues regarding NAS ciphering: whether partial message ciphering shall be allowed, and whether all messages can be ciphered. This paper provides a proposal to solve these two issues.
2. Discussion

This discussion paper seeks to clarify that all NAS messages can be ciphered after security is activated and the entire NAS message shall be ciphered.

This discussion paper also proposes a solution that resolves the issue of MME relocation with ciphered TAU, which would have required selective NAS ciphering if it was left unsolved. The proposal requires a change on S1AP Initial UE Message.
a) MME Relocation in ciphered mode

When a TAU Request message that’s not integrity protected nor ciphered is received by the target MME, the MME requests the UE context from the source MME based on the GUTI IE in the TAU Request message. When the TAU Request message is ciphered (if the UE has the security activated with the source MME), the target MME can not read the GUTI information as it does not have the security context to decipher the message.

Based on TS 36.331 v8.2.0 (RRC) section 5.3.3.4, the UE RRC layer shall set the registeredMME IE in the RRCConnectionSetupComplete message if the registered MME information is provided by the upper layer. It is understood that if the UE has the security context, it must have the registered MME information availble (which identifies the MME the UE has the security context setup with).
Therefore, if the registered MME information is made available to the MME, even for a ciphered TAU Request message, the MME can request the UE context from the source MME. There is no additional step required on the target MME comparing to the unciphered TAU scenario, other then that the target MME shall verify the integrity and decipher the TAU Request message as well.

By resolving this issue , all NAS messages can be ciphered without any exception. It makes the processing simple and consistent, and ensure the NAS signaling privacy.
b) Partial Ciphering

Partial ciphering makes it very complex technically, especially for variable length element, and optional element. It also requires changes to the security header. Depending on the exact mechanism to identify partial ciphering, it may increase payload size as well.

With the issue discussed and proposed solution provided in a), there is no need for partial ciphering. Therefore, any reference to the partial ciphering should be removed.

Partial ciphering was discussed in an earlier CT1 meeting and it was decided that it should not be supported.

3. Conclusions

The MME relocation triggered by a ciphered TAU Request message is not possible currently as the GUTI is inside the ciphered NAS message which the target MME can not decipher. Resolving this issue, as discussed above, makes it feasible to cipher all NAS messages once security is activated.

The FFS reference to partial ciphering need to be removed from stage 2. No partial ciphering shall be supported.

4. Proposal

It is proposed to agree on the conclusion above and Motorola will provide the required changes in the designated 3GPP working groups. The proposed changes to other 3GPP group's soecification is as shown in the Annex below.

-------------------------

Annex

- Proposed changes to RAN3 specification:
the following changes to 3GPP TS 36.413 v8.2.0.

* * * First Change * * * *

8.6.2.1
Initial UE Message
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Figure 8.6.2.1-1: Initial UE Message procedure

When the eNB has received from the radio interface a NAS message to be forwarded to an MME to which no UE-associated logical S1-connection for the UE exists, the eNB shall invoke the NAS Transport procedure and send the INITIAL UE MESSAGE to the MME including the NAS message as a NAS-PDU IE. The eNB shall allocate a unique eNB S1-AP UE Identity to be used for the UE and the eNB shall include this identity in the INITIAL UE MESSAGE message. In case of network sharing, the selected PLMN is indicated by the PLMN ID part of the TAI IE included in the INITIAL UE MESSAGE message. When the eNB has received from the radio interface the S-TMSI IE and the registeredMME IE, it shall include them in the INITIAL UE MESSAGE message.

* * * Next Change * * * *

9.2.3.xx
registeredMME

This information element indicates the global unique MME identity of the registerMME that is sent by the UE to the eNB in the RRCConnectionSetupComplete message.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	GUMMEI
	
	
	
	

	>PLMN identity
	M
	
	OCTET STRING (SIZE (3))
	- digits 0 to 9, encoded 0000 to 1001,

- 1111 used as filler digit,

two digits per octet,

- bits 4 to 1 of octet n encoding digit 2n-1

- bits 8 to 5 of octet n encoding digit 2n

-The Selected PLMN identity consists of 3 digits from MCC followed by either 
-a filler digit plus 2 digits from MNC (in case of 2 digit MNC) or 
-3 digits from MNC (in case of a 3 digit MNC).

	>MME Group ID
	M
	
	OCTET STRING (2)
	FFS

	>MME code
	M
	
	9.2.3.12
	


* * * Next Change * * * *

9.1.7.1 INITIAL UE MESSAGE
This message is sent by the eNB to transfer the initial layer 3 message to the MME over the S1 interface.

Direction: eNB ( MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	NAS-PDU
	M
	
	9.2.3.5
	
	YES
	reject

	TAI
	M
	
	9.2.3.16
	Indicating the Tracking Area from which the UE has sent the NAS message.
	YES
	reject

	S-TMSI
	O
	
	9.2.3.6
	
	YES
	reject

	registeredMME
	O
	
	9.2.3.19
	
	YES
	reject


++++++++++++++++++++++++++++++++++++++++++++++++
- Proposed changes to SA2 specification:

It is proposed to agree the following changes to 3GPP TS 23.401 v8.2.0.
* * * First Change * * * *

5.3.2.1
E-UTRAN Initial Attach

1.
The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or old GUTI, last visited TAI (if available), UE Network Capability, PDN Type, Protocol Configuration Options, Ciphered Protocol Configuration Options Transfer, Attach Type, KSI, NAS sequence number, NAS-MAC) message together with an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have a valid GUTI available. If the UE has a valid GUTI, it shall be included. If available, the last visited TAI shall be included in order to help the MME produce a good list of TAIs for any subsequent Attach Accept message. Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is described in clause "UE capabilities". If the UE has valid security parameters, the Attach Request message shall be integrity protected by the NAS-MAC in order to allow validation of the UE by the MME. KSI is included if the UE has valid security parameters. NAS sequence number indicates the sequential number of the NAS message. Furthermore, the UE may cipher the Attach Request message. If the UE does not have a valid NAS security association, then the Attach Request message is neither integrity protected nor ciphered. In this case the security association is established in step 5a. The UE network capabilities indicate also the supported NAS and AS security algorithms. PDN type indicates the requested IP version (IPv4, IPv4/IPv6, IPv6). Protocol Configuration Options (PCO) are used to transfer parameters between the UE and the PDN GW, and are sent transparently through the MME and the Serving GW. The Protocol Configuration Options may include the Address Allocation Preference indicating that the UE prefers to obtain an IPv4 address only after the default bearer activation by means of DHCPv4. If the UE intends to send PCOs, which require ciphering (e.g., PAP/CHAP usernames and passwords), the UE shall set the Ciphered Protocol Configuration Options Transfer (Ciphered PCO Transfer) flag and shall send all PCOs only after authentication and NAS security setup have been completed (see below). Attach Type indicates "Handover" when the UE has already an activated PDN GW/HA due to mobility with non-3GPP accesses.
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