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1. Introduction
2. Reason for Change
It is not clear that how the NAS security algorithm can be applied to the NAS messages after the successful security mode procedure. It can be;

- only integrity protected,

- integrity protected and fully ciphered, or

- integrity protected and partially ciphered.

From the security point of view, applying both integrity protection and full ciphering would be the best option, if both can be applied to the all cases. One exception is the service request message which can be only integrity protected. But the current spec already defines a separate value of the security header type for the service request message.

Proposal 1) All NAS messages except the service request message are both integrity protected and ciphered. I.e. the meaning of the security header type of ‘Security protected NAS message’ (0001) is both integrity protected and ciphered.
The Security Mode Command message shall be only integrity protected. So this message cannot use the normal message format for the NAS security by the ‘Security Protected NAS message’ message.
Proposal 2) The Security Mode Command message is not integrity protected by the preceding ‘Security Protected NAS message’ message. Instead, the Security Mode Command message contains a message authentication code IE in its message body.
The NAS key set identifier in the TAU request and the Attach request messages shall not be encrypted, as it is necessary to decipher the message itself.
Proposal 3) The NAS key set identifier is included in the ‘Security Protected NAS message’ instead of the main NAS message. 
The current description of how to apply the security header type in the EMM message is a bit confusing. So the clarifying text update is also proposed.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v040.
* * * First Change * * * *

8.2.4
Attach request

8.2.4.1
Message definition

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.4.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.8
	M
	V
	1

	
	Old GUTI or IMSI
	FFS
	M
	FFS
	FFS

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	EPS attach type
	EPS attach type

9.9.3.9
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.4
	M
	V
	1/2

	
	
	
	
	
	

	FFS
	Last visited registered TAI
	Tracking area identity

9.9.3.25
	O
	TV
	6

	FFS
	DRX parameter
	FFS
	O
	FFS
	FFS

	FFS
	ESM message container
	ESM message container

9.9.3.12
	O
	TLV-E
	3-n


Editor's note: The length of the TAI is FFS.

8.2.4.2
Last visited registered TAI

This IE shall be included if the UE holds a valid last visited registered TAI.

8.2.4.3
ESM message container

This IE is included to carry an ESM message.

Editor's note: If one or more ESM message is to be carried in ATTACH REQUEST message is FFS.

Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.

* * * Next Change * * * *

8.2.10
Detach request

8.2.10.1
Detach request (UE originating detach)

This message is sent by the UE to request the release of an EMM context. See table 8.2.10.1.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.10.1.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.8
	M
	V
	1

	
	Detach type
	Detach type

9.9.3.6
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

9.9.2.4
	M
	V
	1/2

	
	GUTI
	FFS
	M
	FFS
	FFS



* * * Next Change * * * *

8.2.17
Security mode command

8.2.17.1
Message definition

This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.17.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.17.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.9.3.17
	M
	V
	1

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	
	Replayed UE security capabilities
	UE security capability

9.9.3.27
	M
	LV
	3-6

	FFS
	IMEISV request
	IMEISV request

9.9.3.15
	O
	TV
	1

	
	Message authentication code
	Message authentication code

9.5
	M
	TV
	5


8.2.17.2
IMEISV request

The MME may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

* * * Next Change * * * *

8.2.20
Security protected NAS message

This message is sent by the UE or the network to transfer a NAS message together with the sequence number and the message authentication code protecting the message. See table 8.2.20.1.

Message type:
SECURITY PROTECTED NAS MESSAGE

Significance:

dual

Direction:


both

Table 8.2.20.1: SECURITY PROTECTED NAS MESSAGE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Message authentication code
	Message authentication code

9.5
	M
	V
	4

	
	KSI and sequence number
	KSI and sequence number

9.9.3.16
	M
	V
	1

	
	NAS message
	NAS message

9.7
	M
	FFS
	1 - n


* * * Next Change * * * *

8.2.26
Tracking area update request

8.2.26.1
Message definition

The purposes of sending the tracking area update request by the UE to the network are described in subclause 5.5.3.1.

See table 8.2.26.1.

Message type:
TRACKING AREA UPDATE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.26.1: TRACKING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Tracking area update request message identity
	Message type

9.8
	M
	V
	1

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	EPS update type
	EPS update type

9.9.3.11
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.4
	M
	V
	1/2

	
	
	
	
	
	

	FFS
	Old GUTI 
	FFS
	O
	FFS
	FFS

	FFS
	Last visited registered TAI
	Tracking area identity

9.9.3.25
	O
	TV
	6

	FFS
	EPS bearer status
	FFS
	O
	FFS
	FFS

	FFS
	Old routing area identification
	Routing area identification

9.9.3.21
	O
	TV
	6

	FFS
	P-TMSI
	Mobile identity

9.9.2.2
	O
	TLV
	7

	FFS
	Old P-TMSI signature
	P-TMSI signature

9.9.3.20
	O
	TV
	4


Editor's note: The length of the TAI is FFS.

8.2.26.2
Old GUTI

This IE shall be included if the UE holds a valid GUTI.

8.2.26.3
Last visited registered TAI

This IE shall be included if the UE holds a valid last visited registered TAI.

8.2.26.4
EPS bearer status

This IE shall be included if the UE wants to indicate each EPS bearer that is active within the UE. 

8.2.26.5
Old routing area identification and P-TMSI
These IEs are included if the UE holds a valid P-TMSI.

8.2.26.6
Old P-TMSI signature

This IE is included if the UE holds a valid P-TMSI signature.

* * * Next Change * * * *

9.1
Overview

Within the protocols defined in the present document, every message, except the SERVICE REQUEST message, is a standard L3 message as defined in 3GPP TS 24.007 [5]. This means that the message consists of the following parts:

1)
if the message is not security protected:

a)
protocol discriminator;

b)
EPS bearer identity;

c)
procedure transaction identity;

d)
message type;

e)
other information elements, as required.

2)
if the message is security protected:

a)
protocol discriminator;

b)
security header type;

c)
message authentication code;

d)
sequence number;

e)
not security protected NAS message, as defined in item 1.
Editor's note: Definitions of the EPS bearer identity and the procedure transaction identity need to be added to 3GPP TS 24.007 [5].

The organization of a not security protected NAS message is illustrated in the example shown in figure 9.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EPS bearer identity 
or Security header type
	Protocol discriminator
	octet 1

	Procedure transaction identity
	octet 1a*

	Message type
	octet 2

	
	octet 3

	Other information elements as required
	

	
	octet n


Figure 9.1.1: General message organization example for a not security protected NAS message

The organization of a security protected NAS message is illustrated in the example shown in figure 9.1.2.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Security header type
	Protocol discriminator
	octet 1

	
	octet 2

	Message authentication code
	

	
	

	
	octet 5

	KSI
	Sequence number
	octet 6

	
	octet 7

	NAS message
	

	
	octet n


Figure 9.1.2: General message organization example for a security protected NAS message

The EPS bearer identity and the procedure transaction identity are only used in messages with protocol discriminator EPS session management. Octet 1a with the procedure transaction identity shall only be included in these messages.

Unless specified otherwise in the message descriptions of clause 8, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.

* * * Next Change * * * *

9.3.1
Security header type

Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	Security protected NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


When the UE and the MME has a valid NAS security association established through the security mode procedure, all NAS messages shall be security protected, i.e. integrity protected and ciphered. Besides the service request message, all NAS messages are carried through the security protected NAS message format, with the security header type encoded as 0001. The security header type of the actual protected EMM message shall be 0000.

An EMM message received with the security header type encoded as 0000 shall be treated as not security protected NAS message. A protocol entity sending a not security protected EMM message shall encode the security header type as 0000.
