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1. Reason for Change
Section 4.7.4 of TS 23.402 clarifies that the IPv4 Home Address assignment can be performed only during a BU/BA exchange and not during IKEv2. The current version of TS 24.303 includes the possibility to configure the address also the IPv4 HoA via IKEv2 and therefore must be corrected to be aligned with the stage 2. 
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v1.1.0.
* * * First Change * * * *

5.1.2.2
Security association establishment and IPv6 Home Network Prefix assignment
The UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform authentication with an AAA server. In a case an additional authentication and authorization of the IPSec security association is needed with an external AAA server, then the additional authentication steps during the IKEv2 exchange shall be supported as specified in IETF RFC 4739 [23] and described in 3GPP TS 33.234 [24].
The UE shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4]. The UE shall support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [23] in order to support authentication with an external AAA server.
The UE shall initiate the security association establishment procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the HA. On receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message including the MN-NAI in the IDi payload and the indication of the target PDN the UE wants to connect to in the IDr payload.

Editor's note: It is FFS how the target PDN is encoded.

EAP-AKA over IKEv2 shall be used to authenticate UE in the IKE_AUTH exchange, while public key signature based authentication with certificates shall be used to authenticate the HA.

During the IKEv2 exchange, the UE shall request the allocation of an IPv6 home prefix and optionally an IPv4 Home Address through the Configuration Payload in the IKE_AUTH. Since in EPS a unique IPv6 prefix is assigned to the UE, the UE shall include a MIP6_HOME_PREFIX attribute in the CFG_REQUEST message as described in IETF RFC 5026 [10]. The UE shall then auto-configure a Home Address from the IPv6 prefix received from the HA and shall run a CREATE_CHILD_SA exchange to create the security association for the new Home Address. In the CREATE_CHILD_SA exchange the UE shall include the Home Address and the appropriate selectors in the TSi (Traffic Selector-initiator) payload to negotiate the IPsec security association for protecting the Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

* * * Next Change * * * *

5.1.2.4
Initial binding registration and IPv4 Home Address assignment

After establishing the security association and obtaining the IPv6 Home Address, the UE shall send a Binding Update message as specified in IETF RFC 3775 [6] and draft-ietf-mext-nemo-v4traversal [2] in order to register its Home Address and Care-of Address at the HA.

If there is IPv6 connectivity in the foreign network, the UE shall send the Binding Update message to the IPv6 address of the HA. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set. If the UE needs an IPv4 Home Address, the UE shall include the 0.0.0.0 address in the IPv4 Home Address option to request a dynamic IPv4 Home Address.
The Alternate Care-of Address option may be used by the UE to carry the Care-of Address inside a Mobility Header which is protected by ESP. If this option is present, the address included in this option is the same address present in the source address of the IPv6 packet.
If there is only IPv4 connectivity in the foreign network, the UE shall send the Binding Update as follows (see draft-ietf-mext-nemo-v4traversal [2]):

· The IPv6 packet, with the IPv6 Home Address as the Source Address field of the IPv6 header, shall be encapsulated in UDP.

· The UE shall include the IPv4 Care-of Address as the Source Address field of the IPv4 header and the HA IPv4 address as the Destination Address field of the IPv4 header.

· 
The UE shall include the IPv4 Care-of Address option containing the IPv4 Care-of Address.

· 
The UE shall set the H (home registration) and A (acknowledge) bits.

· 
The UE shall set the T (TLV header encapsulation required) flag to 0 and should set the F (UDP encapsulation required) flag to 0.

· 
If the UE has obtained an IPv4 Home Address via IKEv2, the UE shall include an IPv4 Home Address option with this IPv4 Home Address.If the UE needs an IPv4 Home Address, the UE shall include an IPv4 Home Address option with the unspecified address in the Binding Update message, as defined in draft-ietf-mext-nemo-v4traversal [2].

When the UE receives the Binding Acknowledgement from the HA, it shall validate it based on the rules described in IETF RFC 3775 [2] and draft-ietf-mext-nemo-v4traversal [2]. If the Binding Acknowledgement contains the successful status code 0 (“Binding Update Accepted”), the UE shall create an entry for the registered Home Address in its Binding Update List and may start sending packets containing its IPv6 Home Address.
If the Binding Acknowledgement contains a value of 128, the UE may re-send the BU as specified in IETF RFC 3775 [2]; if the Binding Acknowledgement contains a value from 129 to 133, the UE shall not send the BU to the HA and should discover another HA.
If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option with status code value from 0 to 127 (indicating success), the UE shall create two entries in its Binding Update List, one for the IPv6 Home Address and another for the IPv4 Home Address. If the Binding Acknowledgement contains an IPv4 Address Acknowledgment option with status code indicating error (i.e. 128 or higher), the UE shall create an entry only for the IPv6 HoA in its binding update list. Moreover, if the status code is 129 (“Administratively prohibited”) or 132 (“Dynamic IPv4 home address assignment not available”), the UE shall not re-send the Binding Update and it shall use only the IPv6 HoA. If the Binding Acknowledgement contains an IPv4 Address Acknowledgement option with status 128 (“Failure, reason unspecified”), 130 (“Incorrect IPv4 home address”), 131 (“Invalid IPv4 address”) or 133 (“Prefix allocation unauthorized”) it shall re-send the Binding Update including the unspecified address (i.e. 0.0.0.0) in the IPv4 Home Address option. If the Binding Acknowledgement does not contain an IPv4 Address Acknowledgment option, the UE shall create an entry only for the IPv6 HoA in its binding update list. 

The UE may then send data traffic either with the IPv6 Home Address or with the IPv4 Home Address. If the UE is located on an IP6-enabled link, it shall send IPv6 packets as described in IETF RFC 3775 [6]; IPv4 traffic shall be encapsulated in IPv6 packets as described in draft-ietf-mext-nemo-v4traversal [2]. If the UE is located on an IPv4-only link and the Binding Acknowledgement contains the NAT detection option with the F flag set, the UE shall send IPv6 and IPv4 packets following the vanilla UDP encapsulation rules specified in draft-ietf-mext-nemo-v4traversal [2]. Otherwise the UE shall send IPv6 and IPv4 packets encapsulated in IPv4 as specified in draft-ietf-mext-nemo-v4traversal [2].
