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Introduction
This contribution proposes:

· to clarify that the part of the security protected NAS message after the sequence number is optionally ciphered to reflect the CT1#52 Jeju and #54 Zagreb agreement to have ciphering before integrity protection in uplink;

· as for ciphering, to clarify that the SERVICE REQUEST message shall not be ciphered.
Discussion

Unciphering of the SERVICE REQUEST message

Following section of TS 24.301 includes the SERVICE REQUEST message contents:

Table 8.2.22.1: SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	KSI and sequence number
	KSI and sequence number

9.9.3.16
	M
	V
	1

	
	Message authentication code (short)
	Short MAC

9.9.3.22
	M
	V
	2


Currently, the protocol discriminator, security header type, sequence number and message authentication code information are not ciphered.

To avoid complexity in UE implementation to have partially ciphered message, we propose to uncipher the KSI information.

Proposal 1: The SERVICE REQUEST message shall not be ciphered.

Proposal

We propose CT1 agrees the text proposal to TS 24.301 as appended to this contribution.
1st change
8.2.22
Service request

This message is sent unciphered by the UE to the network to request the establishment of a NAS signalling connection and of the radio and S1 bearers. Its structure does not follow the structure of a standard layer 3 message. See table 8.2.22.1.

Message type:
SERVICE REQUEST

Significance:

dual

Direction:


UE to network 

Table 8.2.22.1: SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	KSI and sequence number
	KSI and sequence number

9.9.3.16
	M
	V
	1

	
	Message authentication code (short)
	Short MAC

9.9.3.22
	M
	V
	2


2nd change
9.1
Overview

Within the protocols defined in the present document, every message, except the SERVICE REQUEST message, is a standard L3 message as defined in 3GPP TS 24.007 [5]. This means that the message consists of the following parts:

1)
if the message is not security protected:

a)
protocol discriminator;

b)
EPS bearer identity for an ESM message or security header type set to “no security protection” for an EMM message;

c)
procedure transaction identity;

d)
message type;

e)
other information elements, as required.

2)
if the message is security protected:

a)
protocol discriminator;

b)
security header type;

c)
message authentication code;
d)
sequence number;

e)
optionally ciphered and then security protected NAS message, as defined in item 1.
Editor's note: Definitions of the EPS bearer identity and the procedure transaction identity need to be added to 3GPP TS 24.007 [5].

The organization of a not security protected NAS message is illustrated in the example shown in figure 9.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EPS bearer identity 
or Security header type
	Protocol discriminator
	octet 1

	Procedure transaction identity
	octet 1a*

	Message type
	octet 2

	
	octet 3

	Other information elements as required
	

	
	octet n


Figure 9.1.1: General message organization example for a not security protected NAS message
The organization of a security protected NAS message is illustrated in the example shown in figure 9.1.2.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Security header type
	Protocol discriminator
	octet 1

	
	octet 2

	Message authentication code
	

	
	

	
	octet 5

	Sequence number
	octet 6

	
	octet 7

	NAS message
	

	
	octet n


Figure 9.1.2: General message organization example for a security protected NAS message

The EPS bearer identity and the procedure transaction identity are only used in messages with protocol discriminator EPS session management. Octet 1a with the procedure transaction identity shall only be included in these messages.

Unless specified otherwise in the message descriptions of clause 8, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.
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