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1. Introduction

This CR proposes to use the Networks Capability IEs from 24.008 with extensions to support E-UTRAN.
2. Reason for Change

SA3 has identified a number of mobility scenarios from UTRAN to E-UTRAN that requires a SGSN to transfer security capabilities during. In both scenarios the UE provides the network capabilities to the SGSN during the Attach or Routing Area Update Procedure.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Idle mode mobility

TS 33.401 section 9.1.2 states the following for the network capability during an idle mode mobility procedure from GERAN/UTRAN to E-UTRAN:

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor's NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE's EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K'ASME and NAS sequence number of Tracking area update Request message using the KDF as specified in Annex A. MME deliveries it to eNB by S1-AP message 

TAU Request message shall be integrity protected with one of the default EPS algorithms.

Handover
SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Adding behavior for abnormal case
General message cleanup
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.008 v8.2.0
* * * First Change * * * *

10.5.5.12
MS network capability 

The purpose of the MS network capability information element is to provide the network with information concerning aspects of the mobile station related to GPRS and EPS. The contents might affect the manner in which the network handles the operation of the mobile station. The MS network capability information indicates general mobile station characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The MS network capability is a type 4 information element with a maximum of 10 octets length.

The value part of a MS network capability information element is coded as shown in figure 10.5.128/3GPP TS 24.008 and table 10.5.145/3GPP TS 24.008.

NOTE: 
The requirements for the support of the GEA algorithms in the MS are specified in 3GPP TS 43.020 [13].

	8
	7
	6
	5
	4
	3
	2
	1
	

	MS network capability IEI
	octet 1

	Length of MS network capability contents
	octet 2

	MS network capability value
	octet 3-10


Figure 10.5.128/3GPP TS 24.008 MS network capability information element

Table 10.5.145/3GPP TS 24.008 MS network capability information element

	<MS network capability value part> ::=


<GEA1 bits>
<SM capabilities via dedicated channels: bit>
<SM capabilities via GPRS channels: bit>

<UCS2 support: bit>
<SS Screening Indicator: bit string(2)>
<SoLSA Capability : bit>
<Revision level indicator: bit>

<PFC feature mode: bit>

<Extended GEA bits>

<LCS VA capability: bit>

<PS inter-RAT HO to UTRAN Iu mode capability: bit>
<Alignment bits>
<EEA bits>
<EIA bits>

<UEA bits>

<UIA bits>

<Spare bits>;

<GEA1 bits> ::= < GEA/1 :bit>;

<Extended GEA bits> ::= <GEA/2:bit><GEA/3:bit>< GEA/4:bit >< GEA/5:bit >< GEA/6:bit ><GEA/7:bit>;

<Alignment bits> ::= <spare bit (7)>;
<EEA bits> ::= <EEA0:bit><EEA1:bit><EEA2:bit><EEA3:bit><EEA4:bit><EEA5:bit><EEA6:bit><EEA7:bit>;

<EIA bits>  ::= <spare bit><EIA1:bit><EIA2:bit><EIA3:bit><EIA4:bit><EIA5:bit><EIA6:bit><EIA7:bit>;

<UEA bits> ::= <UEA0:bit><UEA1:bit><UEA2:bit><UEA3:bit><UEA4:bit><UEA5:bit><UEA6:bit><UEA7:bit>;

<UIA bits>  ::= <spare bit><UIA1:bit><UIA2:bit><UIA3:bit><UIA4:bit><UIA5:bit><UIA6:bit><UIA7:bit>;
<Spare bits> ::= null | {<spare bit> < Spare bits >};

SS Screening Indicator

0 0
defined in 3GPP TS 24.080 


0 1
defined in 3GPP TS 24.080 


1 0
defined in 3GPP TS 24.080 


1 1
defined in 3GPP TS 24.080 

SM capabilities via dedicated channels

0
Mobile station does not support mobile terminated point to point SMS via CS domain


1
Mobile station supports mobile terminated point to point SMS via CS domain

SM capabilities via GPRS channels

0
Mobile station does not support mobile terminated point to point SMS via PS domain

1
Mobile station supports mobile terminated point to point SMS via PS domain

UCS2 support
This information field indicates the likely treatment by the mobile station of UCS2 encoded character strings.

0
the ME has a preference for the default alphabet (defined in 3GPP TS 23.038 [8b])


over UCS2.

1
the ME has no preference between the use of the default alphabet and the


use of UCS2.

GPRS Encryption Algorithm GEA/1
0
encryption algorithm GEA/1not available
1
encryption algorithm GEA/1 available
SoLSA Capability

0
The ME does not support SoLSA.

1
The ME supports SoLSA.


Revision level indicator 

0
used by a mobile station not supporting R99 or later versions of the protocol


1
used by a mobile station supporting R99 or later versions of the protocol 

PFC feature mode

0 Mobile station does not support BSS packet flow procedures

1 Mobile station does support BSS packet flow procedures

GEA/2

0
encryption algorithm GEA/2 not available
1
encryption algorithm GEA/2 available

GEA/3

0
encryption algorithm GEA/3 not available
1
encryption algorithm GEA/3 available

GEA/4

0
encryption algorithm GEA/4 not available
1
encryption algorithm GEA/4 available

GEA/5

0
encryption algorithm GEA/5 not available
1
encryption algorithm GEA/5 available

GEA/6

0
encryption algorithm GEA/6 not available
1
encryption algorithm GEA/6 available

GEA/7

0
encryption algorithm GEA/7 not available
1
encryption algorithm GEA/7 available

LCS VA capability (LCS value added location request notification capability)

This information field indicates the support of the LCS value added location request notification via PS domain as defined in 3GPP TS 23.271 [105].
0
location request notification via PS domain not supported
1
location request notification via PS domain supported

PS inter-RAT HO to UTRAN Iu mode capability

This information field indicates the support of the PS inter-RAT HO to UTRAN Iu mode.
0
PS inter-RAT HO to UTRAN Iu mode not supported
1
PS inter-RAT HO to UTRAN Iu mode supported

EEA0
0
EPS encryption algorithm 128-EEA0 not supported
1
EPS encryption algorithm 128-EEA0 supported
EEA1
0
EPS encryption algorithm 128-EEA1 not supported
1
EPS encryption algorithm 128-EEA1 supported
EEA2
0
EPS encryption algorithm 128-EEA2 not supported
1
EPS encryption algorithm 128-EEA2 supported
EEA3
0
EPS encryption algorithm EEA3 not supported
1
EPS encryption algorithm EEA3 supported
EEA4
0
EPS encryption algorithm EEA4 not supported
1
EPS encryption algorithm EEA4 supported
EEA5
0
EPS encryption algorithm EEA5 not supported
1
EPS encryption algorithm EEA5 supported
EEA6

0
EPS encryption algorithm EEA6 not supported
1
EPS encryption algorithm EEA6 supported
EEA7

0
EPS encryption algorithm EEA7 not supported
1
EPS encryption algorithm EEA7 supported
EIA1
0
EPS integrity algorithm 128-EIA1 not supported
1
EPS integrity algorithm 128-EIA1 supported
EIA2
0
EPS integrity algorithm 128-EIA2 not supported
1
EPS integrity algorithm 128-EIA2 supported
EIA3
0
EPS integrity algorithm EIA3 not supported
1
EPS integrity algorithm EIA3 supported
EIA4
0
EPS integrity algorithm EIA4 not supported
1
EPS integrity algorithm EIA4 supported
EIA5
0
EPS integrity algorithm EIA5 not supported
1
EPS integrity algorithm EIA5 supported
EIA6
0
EPS integrity algorithm EIA6 not supported
1
EPS integrity algorithm EIA6 supported
EIA7
0
EPS integrity algorithm EIA7 not supported
1
EPS integrity algorithm EIA7 supported
UEA0
0
UMTS encryption algorithm UEA0 not supported
1
UMTS encryption algorithm UEA0 supported
UEA1
0
UMTS encryption algorithm UEA1 not supported
1
UMTS encryption algorithm UEA1 supported
UEA2
0
UMTS encryption algorithm UEA2 not supported
1
UMTS encryption algorithm UEA2 supported
UEA3
0
UMTS encryption algorithm UEA3 not supported
1
UMTS encryption algorithm UEA3 supported
UEA4
0
UMTS encryption algorithm UEA4 not supported
1
UMTS encryption algorithm UEA4 supported
UEA5
0
UMTS encryption algorithm UEA5 not supported
1
UMTS encryption algorithm UEA5 supported
UEA6
0
UMTS encryption algorithm UEA6 not supported
1
UMTS encryption algorithm UEA6 supported
UEA7
0
UMTS encryption algorithm UEA7 not supported
1
UMTS encryption algorithm UEA7 supported
UIA1
0
UMTS integrity algorithm UIA1 not supported
1
UMTS integrity algorithm UIA1 supported
UIA2
0
UMTS integrity algorithm UIA2 not supported
1
UMTS integrity algorithm UIA2 supported
UIA3
0
UMTS integrity algorithm UIA3 not supported
1
UMTS integrity algorithm UIA3 supported
UIA4
0
UMTS integrity algorithm UIA4 not supported
1
UMTS integrity algorithm UIA4 supported
UIA5
0
UMTS integrity algorithm UIA5 not supported
1
UMTS integrity algorithm UIA5 supported
UIA6
0
UMTS integrity algorithm UIA6 not supported
1
UMTS integrity algorithm UIA6 supported
UIA7
0
UMTS integrity algorithm UIA7 not supported
1
UMTS integrity algorithm UIA7 supported
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