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1. Introduction

The reject cause is not specified for the security mode reject

2. Reason for Change

Incomplete security more procedure.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v0.4.0.

4.1. Changes in Revision 1

· Retain only those changes related to the format of the NAS key set identifier

· Change the format and length, and add/remove the spare half octet where appropriate

· Remove the formatting changes to the Security Mode Command and TAU Request as they will be merged into contribution C1-083463
· Changed the meaning of the value 1 1 1 to mean no key available in both directions rather than for the ms to network direction. This is because, with the changes in C1-083463, both KSIasme and KSIsgsn IEs will be mandatory in the Security Mode Command whether or not valid values are available.

· Added Authentication Request to changes as it also includes KSI. It was overlooked in the original contribution

· Removed contentious text from the description of the NAS KSI IE.

4.2 Changes in Revision 2

· Fixed a misspelling

· Added .1 to end of figure and table numbers

· Moved table header to above the table
* * * First Change * * * *

8.2.4
Attach request

8.2.4.1
Message definition

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.4.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.8
	M
	V
	1

	
	Old GUTI or IMSI
	FFS
	M
	FFS
	FFS

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	EPS attach type
	EPS attach type

9.9.3.9
	M
	V
	1/2

	
	
	

	
	
	

	
	NAS key set identifier
	NAS key set identifier

9.9.3.28
	M
	V
	1/2

	FFS
	Last visited registered TAI
	Tracking area identity

9.9.3.25
	O
	TV
	6

	FFS
	DRX parameter
	FFS
	O
	FFS
	FFS

	FFS
	ESM message container
	ESM message container

9.9.3.12
	O
	TLV-E
	3-n


Editor's note: The length of the TAI is FFS.

* * * Second Change * * * *

8.2.7
Authentication request

This message is sent by the network to the UE to initiate authentication of the UE identity. See table 8.2.7.1.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE

Table 8.2.7.1: AUTHENTICATION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Authentication request message type
	Message type

9.8 
	M
	V
	1

	
	Key set identifier (ASME)
	Key set identifier (ASME)

9.9.3.28
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.4
	M
	V
	1/2

	
	Authentication parameter RAND (EPS challenge)
	Authentication parameter RAND

9.9.3.3
	M
	V
	16

	
	Authentication parameter AUTN (EPS challenge)
	Authentication parameter AUTN

9.9.3.2
	M
	LV
	17


Editor's note: There is an open issue between SA3 and CT4 as to whether the UE should also allow an UMTS challenge.

* * * Third Change * * * *

9.9.3.28
NAS key set identifier
The NAS key set identifier is allocated by the network. 
The NAS key set identifier is a type 1 information element.
The NAS key set identifier information element is coded as shown in figure 9.9.3.28.1 and table 9.9.3.28.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	              NAS key set identifier

                IEI

	0

Spare
	Key set identifier
	octet 1


Figure 9.9.3.28.1: NAS key set identifier information element
Table 9.9.3.28.1: NAS key set identifier information element
	NAS key set identifier (octet 1)

Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	Possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	No key is available;
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