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1. Introduction

Description of user identies should be in one place in 24.302. This P-CR describes user identities in chapter 4.4 only and replaces similar texts in other parts of the specification with references to chapter 4.4.
2. Reason for Change

Repeated descriptions of user identities in the specificaton increases the risk of misalignments within the specification and with other specifications. 

This P-CR is related to TS 23.003, CR#0151 “NAI for 3GPP access to Non-3GPP Access Interworking” (C4-081805), which introduces the Pseudonym Identity in 23.003. The CR was agreed by CT4 in Zagreb and is for approval in CT#41.
3. Conclusions

-

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302 V0.5.0 (2008-06).
* * * First Change * * * *
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4.4
Identities


4.4.1
User identities
The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [3], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.
IETF RFC 4187 [25] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly different terms. Similar terms are also used in 3GPP TS 33.402 [11]. The following list provides term equivalencies and  describes the relation between various user identities.

-
The Root-NAI as specified in 3GPP TS 23.003 [3] is to be used as the permanent identity as specified in 3GPP TS 33.402 [11].

-
The Fast-Reauthentication NAI as specified in 3GPP TS 23.003 [3] is to be used as the Fast-Reauthentication Identity or the re-authentication ID as specified in 3GPP TS 33.402 [11].

-
The Pseudonym Identity as specified in 3GPP TS 23.003 [3] is to be used as the Pseudonym as specified in 3GPP TS 33.402 [11].
* * * Next Change * * * *

6.4.2
UE procedures

6.4.2.1
Identity Management

The user identities to be used by the UE in the authentication and authorization for accessing EPC via a trusted non-3GPP access are the 
Root-NAI (permanent identity)
, Fast-Reauthentication NAI (Fast-Reauthentication Identity) and
 Pseudonym Identity and these identities are described in subclause 4.4
6.4.2.2
EAP AKA based Authentication

The UE shall support EAP AKA based authentication as specified in IETF RFC 4187 [25]. In trusted non-3GPP access authentication, if the UE supports other EAP methods besides the EAP AKA method, the UE shall attempt to authenticate using the EAP AKA authentication as the first EAP method.

During network access authentication, the UE may provide an explicit indication for IPMS by adding an attribute in the EAP-AKA payload as defined in section 6.3.2.1.

Editor’s note: this subclause needs to be updated to describe also EAP/AKA’ as specified in draft-arkko-eap-aka-kdf[xx].
6.4.2.3
Full Authentication and Fast Re-authentication

The UE shall support both full authentication and fast re-authentication for EAP AKA as specified in IETF RFC 4187 [25].
Full authentication is performed to generate new keys. The initial authentication shall be a full authentication as specified in TS 33.402[11]. For a full authentication either the Permanent Identity or the Pseudonym Identity is used.

A fast re-authentication is an authentication procedure which uses the Fast Re-authentication Identity and results in a refresh of existing keys. 

The Permanent Identity is based on the IMSI of the UE. The Pseudonym Identity or the Fast Re-authentication Identity or both are provided to the UE by the AAA server during the previous authentication procedure. The UE shall use the temporary identity (the Pseudonym Identity or the Fast Re-authentication Identity) only once.

If during an authentication request, a UE receives an EAP-Request/AKA-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP-Response/AKA_Identity.

If during an authentication request, a UE receives an EAP-Request/AKA-Identity message which contains AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity  as the AT_IDENTITY within EAP-Response/AKA_Identity message if available. Otherwise the UE shall return the Permanent Identity.

If during an authentication request, a UE receives an EAP-Request/AKA-Identity message which contains AT_ANY_ID_REQ, the UE shall return the Fast Re-authentication Identity if available as the AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.
Editor’s note: this subclause needs to be updated to describe also EAP/AKA’ as specified in draft-arkko-eap-aka-kdf[xx].
6.4.3
3GPP AAA server procedures

6.4.3.1
Identity Management

The 3GPP AAA selects the pseudonym identity or the Fast Re-authentication Identity and returns the identity to the UE during the Authentication procedure as specified in 3GPP TS 33.402 [11].  The AAA server shall maintain a mapping between the UE's permanent identity and the pseudonym identity and between the UE's permanent identity and the Fast Re-authentication Identity.
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