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1. Introduction

TS 33.402 specifies an Access network identifier to be used in the security procedures for trusted CDMA-2000 access. The 3GPP AAA server may send the Access network identifier to the UE in the EAP Request/AKA-Challenge message or alternatively the access network identity may be provided to the UE by link layer means. For some access networks the access network identity may also be configured into the UE and the 3GPP AAA server.
3GPP2 recently decided that the text string "HRPD" should be used as the access network identitfier for CDMA-2000 and there is a corresponding 23.003 CR submitted to CT4. 

2. Reason for Change

24.302 should specify the coding and usage of the access network identifier. Currently the access network identifier is only defined for CDMA-2000 access. 

This P-CR is related to TS 23.003, CR#oxyz “Definition and format of access network identifier” (C4-08xxyy), which introduces the Access network identifier in 23.003. The CR is for approval in CT4.

There is also a related CR#0016 to TS 33.402 (S3-080850) which specifies the handling of the Access network identifier.

There is also a related IETF internet draft (draft-arkko-eap-aka-kdf-00) which specifies the extension of EAP-AKA to carry the access network identifier as an EAP-AKA attribute.

3. Conclusions

-

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302 V0.5.0 (2008-06).

* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.071 "Location Services (LCS); Service description; Stage 1"
[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
3GPP TS 23.401: "GPRS enhancements for E-UTRAN access".

[5]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[6]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".

[7]
3GPP TR 29.803: "3GPP System Architecture Evolution: CT WG4 aspects (Stage3)".

[8]
3GPP TS 24.234: "3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols; Stage 3".

[9]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3"

[10]
3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".
[11]
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses;"

[12]
3GPP2 P.R0001: "cdma2000 Wireless IP Architecture based on IETF Protocols", August 2000.

[13]
3GPP2 X.S0011: "cdma2000 Wireless IP Network Standard".

[14]
3GPP2 C.S0024-0: "cdma2000 High Rate Packet Data Air Interface Specification".

[15]
3GPP2 C.S0024-A: "cdma2000 High Rate Packet Data Air Interface Specification".

[16]
WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 2: "Architecture Tenets, Reference Model and Reference Points", November 2007.

[17]
WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3: "Detailed Protocols and Procedures", November 2007.

[18]
WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0, April 2007.

[19]
IEEE Std 802.16e-2005 and IEEE Std 802.16-2004/Cor1-2005: "IEEE Standard for Local and Metropolitan Area Networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems Amendments 2 and Corrigendum 1", February 2006.
[20]
IETF RFC 4306 (December 2005): "Internet Key Exchange (IKEv2) Protocol".

[21]
IETF RFC 3748 (June 2004): "Extensible Authentication Protocol (EAP)".

[22]
IETF RFC 4301 (December 2005): "Security Architecture for the Internet Protocol".

[23]
IETF RFC 4555 (June 2006): "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[24]
IETF RFC 4303, December 2005: "IP Encapsulating Security Payload (ESP)".

[25]
IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP AKA)"

[26]
draft-ietf-mipshop-mos-dns-discovery-00.txt (April 2008): "Locating Mobility Servers using DNS".

Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[27]
draft-ietf-mipshop-mos-dhcp-options-00.txt (April 2008): "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Options for Mobility Server (MoS) discovery".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[xx]
draft-arkko-eap-aka-kdf-00.txt (July 2008): "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
* * * Next Change * * * *

4.4.4 
Access network identity

For access to EPC from a trusted non-3GPP access network via S2a the UE has to use the access network identity in the key derivation (see TS 33.402 [11]). It is signalled from the access network to the UE or derived by the UE from already available data.

Editor's note:
Details of this signalling, e.g. via access specific means or within access authentication/authorization are FFS.


* * * Next Change * * * *

6.4
Authentication and authorization for accessing EPC via a trusted non-3GPP access network
6.4.1
General

For access to the EPC via a trusted non-3GPP access network, a connection shall be established between the UE and the trusted non-3GPP access network using signalling procedures specific to the trusted non-3GPP access network and is out of scope of this present document.

Access authentication signalling for access to the EPC shall be executed between the UE and 3GPP AAA server to ensure mutual authentication of the user and the EPC. Such authentication is based on IETF protocols as specified in 3GPP TS 33.402 [11].

Note:
EAP-AKA is executed between the UE and EPC via a trusted non-3GPP access network in the case of connectivity to the EPC via S2a. In the case of access to the EPC via S2c, the EAP-AKA authentication is not performed as part of access authentication but is done during S2c bootstrapping as specified in 3GPP TS 24.303 [10] and 3GPP TS 33.402 [11].

6.4.2
UE procedures

6.4.2.1
Identity Management

IETF RFC 4187 [25] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly different terms. Similar terms are also used in 3GPP TS 33.402 [11]. The following list provides term equivalencies.

-
Root-NAI as defined in 3GPP TS 23.003 [3] is the permanent identity used in 3GPP TS 33.402 [11].

-
Fast-Reauthentication NAI in 3GPP TS 23.003 [3] is the Fast-Reauthentication Identity used in 3GPP TS 33.402 [11].

-
Psuedonym Identities in 3GPP TS 33.402 [11] are as specified in 3GPP TS 23.003 [3] under sub clause 19.6.

6.4.2.2
EAP AKA based Authentication

The UE shall support EAP AKA based authentication as specified in IETF RFC 4187 [25]. In trusted non-3GPP access authentication, if the UE supports more EAP methods than EAP AKA method, the UE shall attempt to authenticate using the EAP AKA authentication as the first EAP method.

During network access authentication, the UE may provide an explicit indication for IPMS by adding a attribute in the EAP-AKA payload as defined in section 6.3.2.1.
During network access authentication, the 3GPP AAA server may provide the access network identifier to the UE, see clause 6.4.2.4.
6.4.2.3
Full Authentication and Fast Re-authentication

The UE shall support both full authentication and fast re-authentication for EAP AKA as specified in IETF RFC 4187 [25].
A full authentication is as in an initial authentication procedure where new keys are generated. For a full authentication the Permanent Identity or the Pseudonym Identity is used.

A fast re-authentication is an authentication procedure which uses the Fast Re-authentication Identity and results in a refresh of existing keys. 

The Permanent Identity is based on the IMSI of the UE. The Pseudonym Identity or the Fast Re-authentication Identity or both are provided to the UE during the previous authentication procedure. The UE shall use the temporary identity (the Pseudonym Identity or the Fast Re-authentication Identity) only once.

If during an authentication request, a UE receives,  an EAP-Request/AKA-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP-Response/AKA_Identity.

If the EAP-Request/AKA-Identity message contains AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity  as the AT_IDENTITY within EAP-Response/AKA_Identity message if available. Otherwise the UE shall return the Permanent Identity.

If the EAP-Request/AKA-Identity message contains AT_ANY_ID_REQ, the UE shall return the Fast Re-authentication Identity if available as the AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.

6.4.2.4 
Access network identifier

According to TS 33.402 [11], the access network identity is used by HSS and UE to generate transformed authentication vectors, see also clause 4.4.4. The HSS sends the transformed authentication vector to the 3GPP AAA server. The 3GPP AAA server may send the Access network identifier to the UE in the EAP Request/AKA-Challenge message or alternatively the access network identity may be provided to the UE by link layer means. For some access networks the access network identity may also be configured into the UE and the 3GPP AAA server. Access network identity information in an EAP message shall take precedence over the information provided by the link layer, which in turn shall take precedence over pre-configured information.
Editor’s note: There is ongoing work at the IETF regarding the transport of the access network identity in EAP-AKA. If this work is not finalized by the end of Rel-8, the corresponding text will be deleted from this specification. 
6.4.2.4.1 
Access network identifier indication from 3GPP AAA server to UE

The 3GPP AAA server may inform the UE about the access network identifier to be used when generating transformed authentication vectors.

6.4.2.4.2 
AT_KDF_INPUT  attribute

The AAA server may indicate the access network identifier to the UE by using the AT_KDF_INPUT attribute as specified in draft-arkko-eap-aka-kdf [xx].




