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4.3
Scanning procedures

4.3.1
IEEE 802.11 WLANs

For IEEE 802.11 [11] WLANs, the WLAN network name is provided in the SSID information element.

The WLAN UE becomes aware of the supported WSIDs of the WLAN by performing scanning procedures as specified in IEEE 802.11-1999 [11].

There are two types of scanning procedures specified in IEEE 802.11-1999 [11]:

i)
Passive scanning.

ii)
Active scanning.

The WLAN UE shall support passive scanning according to IEEE 802.11-1999 [11]. If active scanning is supported then, the WLAN UE should use active scanning according to IEEE 802.11-1999 [11].

In order to assist PLMN selection procedure, the WLAN UE shall solicit information from WLANs that are IEEE P802.11u [x] capable first followed those that are not IEEE P802.11u [x]  capable. For IEEE P802.11u [x] networks, the WLAN UE shall obtain the supported SSIDs in a BSS which has multiple SSIDs, to aid in creating a list of available WSIDs. The list of available WSIDs consists of all WSIDs found in passive scanning and all WSIDs received as a result of active scanning.

4.3.2
Other WLAN technologies

Other WLAN technologies, such as HiperLAN or Bluetooth, are not described in this TS but are not excluded.

4.4
Network discovery

4.4.1
General

Network discovery can be performed in three ways: 
1)
direct connection from the I-WLAN to HPLMN using internet where authentication has been performed using a none IEEE 802.1x authentication mechanism or
2)
 via a PLMN using IEEE 802.1x authentication access. 
3)
via IEEE P802.11u [x] native GAS procedures

In case 1), the WLAN UE once it has obtain I-WLAN access shall perform tunnel management procedures per the clause 8 to access the HPLMN. The USIM may contain the "HPLMN Direct Access File" data file indicating whether the WLAN UE is allowed to perform none IEEE 802.1x HPLMN discovery procedures. If the USIM does not support the "HPLMN Direct Access File" data file, then the UE shall not perform none IEEE 802.1x HPLMN discovery procedures.
In case 2) when IEEE 802.1x authentication mechanisms are used, the Network discovery procedure shall be executed between the WLAN UE and the local AAA for the purpose of sending to the WLAN UE the Supported PLMNs list for WLAN access for the manual selection procedure. The WLAN UE shall support the Network discovery procedure as specified in IETF RFC 4284 [12]. The WLAN UE shall send the alternative NAI to the local AAA to trigger the network discovery procedure.
In case 3) for WLANs that support IEEE P802.11u [x] and Interworking the WLAN UE shall use the IEEE P802.11u [x] native GAS procedures to trigger the sending of the generic container.  The WLAN shall send back a native GAS Initial Response to the WLAN UE UE including the Supported PLMNs list for WLAN access according to Annex A.

Note
How the WLAN obtains the supported PLMN list when IEEE P802.11u [x] and Interworking  is supported is outside of the scope of this specification.

For I-WLAN that support IEEE P802.11u [x] but do not support Inetworking or I-WLANs that do not support IEEE P802.11u [x], if the I-WLAN is unable to route the WLAN UE's EAP authentication signalling to the 3GPP AAA server based on the NAI sent in the initial EAP-Response/Identity message and if the local AAA supports Identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends a subsequent EAP-Request/Identity message to the WLAN UE including the Supported PLMNs list for WLAN access. For PLMNs that support emergency optimizations, this is indicated via the inclusion of the emergency specific service realm as defined in 3GPP TS 23.003 [1A].
If the I-WLAN is unable to route the WLAN UE's EAP authentication signalling to the 3GPP AAA server based on the NAI sent in the initial EAP-Response/Identity message and if the local AAA does not support Identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends an EAP-Failure message to the WLAN UE.

4.4.2
WLAN UE procedures 

Upon reception of an IEEE P802 11u [x] native GAS Intial Response or EAP-Request/Identity message including the Supported PLMNs list for WLAN access the WLAN UE shall:
-
Perform PLMN selection according to clause 5.2.

-
Use the Decorated NAI as specified in clause 4.2 and using the PLMN ID of the Selected PLMN.
-
Attempt to authenticate as specified in clause 6.1.1 and using the NAI determined in the prior step.

-
Include emergency specific service realm as defined in 3GPP TS 23.003 [1A].
If the Selected PLMN is the HPLMN, then decoration shall not be performed as HPLMN ID is already contained in the Root NAI. As an implementation option, the WLAN UE may store the Supported PLMNs list for WLAN access.

5
Network Selection

5.1
General

In 3GPP WLAN interworking Network selection consists of two procedures: the WLAN UE I-WLAN selection procedure, and  the WLAN UE PLMN selection procedure. These procedures are applicable to initial network selection at WLAN UE switch on and following recovery from lack of WLAN radio coverage. In order to ensure that the result of Network selection is the association with an I-WLAN that has direct connection to HPLMN, both procedures are linked to each other as specified in this clause.

Two 3GPP WLAN interworking network selection modes are defined, automatic and manual. The support of additional network selection modes is implementation dependent.

For manual network selection procedures defined in clause 5.2.3 the WLAN UE produces a list of available PLMNs. The list of PLMN shall be aquired  by performing the following: 

1)
If the WLAN UE supports IEEE 802.11u [x] then native GAS procedures shall be performed with all available WLANs that supports IEEE 802.11u [x], and interworking, and

2)
If WLAN UE  and WLAN supports IEEE 802.1x authentication, the WLAN UE shall  associate and perform EAP based network discovery with the available WLANs using the Alternative NAI until every available WLAN has been associated with and EAP network discovery has been performed.
3)
 If the WLAN does not support IEEE 802.1x authentication and the USIM supports the "HPLMN Direct Access File "data file and is set, then the WLAN UE shall attempt to create a direct connection to the HPLMN using tunnel management procedures as defined in the clause 8.
For automatic selection procedures defined in clause 5.2.4. At switch on, or following recovery from lack of coverage, the WLAN UE selects the I-WLAN last registered PLMN or HPLMN if available. 

As an alternative option to this, if the WLAN UE is in automatic network selection mode and it finds a WSID known to support connectivity to the HPLMN, the WLAN UE selects the HPLMN and does not return to the I-WLAN last registered PLMN. The operator controls by the "HPLMN Priority File" data file in the USIM whether an WLAN UE that supports this option performs this alternative behaviour. If the HPLMN cannot be found, the WLAN UE returns to the I-WLAN last registered PLMN if available.

If there is no I-WLAN last registered PLMN, or if selection is not possible due to the PLMN being unavailable or selection failure, the WLAN UE shall use a WSID that has a direct connection to HPLMN. This is done by performing the procedures in 1) – 3) above  with the Available WSIDs until a WSID that has a direct connection to the HPLMN has been found. If a WSID that has direct connection to HPLMN is not found, then the WLAN UE attempts to select a WSID that has connection to one of the PLMNs in the Preferred PLMNs lists. The order that the WLAN UE follows for association with the Available WSIDs is determined by the "User Controlled WLAN Specific Identifier list" and "Operator Controlled WLAN Specific Identifier list", if available.

Network selection procedure is completely independent of the result of the PLMN selection under other radio access technologies that are specified in 3GPP TS 23.122 [1]. The signal quality shall not be used as a parameter for network selection.

5.2
PLMN selection

5.2.1
WLAN UE I-WLAN Selection procedure

The WLAN UE shall use scanning procedures as specified in subclause 4.3 in order to find the available WSIDs.

For the purpose of discovering the supported PLMN's the WLAN UE shall 
1)
If the WLAN supports IEEE P802.11u [x] and interworking perform native GAS procedures sequentially and
2)
sequentially perform association with each access point.

The above shall be performed using the list of available WSIDs in the following order:

a)
If the "User Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "User Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

b)
If the "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

NOTE:
Requirements for the presence of the "User Controlled WLAN Specific Identifier list" data file and the "Operator Controlled WLAN Specific Identifier list" data file are defined in 3GPP TS 31.102 [13].

c)
If neither "User Controlled WLAN Specific Identifier list" nor "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM and the ME supports at least one of the optional "User Controlled WLAN Specific Identifier list" or "Operator Controlled WLAN Specific Identifier list" lists  in the ME memory:

i)
each WSID in the "User Controlled WLAN Specific Identifier list" data file in the ME (in priority order);

ii)
each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the ME (in priority order).

d)
Other WSIDs supporting 3GPP-WLAN interworking in implementation specific order.

In the case of Automatic PLMN selection the WLAN UE shall stop performing association with other WLANs once a direct connection to the HPLMN has been found if there is:

1)
no EHPLMN list present; or

2)
the EHPLMN list is present but empty; or

3)
the EHPLMN list has a single entry which is the PLMN derived from the IMSI.

In the case when the EHPLMN list is present and the list has:

1)
a single entry that is not the PLMN derived from the IMSI then the WLAN UE shall stop performing association with other WLANs once a direct connection to the EHPLMN has been found; or

2)
has two or more entries, then the WLAN UE shall stop association with other WLANs when the highest priority EHPLMN has been found.
If no association with any I-WLAN is found, the WLAN UE behaviour is implementation dependent.

The PLMN identities thus found are used in the PLMN selection procedure.

5.2.2
Void

5.2.3
Manual PLMN Selection Mode Procedure

In case of manual network selection mode, for WLANs that:
1)
Support IEEE P802.11u [x] and interworking, the WLAN UE shall send a native GAS Initial Request to the WLAN.  The WLAN shall send back a native GAS Initial Response to the WLAN UE UE including the Supported PLMNs list for WLAN access.  See subclause 
2)
support IEEE 802.1x authentication, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the Alternative NAI. See subclause 4.2.5.

3)
if the WLAN does not support IEEE 802.1x authentication and the USIM supports the "HPLMN Direct Access File" data file and is set, the WLAN UE shall sequentially perform association and perform tunnel management procedures as specified in the clause 8 with each broadcast WSID that does not support IEEE 802.1x authentication.

NOTE:
If authentication is required (i.e. the "HPLMN Direct Access File" data file is available in the USIM and set) to access internet when accessing a WLAN that does not support IEEE 802.1x authentication  the procedures to do this are outside scope of this specification.

The WLAN UE shall indicate to the user the PLMNs which are available. If more than one I-WLAN is capable of being used to establish a direct connection with a PLMN the WLAN UE should indicate each of the candidate I-WLANs along with the PLMN to the user. If displayed, PLMNs from the Supported PLMNs list shall be presented in the following order:

a)
HPLMN (if the EHPLMN list is not present, or is present and empty);
b)
If one or more of the EHPLMNs are available then based on an optional data field on the USIM either the availability of the highest priority EHPLMN is to be presented to the user or all available EHPLMNs are presented to the user in priority order;
c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology " data file, if available in the USIM/SIM (in priority order).

f)
If none of the PLMN selector lists in steps c, d and e is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" and "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access " data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access " data file in the ME (in priority order).

g)
Any other PLMN in random order.

The HPLMN may provide on the USIM additional information on the available PLMNs. If this information is provided then the WLAN UE shall indicate it to the user. This information, provided as free text may include:
-
preferred partner;

-
roaming agreement status; and

-
supported services.

Furthermore, the WLAN UE may indicate whether the available PLMNs are present on the EHPLMN list, the "User Controlled Selector for I-WLAN access" data file or the "Operator Controlled PLMN Selector for I-WLAN access" data file. The WLAN UE may also indicate that the PLMN is not present on any of these lists.
If a PLMN was selected before the procedure and if the user does not select a PLMN, the selected PLMN shall be the one that was selected before the PLMN selection procedure started.

If successful authentication is achieved, the WLAN UE shall indicate the Selected PLMN. If the"I-WLAN last Registered PLMN" data file is available in the USIM(see 3GPP TS 31.102) the WLAN UE shall store the Selected PLMN on the USIM else the WLAN UE shall store the Selected PLMN on the ME.
If no PLMN is found, the WLAN UE behaviour is implementation dependent.

5.2.4
Automatic PLMN Selection Mode Procedure

In case of automatic selection for WLANs that UE shall select and attempt to authenticate with an available and allowable PLMN. If WLAN supports IEEE P802.11u [x] and interworking, the WLAN UE shall send a native GAS Initial Request to the WLAN.  The WLAN shall send back a native GAS Initial Response to the WLAN UE UE including the Supported PLMNs list for WLAN access. In addition, the WLAN UE takes the following actions depending on the presence and value of the "HPLMN Direct Access File" data file in the USIM:
-
if the the "HPLMN Direct Access File" data file is available in the USIM and is set, the WLAN UE shall sequentially perform association and perform tunnel management procedures as specified in the clause 8 with each broadcast WSID that does not support IEEE 802.1x authentication procedure and.

-
 the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the Alternative NAI. See subclause 4.2.5.

After than, the WLAN UE shall choose the PLMN in the following order:

a)
If "HPLMN Priority File" is data file available in the USIM and is set then:

i)
HPLMN (if the EHPLMN list does not exist, or exists but is empty);
ii)
If the EHPLMN list is present and contains at least one entry the highest EHPLMN available; and

iii)
if the "I-WLAN last Registered PLMN" data file is available in the USIM, the PLMN in the "I-WLAN last Registered PLMN" in the USIM;

else if  the "I-WLAN last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN last Registered PLMN", the PLMN in the "I-WLAN last Registered PLMN" in the ME;
b)
If "HPLMN Priority File" data file is available in the USIM  and is not set or is not present on the USIM:i)
if the "I-WLAN last Registered PLMN" data file is available in the USIM,  the PLMN in the "I-WLAN last Registered PLMN" in the USIM;


else if  the "I-WLAN last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN last Registered PLMN", the PLMN in the "I-WLAN last Registered PLMN" in the ME; and
ii)
HPLMN; and

iii)
If the EHPLMN list is present and contains at least one entry the highest EHPLMN available; 

ii)
HPLMN; and

iii)
If the EHPLMN list is present and contains at least one entry the highest EHPLMN available; 

c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order) ;
d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order);
NOTE:
Requirements for the presence of the "User Controlled PLMN Selector for I-WLAN access" data file and the "Operator Controlled PLMN Selector for I-WLAN access" data file are defined in 3GPP TS 31.102 [13].

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for I‑WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);
f)
If none of the PLMN selector lists in steps b, c and d is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" or "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order; and).

g)
Any other PLMN randomly.

If successful authentication is achieved, the WLAN UE shall indicate to the user the Selected PLMN. If the "I-WLAN last Registered PLMN" data file is available in the USIM the WLAN UE shall store the Selected PLMN on the USIM else the WLAN UE shall store the Selected PLMN on the ME.
If no PLMN is selected, the WLAN UE behaviour is implementation dependent.

If the WLAN UE loses coverage with the associated AP, a new I-WLAN is discovered automatically using the I-WLAN association procedure in clause 5.2.1.

 ****End 2ns change****
****3rd change****
Annex A (normative): 
Definition of Generic Container

A.1
General

This subclause describes the structure and contents of the IEEE P802.11u [x] Generic Container. 

A.2
General structure

A.2.1
Structure

The general structure of the Generic container 
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Figure X.X – Structure of 802.11u Generic Container
A.2.2
Generic container User Data (GUD)

Defines the protocol version of the Generic Container

00000000
Version 1

00000001


To

11111111
Reserverd

A.2.3
User Data Header Length (UDHL)

Defines the number of octet after the UDHL in the generic container.
A.2.4
Information Element Identity (IEI)

Defines the Information element contents.

00000000
PLMN List

00000001


To

11111111
Reserverd

A.3
PLMN List

The PLMN List information element is used by the network to indicate PLMNs that can be selected from the WLAN. The information element contains the PLMN identifiers..

	8
	7
	6
	5
	4
	3
	2
	1
	

	PLMN List IEI
	octet 1

	ext
	Length of PLMN List value contents
	octet 2, 2a

	Number of PLMNs
	octet 3

	PLMN information, PLMN 1
	octet 4

	
	

	PLMN information, PLMN n
	octet n+3


Figure 11.2.69.1: PLMN List information element

The "Number of PLMNs" (octet 3) contains the number of PLMN information items in the list. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 3 the least significant bit.
Coding of PLMN information for each PLMN is the following:

	8
	7
	6
	5
	4
	3
	2
	1
	

	MCC digit 2
	MCC digit 1
	octet x+1

	MNC digit 3
	MCC digit 3
	octet x+2

	MNC digit 2
	MNC digit 1
	octet x+3


Figure 11.2.69.2: PLMN information part of PLMN List information element
Table 11.2.69.1: PLMN information part of PLMN List information element

	MCC, Mobile country code (octet x+1, octet x+2 bits 1 to 4)

The MCC field is coded as in ITU-T Rec. E212, Annex A. 

MNC, Mobile network code (octet x+3, octet x+2 bits 5 to 8).

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. For PCS 1900 for North America, Federal Regulation mandates that a 3-digit MNC shall be used. However a network operator may decide to use only two digits in the MNC over the radio interface. In this case, bits 5 to 8 of octet x+2 shall be coded as "1111". Mobile equipment shall accept MNC coded in such a way.
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