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1. Introduction
This CR introduces the abnormal case handling of ESM errors during initial attach.
2. Reason for Change
C1-083019 provides a discussion paper on this topic. The current assumption of ESM error handling is that an ESM error will result in a re-attach. This assumption not only increases the time to attach, but also impacts the principles of ESM and EMM layers. 
3. Conclusions

In order to minimize the impact and stay true to the SA2 assumption of providing concated reply of the attach accept and the default bearer context setup, it is proposed that we include abnormal case handling where in the case of ESM errors, the EMM messages are held back until the ESM layer is able to correct the errors within the expiry of a timer. 

4. Proposal

It is proposed to agree the following changes to 3GPP TS <24.301v0.4.0>.
* * * First Change * * * *

5.5.1.2.2
Attach procedure initiation

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see figure 5.5.1.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.

The UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN (see subclause 6.5.1).

The UE may also indicate the DRX parameter and the protocol configuration options.

If the UE wants to keep the connection(s) to the PDN GW to which it has connected via non-3GPP access, the UE shall indicate "handover attach" in the EPS attach type IE. Otherwise, the UE shall indicate "initial attach" in the EPS attach type IE.

If a valid NAS security context exists, the UE shall integrity protect the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message. When the UE does not have a valid NAS security context, the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message is not integrity protected.
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Figure 5.5.1.2.2.1: Attach procedure and combined attach procedure

5.5.1.2.3
EMM common procedure initiation

The network may initiate EMM common procedures, e.g. the identification, authentication and security mode procedures, depending on the received information such as IMSI, GUTI and KSI.

5.5.1.2.4
Attach accepted by the network

If the attach request is accepted by the network, the MME shall send an ATTACH ACCEPT message to the UE and start timer T3450. The MME shall send the ATTACH ACCEPT message together with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to activate the default bearer (see subclause 6.4.1). The network may also initiate the activation of dedicated bearers towards the UE by invoking the dedicated EPS bearer context activation procedure (see subclause 6.4.2).

The MME shall assign and include the TAI list the UE is registered to in the ATTACH ACCEPT message. The UE, receiving an ATTACH ACCEPT message, shall delete its old TAI list and store the received TAI list.

Upon receiving the ATTACH ACCEPT message with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall stop timer T3410, reset the attach attempt counter and tracking area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED.

The GUTI reallocation may be part of the attach procedure. When the ATTACH REQUEST message includes the IMSI, the MME considers the GUTI provided by the UE is invalid, or the GUTI provided by the UE was assigned by another MME, the MME shall allocate a new GUTI to the UE. The MME shall include in the ATTACH ACCEPT message the new assigned GUTI together with the assigned TAI list. In this case the MME shall enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1.

For a shared network, the TAIs included in the TAI list can contain different PLMN identities.

If the ATTACH ACCEPT message contains a GUTI, the UE shall use this GUTI as the new temporary identity and set its TIN to "GUTI". The UE shall delete its old GUTI and store the new assigned GUTI. If no GUTI has been included by the MME in the ATTACH ACCEPT message, the old GUTI, if any available, shall be kept. 

The MME may also include of list of equivalent PLMNs in the ATTACH ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, after having removed from the list any PLMN code that is already in the list of forbidden PLMNs. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the ATTACH ACCEPT message. If the ATTACH ACCEPT message does not contain a list, then the UE shall delete the stored list.

The UE, when receiving the ATTACH ACCEPT message combined with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, shall send an ATTACH COMPLETE message combined with an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message to the network.

Upon receiving an ATTACH COMPLETE message, the MME shall stop timer T3450 and consider the GUTI sent in the ATTACH ACCEPT message as valid.

5.5.1.2.5
Attach not accepted by the network
If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate reject cause value.

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#3

(Illegal MS);

#6

(Illegal ME);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

NOTE:
The possibility to configure a UE so that the radio transceiver for a specific RAT is not active, although it is implemented in the UE, is out of scope of the present specification. 

#7

(GPRS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#8

(GPRS services and non-GPRS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#11
(PLMN not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall delete the list of equivalent PLMNs, reset the attach attempt counter, and enter state EMM-DEREGISTERED.PLMN-SEARCH.


The UE shall store the PLMN identity in the "forbidden PLMN list".


The UE shall perform a PLMN selection according to 3GPP TS 23.122 [3].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value and no RR connection exists.

#12
(Tracking area not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for regional provision of service".


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#13
(Roaming not allowed in this tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall delete the list of equivalent PLMNs and reset the attach attempt counter. Additionally, the UE shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE or optionally EMM-DEREGISTERED.PLMN-SEARCH. 


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall perform a PLMN selection according to 3GPP TS 23.122 [3].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#14
(GPRS services not allowed in this PLMN);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall enter state EMM-DEREGISTERED.PLMN-SEARCH.


The UE shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list.


The UE shall perform a PLMN selection according to 3GPP TS 23.122 [3]. 


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE. 


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.
#ii

(Default bearer context setup unsuccessful)

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

Other values are considered as abnormal cases.

5.5.1.2.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred


The attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, i.e. when access is granted on the current cell or when the UE moves to a cell where access is granted.

b)
Lower layer failure or release of the NAS signalling connection before the ATTACH ACCEPT or ATTACH REJECT message is received


The attach procedure shall be aborted, and the UE shall proceed as described below.

c)
T3410 timeout


The UE shall abort the attach procedure and proceed as described below. The NAS signalling connection shall be released locally.

d)
ATTACH REJECT, other causes than those treated in subclause 5.5.1.5


Upon reception of the cause codes #95, #96, #97, #99 and #111 the UE should set the attach attempt counter to 5. The UE shall proceed as described below.

e)
Change of cell into a new tracking area


If a cell change into a new tracking area occurs before the attach procedure is completed, the attach procedure shall be aborted and re-initiated immediately. If a tracking area border is crossed when the ATTACH ACCEPT message has been received but before an ATTACH COMPLETE message is sent, the attach procedure shall be aborted and the tracking area updating procedure shall be initiated. If a GUTI was allocated during the attach procedure, this GUTI shall be used in the tracking area updating procedure.

f)
Mobile originated detach required


The attach procedure shall be aborted, and the UE initiated detach procedure shall be performed.

g)
Detach procedure collision


If the UE receives a DETACH REQUEST message from the network in state EMM-REGISTERED-INITIATED and the detach type indicates "re-attach not required", the detach procedure shall be progressed and the attach procedure shall be aborted. Otherwise the attach procedure shall be progressed and the DETACH REQUEST message shall be ignored.
h) ESM error due to Activate Default Bearer Context Reject as specified in subclause 6.1.4.1
In this case, UE shall start a timer T3xy and forward the ESM error message to the MME. If the EMM in the UE receives an Activate Default Bearer Context Accept message from the ESM in the UE before the expiry of the timer, the UE shall stop the timer and send the Attach Complete with the Activate Default Bearer Context Accept message. On expiry of the timer the UE shall send a detach request to the network.
In cases b, c and d the UE shall proceed as follows. Timer T3410 shall be stopped if still running. The attach attempt counter shall be incremented, unless it was already set to 5 due to case d.

If the attach attempt counter is less than 5:

-
timer T3411 is started and the state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH. When timer T3411 expires the attach procedure shall be restarted.

If the attach attempt counter is equal to 5:

-
the UE shall delete any GUTI, TAI list, last visited registered TAI, list of equivalent PLMNs and KSI, shall set the update status to EU2 NOT UPDATED, and shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [3].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the abnormal case when a normal attach procedure fails and the attach attempt counter is equal to 5.

5.5.1.2.7
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


If a lower layer failure occurs before the message ATTACH COMPLETE has been received from the UE and a new GUTI has been assigned, the network shall consider both the old and new GUTI as valid until the old GUTI can be considered as invalid by the network (see subclause x.x) and shall not resend the message ATTACH ACCEPT. During this period the network may:
-
use the identification procedure followed by a GUTI reallocation procedure if the old GUTI is used by the UE in a subsequent message.
Editor's note: The reference for the GUTI handling needs to be added.

b)
Protocol error


If the ATTACH REQUEST message is received with a protocol error, the network shall return an ATTACH REJECT message with one of the following reject causes:


#96:
Mandatory information element error;


#99:
Information element non-existent or not implemented;


#100:
Conditional IE error;


#111:
Protocol error, unspecified.

c)
T3450 time-out


On the first expiry of the timer, the network shall retransmit the ATTACH ACCEPT message and shall reset and restart timer T3450. 


This retransmission is repeated four times, i.e. on the fifth expiry of timer T3450, the attach procedure shall be aborted. If a new GUTI was allocated in the ATTACH ACCEPT message, the network shall consider both the old and new GUTI as valid until the old GUTI can be considered as invalid by the network (see subclause x.x). During this period the network acts as specified for case a.
Editor's note: The reference for the GUTI handling needs to be added.

d)
ATTACH REQUEST received after the ATTACH ACCEPT message has been sent and before the ATTACH COMPLETE message is received

-
If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the previously initiated attach procedure shall be aborted if the ATTACH COMPLETE message has not been received and the new attach procedure shall be progressed; or

-
if the information elements do not differ, then the ATTACH ACCEPT message shall be resent and the timer T3450 shall be restarted if an ATTACH COMPLETE message is expected. In that case, the retransmission counter related to T3450 is not incremented.

e)
More than one ATTACH REQUEST received and no ATTACH ACCEPT or ATTACH REJECT message has been sent

-
If one or more of the information elements in the ATTACH REQUEST message differs from the ones received within the previous ATTACH REQUEST message, the previously initiated attach procedure shall be aborted and the new attach procedure shall be progressed;

-
if the information elements do not differ, then the network shall continue with the previous attach procedure and shall not treat any further this ATTACH REQUEST message.

f)
ATTACH REQUEST received in state EMM-REGISTERED


If an ATTACH REQUEST message is received in state EMM-REGISTERED the network may initiate the EMM common procedures; if it turned out that the ATTACH REQUEST message was sent by an MS that has already been attached, the EMM context, EPS bearer contexts a, if any, are deleted and the new ATTACH REQUEST is progressed.

g)
TRACKING AREA UPDATE REQUEST message received before ATTACH COMPLETE message.


Timer T3450 shall be stopped. The allocated GUTI shall be considered as valid and the tracking area updating procedure shall be progressed as described in subclause 5.5.3.
i) ESM error due to PDN Connectivity Reject as specified in subclause 6.5.1.4
In this case, UE shall start a timer T3xz and forward the ESM error message to the UE. If the EMM in the MME receives an Activate Default Bearer Context Request message from the ESM in the MME before the expiry of the timer, the MME shall send the Attach Accept message with the Activate Default Bearer Context Request message. On expiry of the timer, the MME shall send an Attach Reject message with.cause value ii.
* * * End of First Change * * * *
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