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Introduction:
IMS Centralized Services (ICS) introduces some new requirements for authentication within the IM CN Subsystem. The existing authentication procedures in TS 24.229 need to be enhanced in order to support the MSC Server enhanced for ICS (simply referred to as MSC Server for the remainder of this paper) to register on behalf of the CS subscriber. This paper examines the currently discussed mechanisms and provides a proposal to be used as a working assumption. 
Discussion:

In our opinion, the authentication procedures for ICS highly resemble those of the "bundled" mechanisms such as NBA and GIBA. Therefore we believe that the principles used for specifying the ICS authentication procedures for the MSC Server enhanced for ICS should be similar to those already specified.
Based on the requirements in TS 23.292, there are two aspects that have to be considered:

1. The I-CSCF needs to be able to identify that the request originates from a trusted MSC Server

2. The S-CSCF needs to identify that this is an MSC Server registration so that it can skip any further authentication

For aspect 1, this is based on reusing the Network Domain Security (NDS) mechanisms defined in TS 33.203. For the procedures related to IMS NDS, TS 33.203 makes reference to the reference points defined in TS 23.002. Therefore, for the NDS procedures to be applied to an MSC Server, the ICS reference points need to be added to TS 23.002. To solve this, we already have a CR planned for the next SA2 meeting to include the ICS reference in TS 23.002.
For aspect 2, one approach that has already been discussed reuses techniques from other "bundled" mechanisms by making use of the P-Access-Network-Info header at the S-CSCF in order to determine the request is coming in via an MSC Server. The P-Access-Network-Info header is already used by the S-CSCF for both GIBA and NBA procedures (see C1-082675 from previous meeting).
Another approach that was recently put forward is based on using the "integrity-protected" flag. This approach, however, deviates from the techniques used by other "bundled" mechanisms. Additionally, this usage of "integrity-protected" overloads the parameter in a way that it isn't consistent with the way that it is currently used. Currently, the "integrity-protected" flag is used to correlate the existence of a security association (IPsec, TLS or IP Association) with the registration status.
Proposals:

It is proposed that CT1 adopt the use of the P-Access-Network-Info as the working assumption for ICS authentication. Additionally, it is recommended that a liaison statement is sent to SA3 so that they can consider the ICS authentication procedures, particularly from a coexistence standpoint.
