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1. Introduction
This document proposes to add an informative description of OMA DM to TR 24.801.
2. Reason for Change
It has been agreed to add descriptions of candidate protocols for ANDSF communication. This contribution adds a description of using OMA DM for ANDSF.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.801 v1.0.0.
* * * First Change * * * *
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Annex X (informative):
Selection of the protocol to be used between the UE and Access Network Discovery and Selection Function (ANDSF)
X.1
Introduction
This Annex documents the candidate protocols that CT1 is studying for use as the protocol to be used between UE and ANDSF.
X.2
Candidate protocols

X.2.1
General
The following protocols have been identified as workable candidate protocols to be used for signaling between UE and ANDSF to fulfill the requirement set down in 3GPP TS 23.402 [12]. The order in which these candidate protocols are presented is in the following subclause are in the order the candidate protocols were first identified to CT1 and does not represent 

- any order of preference of the candidate protocol,

- the workability of one candidate protocol over another,

- the pros and cons weighted against each candidate protocol,

- that any other candidate protocol not yet identified by CT1 is excluded for consideration

The order in which the candidate protocols are presented is in the order the candidate protocols were first identified to CT1.
X.2.2
Candidate 1 – 802.21/MIH
X.2.3
Candidate 2 – OMA DM
X.2.3.1
Introduction
The OMA Device Management (OMA DM) protocol is specified by the Open Mobile Alliance (OMA) with latest version 1.2 in OMA-ERELD-DM-V1_2 [X1]. OMA DM enables distribution of any kind of information such as applications, data and configuration settings to any single handset or groups of handsets. 

The protocol allows two-way communication and is used for data exchange between a server (which is managing the device) called OMA DM Server and the OMA DM client. The communication protocol is a request-response protocol and supports a push- as well as a pull model. It is assumed here that the UE contains an OMA DM client, and that the ANDSF contains an OMA DM server.

Information is stored in the client in an OMA DM management tree. The nodes of the management tree are the entities that can be manipulated by management actions carried over the OMA DM protocol. A management object is a sub-tree of the management tree that is intended to be a collection of nodes that are related in some way. It is assumed here that the information sets provided by the ANDSF (inter-system mobility policy and access network discovery) will be organized in one or more OMA DM Managed Objects (MOs) defined by 3GPP CT1.

The OMA DM protocol uses SyncML packages that contain one or more DM message(s). Each message consists of a header (SyncHdr) and a message body (SyncBody), where the header specifies sender, receiver, version, and session information. The message body contains one or more DM commands.
The DM server in the ANDSF sends DM commands like Add, Copy, Delete, and Replace to manipulate the management tree, and uses the Get command to retrieve the contents of a particular node. The client in the UE returns the contents through a Result command. The status command conveys another command's execution results.

OMA Device Management consists of two stages:
-
Bootstrap; the process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server.
-
DM Provisioning; the process by which the device is provisioned, through an OMA DM server, with further information after the device is bootstrapped.

The SyncML Representation and DM protocols are transport-independent. The initial bindings specified by OMA DM are HTTP, WSP and OBEX. It is assumed here that the provisioning from the ANDSF is carried in one HTTPS session, except for the server initiated alert (Package 0 used in X.2.2.2
ANDSF-initiated provision of information from ANDSF to UE) that is sent in using HTTP Push (WAP Push in a HTTP post). It is further assumed that this HTTP Push operation is handled by the ANDSF.

Bootstrapping a DM device can be conducted through all the transport mechanisms defined for DM.

X.2.3.2
OMA DM bootstrap

In the bootstrap process a trust relationship is set between the DM client and the DM server. There is only one bootstrap per DM server and DM client pair needed.

The bootstrap process can be carried out in different ways:
-
Manual

-
Factory configured (Phone or SIM)

-
Point of sale bootstrap using local connectivity (e.g. InfraRed, Bluetooth, Cable)

-
Point of sale bootstrap triggering over the air bootstrap

-
Over the air, a Bootstrap server can be used to send out bootstrap messages via a push mechanism, e.g. WAP Push or OBEX.

In order to bootstrap initial OMA DM settings, bootstrap profiles define the security, transport and data format. Currently two profiles are defined: OMA CP Profile and OMA DM Profile.

X.2.3.3
Dynamic provisioning with OMA DM

X.2.3.3.1
General

Once the bootstrap process has been carried out, the UE and ANDSF may start to communicate using the OMA DM Provisioning process.

X.2.3.3.2
UE initiated provision of information from ANDSF to UE ('Pull')

The UE may initiate the provision of information from the ANDSF using a client initiated session alert message of code “Generic Alert”. A typical message flow is shown below.
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Figure X.1: UE initiated provision of information
1)
The UE send OMA DM package 1 containing; device information (like manufacturer, model etc), client identification, indication of client initiated session, and Generic Alert message. 

2)
The ANDSF sends OMA DM package 2 containing; server identification, and management data and commands to update the inter-system mobility policy and access network discovery information in the UE.

3)
The UE sends OMA DM package 3 containing results of the management actions sent from server to client.

4)
The ANDSF sends OMA DM package 4 to close the management session.

The detailed contents and coding of the different packages are described in OMA-TS-DM_Protocol-V1_2 [X2].

X.2.3.3.3
ANDSF initiated provision of information from ANDSF to UE ('Push')

The ANDSF may initiate the provision of information from the ANDSF using a server initiated session alert message. A typical message flow is shown below.
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Figure X.2: ANDSF initiated provision of information

1)
The ANDSF sends OMA DM package 0 notification to cause the UE to initiate a connection back to the ANDSF.

2)
The UE sends OMA DM package 1 containing; device information (like manufacturer, model etc), client identification, and indication of server initiated session. 

3)
The ANDSF sends OMA DM package 2 containing; server identification, and management data and commands to update the inter-system mobility policy and access network discovery information in the UE.

4)
The UE sends OMA DM package 3 containing results of the management actions sent from server to client.

5)
The ANDSF sends OMA DM package 4 to close the management session.

The detailed contents and coding of the different packages are described in OMA-TS-DM_Protocol-V1_2 [X2] and OMA-TS-DM_Notification-V1_2 [X3].

X.2.3.4
Security aspects

The information exchanged between the UE and the ANDSF will in many cases be sensitive. Such information may include UE location (cell identity or GPS coordinates), available SSIDs, and carrier frequencies. Hence security aspects are important, including mutual authentication of server and client, confidentiality of data, and data integrity protection.

OMA DM provides an extensive security framework in OMA-TS-DM_Security-V1_2 [X4]; authentication and challenge of authentication are built-in to ensure the server and client are communicating only after proper validation. Integrity of OMA DM messages is achieved using a HMAC-MD5. The server and client are both stateful, meaning that a specific sequence of messages is to be exchanged and only after authentication is completed. OMA DM management sessions are encrypted (Confidentiality is provided over SSL). 

In addition OMA DM fully supports the use of encrypted Management Objects (MO). An MO can remain encrypted in storage space within either the device or the OMA DM server. All in all OMA DM provides a secure way of storing information in devices and also for exchanging this information.

Security for bootstrapping is very important and the receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. It is important that the DM client in the UE accepts bootstrapping commands only from authorized servers.

OMA DM offers the ability for a Device Management Server to make private any data that is stored under Device Management control from another Device Management Server. This is facilitated by the use of an ACL (Access Control List) that allows the protection of any group, or any individual Device Management object. The ACL property defines which server that can manage the node and in what fashion (ADD, GET, REPLACE and DELETE).
X.2.3.5
Deployment aspects

OMA DM is an already released standard, and 3GPP (and CT1 in particular) already specifies OMA DM management objects (e.g. 3GPP TS 24.167 [X6], 3GPP TS 24.305 [X7], 3GPP TS 24.216 [X8], and 3GPP TS 26.114 [X9]). The pull model using Generic Alert is used in e.g. OMA Firmware Update in OMA-TS-DM-FUMO-V1_0 [X5] and Selective Disabling of 3GPP User Equipment Capabilities (SDoUE) [6]. Using OMA DM for ANDSF would mean creating new Management Object(s) (MO) defined by CT1 for inter-system mobility policy and access network discovery information. The design of the MOs as well as possible future updates of these would be fully under 3GPP control.

Beyond 3GPP, OMA DM is also already used for providing connectivity settings for multiple bearer technologies; 3GPP2, WiFi, WiMAX, and also PacketCable. For example, PacketCable specifications make use of OMA DM which includes defining MOs in order to support cable devices, and similarly WiMAX Forum has adopted OMA DM by the definition of MOs.
All major device manufacturers supports the OMA standards, and are already shipping handsets and devices with built-in support for OMA DM. Millions of handset are on the market and many operators do also support OMA DM in their networks.

The OMA provides OMA Enabler Test Specification (ETS) for OMA DM which is used by the world standard certification bodies, i.e. Global Certification Forum (GCF) and PCS Type Certification Review Board (PTCRB). This enables the possibility for testing products supporting OMA DM according to the latest certification requirements of GCF and PTCRB for OMA DM. Note that all handsets supporting OMA Device Management 1.2 are required to pass these tests for the GCF and PTCRB certification before the product reaches the market.
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